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Where Are We Now?

• Awareness of the need for security in SoCs has been steadily rising

– Now drives design requirements, with a corresponding need for verification

– Increasing acceptance that hardware must be foundation for security

• EECAD and verification tool vendors are now adapting and adding features to 

existing products and product lines

• Some specialty products and suppliers exist

– To be most effective, these need to work well with existing SoC development and manufacturing flows

• Point solutions and dissimilar development flows abound

– Lack of standards for security collateral in a form that can consumed by tools impedes rapid and 

thorough verification 

• Some progress on standardization

– Accellera SA-EDI (Security Annotation for Electronic Design Interchange) → IEEE P3164

– Mitre CWE database public APIs in development
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Security Verification Continuum Over the Pre-Silicon Lifecycle

Intensive automation to provide security verification completeness and robustness

Security-driven Verification with Verification Continuum Platform
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A. Functionality of Security Features 

– Security IPs, Root of Trust, Secure boot, Secure keying, Secure processing, Secure 

interfaces, Encryption, Decryption, Authentication, …

→ Regular Functional Verification of security functions!

→ Augmented by Security Verification based on threats

Aspects of Security Verification

Diagram courtesy ARM ®, Building a Secure System Using TrustZone ® Technology

B. On-Chip Data Propagation

– Security of data at rest and in motion 

– Leakage: Security-critical data (e.g., keys) cannot reach non-secure modules

– Are keys contained within the secure module?

– Integrity Violation: Data cannot be over-written with non-secure data

– Can data be corrupted via the system’s interfaces/bus, debug and test logic?

C. Malicious Attacks “Tampering”

– Silicon can be probed or faulted directly – not via system’s interfaces/buses

– Can the HW security be subverted by an external probe or induced fault?

– Probing sensitive data storage

– Flipping supervisor bits

→ Ensuring Security objectives requires a mixture 

of established and novel verification approaches!
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Security 
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What’s Next?

• More and better static and dynamic analysis tools to automate reasoning about 

security

– Guaranteed high levels of coverage

– Formal tools that can better reason about real physical realizations (not idealized or incomplete models)

• Standardizing collateral to describe and communicate security information about 

IPs and SoC subsystems among producers and consumers (people and tools)

– Extend SA-EDI and eventual P3164 standard beyond IP to better deal with SoCs

– More complete and concrete refinement of CWEs 

✓ CWE-1277: Firmware Not Updateable

 CWE-1331: Improper Isolation of Shared Resources in Network On Chip (NoC)

• AI-based tools will emerge that encode knowledge of threats and weaknesses 

and raise productivity

– But raise questions about completeness of coverage of the threat and mitigation spaces



Thank You
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