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QUANTUM THREAT
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POST-QUANTUM CRYPTOGRAPHY



▪PQ algorithms are still “young”

▪Time is needed to gain sufficient confidence

HOW TO TRANSITION? 

➔Hybrid cryptography

➔Crypto-agility



HYBRID CRYPTOGRAPHY

Hybridation

Post-quantum mechanisms + a recognised pre-quantum scheme.

- Preservation of the pre-quantum security.

- Extra protection against the quantum threat.

- Low performance penalty over drop-in replacement.

Example

Classical Algo

PQ Algo

input combiner fct

classical shared secret

PQ shared secret hybrid secure channel



CRYPTO AGILITY



CRYPTO-AGILITY: DEFINITION(S)

- The ability for machines to select their security algorithms in real time and 

based on their combined security functions;

- The ability to add new cryptographic features or algorithms to existing 

hardware or software, resulting in new, stronger security features;

- The ability to easily retire cryptographic systems that have become either 

vulnerable or obsolete.

A product is said crypto-agile if it 

includes the possibility to update 

its cryptographic algorithms 

without recalling it or 

substituting it with a new one. 

A cryptosystem is considered crypto-agile if its components, for example 

cryptographic algorithms, key lengths, key generation schemes or technical 

implementation, can be replaced by other components without having to 

make significant changes to the rest of the overall system.

Crypto-agility means that 

cryptographic protocols, products 

and systems are implemented in

such a way that it takes minimal 

effort to modify the associated 

cryptographic algorithms. 



CRYPTO-AGILITY: SUMMARY

Goal: Make cryptographic functionalities as flexible and future-proof as possible

To enable:

• Updating implementations when side-channel or fault attacks are discovered

• Updating parameters when the current security margin is insufficient

• Adding new algorithms when old ones are broken or better standards emerge

• Updating applications to replace old algorithms seamlessly

• Updating protocols, for example, to adjust hybrid cryptographic behavior

It should be simple and doable.

This is essential for overall security, but critical for Post-Quantum migration.



CRYPTO-AGILITY MECHANISM time

updates

time-T0 security



CRYPTO-AGILITY: SMART-CARDS CHALLENGES

Smart-card are highly constrained devices

Example

- 32-bit processor (~ Cortex M3)

- up to 100 MHz

- up to few MB of flash memory

- up to 48 KB of RAM 
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fUpdating or replacing an algo:

• difficult if not enough RAM/NVM available

• possibly impact on user experience if performances are 

different (e.g. contactless payments)

Crypo-agility is challenging to implement



ML-KEM-1024 clean HQC-256 clean ML-DSA-87 clean Falcon-1024 ref SLH-DSA-SHAKE-256f-simple clean

HIGH VARIABILITY

PQ algorithms:

- are more demanding than classic ones

- have varied RAM, performance, and data size needs.
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PRACTICAL USE-CASE



CRYPTO-AGILITY MECHANISM

updates
time-T0 security

Update mechanism is the root of trust 

Crypto-agility requires a post-quantum, highly and long-term secure mechanism to:

1. Authenticate the provenance of the update

→ Hash-Based Signature XMSS (next slide)

2. Protect data (code IP, credentials)

→ AES-256 based protection



HASH-BASED SIGNATURES

• Over 40 years of history (Lamport 1979).

• Security relies solely on hash functions (no new mathematical problem).

➔ Quantum-resistant.

• XMSS and LMS: Standardized by NIST in a separated process in 2020, also IETF RFC 8391

X X

Highly trusted

Recommended (included in non-hybrid protocols):

→ by BSI

→ by ANSSI

→ by NSA (included in Suite 2.0)

Downside: Stateful signature schemes:

- limited number of signatures can be done

- decided at key generation

- careful management of the secret key required



REAL-CASE EXAMPLE

Car server

Hybrid TLS

ECDSA\ML-DSA 
ECDH\ML-KEM

▪Step 1: PQ hybrid communication

Target

A TLS-like protocol providing:

- mutual authentication

- and key exchange

LMS\HQC capabilities: 
Algorithms, Keys & 

certificates

eSIM server

XMSS     
AES-256

▪Step 2: PQ algorithms update

Content 
- Installation of the new crypto algos

- New credentials (keys and hybrid certificates)

- Protection overhead (encryption and signature)

Hybrid TLS

▪Step 3: Updated PQ hybrid communication

ECDSA\LMS 
ECDH\HQC

Results
~ 82 KB for the update

~ 22 sec to install



▪ Crypto-agility demonstrated on a real product

▪ Integrated with a robust post-quantum (PQ) mechanism

▪ Proves feasibility, even on constrained platforms like smart cards

▪ Key Takeaways

▪ Resource needs vary widely and are difficult to anticipate

▪ Coordinated migration across the entire system is essential

CONCLUSION
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