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Motivation

« Researchers across the world in academia and industry are working towards building
large scale Quantum Computers with sufficient Qubits which will be able to solve
practical problems.

« Two algorithms are of special interest for cryptography community:

o Shor’s Algorithm: Integer factorization in polynomial time.
o Grover’s Search Algorithm: Quadratic speed up in unstructured search.

« For example, to break a 2048-bit RSA, a quantum computer with 4099 ideal qubits can
do it in 10 seconds.

« Most recently, IBM announced 434-qubits quantum computer “Osprey”.

« There is a need for Quantum-safe Cryptography!

Source: https://www.quintessencclabs.com/blog/breaking-rsa-cncryption-update-state-art/
Source: https://newsroom.ibm.com/2022-11-09-IBM-Unveils-400-Qubit-Plus-Quantum-Processor-and-Next-Generation-IBM-Quantum-System-Two

[ZZY+] Zhong, Han-Sen & Deng, Yu-Hao & Qin, Jian & Wang, Hui & Chen, Ming-cheng & Peng, Li-Chao & Luo, Yi-Han & Wu, Dian & Gong, Si-Qiu & Su, Hao & Hu, Yi & Hu, Peng & Yang, Xiao-Yan & Zhang, Weijun & Li, Hao & Yuxuan, Li & Jiang, Xiao & Gan, Lin & Yang, Guangwen 3
& Pan, Jian-Wei. (2021). Phase-Programmable Gaussian Boson Sampling Using Stimulated Squeezed Light.
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Key Encapsulation Mechanism
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Design & Experimental Setup

« HQC KEM parameter sets recommended as per the specification:

o hqc128
0 hqc192
o hqc256

« Target device: Xilinx - Artix 7 — xc7a200t-3

« Tool: Xilinx Vivado 2020.2.2

« Verification: Using the Software Reference implementation by HQC team [AAB+20]

« Goal: Implement a constant-time design which is parameterizable across all parameter

sets

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqe-specification  2021-06-06.pdf 13
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Hardware Implementation of HQC KEM

1. Key Generation 2. Encapsulation
o Fixed weight error vector generation o Encrypt
« SHAKE256 * Encode
o Polynomial Multiplication * Polynomial Multiplication
o Modular Addition * Modular Addition
* Fixed weight error vector generation
3. Decapsulation o SHAKE256
o Decrypt o Hash Computation
e Decode « SHAKE256

* Modular Subtraction
* Polynomial Multiplication
o Encrypt

o Hash Computation

« SHAKE256 14
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Existing Work

Hardware Implementation of HQC KEM

1. Key Generation 2. Encapsulation

o Fixed weight error vector generation
« SHAKE256 [CCD-+22]

o Polynomial Multiplication

o Modular Addition

Encode

Polynomial Multiplication
Modular Addition

Fixed weight error vector generation

3. Decapsulation o SHAKE256 [CCD+22)]
o Decrypt o Hash Computation
e  Decode « SHAKE256 [CCD%QQ]

e Modular Subtraction
* Polynomial Multiplication

o Encapsulation

[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic 16
Mceliece. IACR, Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.
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Hardware Implementation of HQC KEM

1. Key Generation

o Fixed weight error vector generation
« SHAKE256

o Polynomial Multiplication

o Modular Addition
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Polynomial Multiplication

Sparse Multiplication with Interleaved Reduction

* One of the inputs to polynomial multiplier

is a sparse fixed weight vector.

2
3
. o
» Indices of non-zero elements are used to ks n, - o
hift 1 ial to imitate the @ @ Variable g T o5
shift non-sparse polynomial to imitate the 9 @ j , 2n I™N\n, /N N
multiplication. a' g Rotation ™ A &
o T A o,
o O /
= M

« The multiplication and the modular q .
on zero bit

position from
Sparse Input

reduction is interleaved.

*Conceptual Block Diagram

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021.

[HWCW19| Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International
Conference on Field-Programmable Technology (ICFPT), pages 231-234, 2019. 18
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Polynomial Multiplication

Sparse Multiplication with Interleaved Reduction
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[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021.

[HWCW19| Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International
Conference on Field-Programmable Technology (ICFPT), pages 231-234, 2019. 19
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Polynomial Multiplication

Results

Resources
BW Logic Memory F Cycles Time T x A
(bits) (LUT) (DSP) (FF) (BR) (MHz) (cyc.) (us)
Our poly_mult module, Polynomial Lengtht = 12,323, Wip  spsp = 71
32 396 0 181 1 270 27,621 0.10 41
64 599 0 205 2 277 13,918 0.05 30
128 1,438 0 456 4 238 7,102 0.03 43
General Sparse Multiplier, Polynomial Lengtht = 12,323, Wi, s g5 = 71 [RBCGG21]
32 319 0 127 2 234 27,691 0.12 38
64 549 0 190 4 222 13,988 0.06 35
128 1,136 0 381 8 185 7,172 0.04 44
Sparse Multiplier, Polynomial Length+ = 10,163, Wgop spep = 71 [HWCW19]

32 o0t —  — 2 240 158,614 0.66  —
64 1577 — — 3 220 90,880 0.41  —
128 2027 — 5 210 51,688 0.24  —

T= Slices (no info on LUTs), + Length of the non-sparse arbitrary peolynomial, * = Weight of the sparse polynomial input

Target Device: Artix 7 — xc7a200t

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021.

[HWCW19| Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International
Conference on Field-Programmable Technology (ICFPT), pages 231-234, 2019. 20
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Polynomial Multiplication

Results

Resources
BW Logic Memory F Cycles Time T x A
(bits) (LUT) (DSP) (FF) (BR) (MHz) (cyc.) (us)
Our poly_mult module, Polynomial Length® = 12,323, W_SPARSE =71

32 {3961 0 181 1 I 270 27,621 (0101 41
64 : 5090 I 0 205 : a1 277 13,918 ;0.051 30
128 1,438 : 0 456 4 ' 238 7,102 0 031 43

General Sparse Multiplier, Polynomial Lengtht = 12,323, WEPAR&E =T1 [RBCGG?!L] ;
32 319 1 0 127 7271 234 27,691 0121 38
64 "'549 1 0 190 ' 41 222 13,988 0.061 35
128 :1,136 I 0 381 8 | 185 7,172 |0.04 1 44

Sparse Multiplier, Polynomial Length+*I= 10, 163 WSPARS!E’ =|: 71 [HWCW19] | :

32 I 100t — — 121 240 158,614 |0 661 —
64 DT — 131220 90,880 0411 —
128 L2022t 51 210 51,688 024' —

T= Slices (no info on LUTs), + Length of the non-sparse arbitrary peolynomial, * = Weight of the sparse polynomial input

Target Device: Artix 7 — xc7a200t

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021.
[HWCW19| Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International

Conference on Field-Programmable Technology (ICFPT), pages 231-234, 2019. 21
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Fixed Weight Vector Generation

« Generates a uniform random n-bit fixed-

weight vector. e

seed_ Control Logic to

« 24 x weight random bits are generated stakezse b e Mool

I
! vector_output
1" (optional)

\

| o i i i o e

using SHAKFE256 et

Y ctx

! loca [ A
F—» tion !

. i !
| - 1 e | e —

« Threshold check and duplicate and check is | ( . | : 4 } v | [
1 ~ / | I M (init. Decoder

pre
process
Threshold
Check and
Reduction

,,,,,

S ————

i |
\shake_output | 1 with
! i ] all 0) |

performed as part of rejection sampling N B | NP | St =

Decoder

Address

il Control L gic Seed Control Logic to |

|
* OneGen module helps with the duplicate L Tandiing hantle Comore | — i
: ‘ AN

\

Control Logic to handle

SHAKE communication

detection __________________________________________________________________
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Fixed Weight Vector Generation

Existing Attack vs Our Countermeasures

« |[GHJ+22| demonstrated a timing attack on the
software reference implementation from HQC
authors |[AAB+20| due to the non-constant time
behavior.

Implemented a parameterizable constant-time

fixed-weight vector generation module.

seed_in output

SHAKE256 |G RAM handle Threshold

seed_ Control Logic to

check and Reduction

1
| i | | vector_output
| ——— —— o i i — ;

i S 1" (optional)
I

pre
process

Check and
Reduction

e ———
Threshold

b 3
shake_output
'

]

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1
location
Address
Decoder

OneGen

'
ii Control Logic Seed !
"

Handling

i Control Logic to {
i handle Context |

,,,,,,,,,,

H ; Control Logic to handle i
i SHAKE communication

Number of rejecti table is th pmm
umper o reJeC 10ns accep able 18 € Design Weight Logic Memory F Cycles Time T x A Failure™
(LUT) (FF) (BR) (MHz) (cyc.) (us) Prob.
parameter. non constant-time design (ACCEPTABLE_REJECTIONS = 0)
hqc128 75 12401 111 20 226 ; 7091 3.14 0.75 1.1x2°'
143 : hqc192 114 12291 112 20 220 1,840! 836 192 1.1x2°°
At the cost Of addltlonal area and time hqc256 149 |234: 117 2.0 228 1 2,106 : 9.24 2.16 1.1 x2712
1 1
_13 : : : constant-time desjgn (ACCEPTABLE_REJECTIDN$ = w,)l
constant-time behavior is achieved. hqc128 75 13161 124 2.0 223 |3,6491 1636 5.17 2.8 x27'%
hqc192 114 12951 125 20 236 14,2000 17.80 5.25 1.1 x 27280
hqc256 149 13141 192 255 242 15935 ) 2452 7.70 4.9 x 27355
+ = Probability of our design failing to behave constant-time.

[GHJ+22] Qian Guo, Clemens Hlauschek, Thomas Johansson, Norman Lahr, Alexander Nilsson, and Robin Leander Schroder. Don’t reject this: Key-recovery timing attacks due to rejection-sampling in hqc and bike. IACR

Transactions on Cryptographic Hardware and Embedded Systems, 2022, Issue 3:223-263, 2022.

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical report, National 23

Institute of Standards and Technology, 2020. available at https://pgc-hqc.org/doc/hge-specification 2021-06-06.pdf
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Fixed Weight Vector Generation

Existing Attack vs Our Countermeasures

seed_in output

— | | [
« |GHJ+22] demonstrated a timing attack on SHAKE256 [E=b 1 crot md T .
| scoceee mmnams e N B
reference implementation from HQC authors e T -
. 1 B 8 [ s
|AAB+20| due to the non-constant time : L a8
ishake_output o i ol E S E 38

OneGen

behavior. e

i Control Logic to {

,,,,,,,,,,

i; Control Logic Seed i
" Handling i i handle Context

« Implemented a parameterizable constant-time | I

H ; Control Logic to handle i
i SHAKE communication

fixed-weight vector generation module.

N b f . t t bl . th Resources
[}
umper o reJeC 10ns accep able 18 € Design Weight Logic Memory F Cycles Time T x A Failure™
(LUT) (FF) (BR) (MHz) (cyc.) (us) Prob.
pal"ametel". non constant-time design (ACCEPTABLE_REJECTIONS = 0) === — —— |
hqc128 75 240 111 2.0 226 709 3.14 0.75 : 1.1 x 2711 |
° 143 : hqc192 114 229 112 2.0 220 1,840 8.36 1.92 1L1x279
At the cost of additional area and time hqc256 149 234 117 2.0 228 2,106 9.24 2.16 | 1.1x27'%
: : : : constant-time design (ACCEPTABLE_REJECTIONS = w,.) = == == == o= o= o=
constant-time behavior is achieved. hqc128 75 g316( 124 2.0 223 3 649) 16.36 5.17 1 2.8 x 27199
hqc192 114 295 125 2.0 236 4,200 17.80 5.25 /1.1 x 2—28“:
hqc256 149 314 192 2.5 242 5935  24.52 7.70 ;4.9 x 27%°%
+ = Probability of our design failing to behave constant-time.

[GHJ+22] Qian Guo, Clemens Hlauschek, Thomas Johansson, Norman Lahr, Alexander Nilsson, and Robin Leander Schroder. Don’t reject this: Key-recovery timing attacks due to rejection-sampling in hqc and bike. IACR

Transactions on Cryptographic Hardware and Embedded Systems, 2022, Issue 3:223-263, 2022.

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical report, National 24
Institute of Standards and Technology, 2020. available at https://pgc-hqc.org/doc/hge-specification 2021-06-06.pdf
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Key Generation

Algorithm and Hardware Design

Inputs: pk_seed, sk_seed

Outputs: public key(h, s), private key (x, y)
» (x,y) = FixedWeight (sk_seed)

» h = VectorRandom(pk_seed)

»s =x+h.y

* poly_mult is a sparse polynomial multiplication
unit because one input is a sparse polynomial.
 location_based_adder is a sparse adder which

flips bits only in specified index since all

operations happen in F..

4th PQC Standardization Conference
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Key Generation

HQC128

KeyGen — Performance Comparison

12

11.5

12

10

Area-LUTs (.1073)

Time (ms)

Lower is better

0.245
)

Our HLS [AAB+20]  HLS [MDD+ 22|

Time x Area (.1073)

®m Time x Area (.10°3) ®Time (ms) ™ Area-LUTs (.1073)

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical

report, National Institute of Standards and Technology, 2020. available at https://pgc-hqc.org/doc/hqgc-specification 2021-06-06.pdf

[MDD+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 2
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Hardware Implementation of HQC KEM

2. Encapsulation

o Encrypt
* Encode
* Polynomial Multiplication
* Modular Addition
* Fixed weight error vector generation
o SHAKE256
o Hash Computation
« SHAKE256
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Algorithm and Hardware Design

Inputs: theta, Public Key (h_in, s_in), message (m_in)

hs_add:ﬁ_out h_in s_in m_in

Outputs: Ciphertext (u_out, v_out) frmmmmemeeeeoeoe- phl B SiTafITiiiziziiiToootTtTiosoooooooes i ------- :
! i ! v !
» u_out = r;+h.r, o ri_ r2_ !
theta_in—» RAM RAM encode |!
> v_out = m_inG + S.r, + e Q , | fixed. | :
X i | weight_ :
Where m_inG = Encoded message = (=< vector . i
T ' i |
r,, r,, € are fixed weight vectors = ; poly ;
v_addr : e i
« Encode consists of Reed Solomon and Reed v-out < 1 , ‘
! oo e | location_ XOr_ ;
Muller Encoding | based_ based_ |~ |
: adder adder L
. . . ! u_ ‘ |
* Fixed weight vector generation and Encode | _— RAM @ |
performed in parallel. . | Control Logic | } 77777777777777777777 ,=. §

« More parallel operations possible with multiple e dgne -

polynomial multiplication units.
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Encapsulation

Algorithm and Hardware Design

Inputs: Public Key (h_in, s_in), message (m_in)

uv_out
Outputs: Ciphertext (u_out, v_out), Shared Secret I |
(K_out), Hashed message(d_out) | i "
| o
» (u_out, v_out) = Encrypt(m_in) ﬁl ' | Seed || | S r*E?‘r_E
| RAM S
» d = Hash(m_in) = ! : Encrypt o iﬁ'g:
© : ﬁ | o ol
» SS = Hash(m_in, u_out, v_out) L0 | I N a *‘_%,g
g @&
« SHAKE256 is shared between Encrypt and == I Y .
@ | w0 D_ Loy
Hash processing unit. : « g § | HASH RAM | ! &
: N =3 RAM 7'y i
« Critical path lies inside the SHAKE256 | & i

module. | i _________l_____shake output,
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Encapsulation

HQC128

Encap — Performance Comparison

16 16.487
20
~
S
=| 15
>
o)
L1 10
= Area-LUTs (.10"3)
0.21 . : :
g 5 el Time (ms)
0.553

— by Time x Area (.10"3)

vy 0

Our (regular)  Our (parallel HLS HLS

multipliers) [AAB+20| [MDD-22]

®m Time x Area (.10°3) ®Time (ms) ™ Area-LUTs (.1073)

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical

report, National Institute of Standards and Technology, 2020. available at https://pgc-hqc.org/doc/hqe-specification  2021-06-06.pdf

[MDD+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 30
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Hardware Implementation of HQC KEM

3. Decapsulation

o Decrypt
* Decode
* Modular Subtraction
* Polynomial Multiplication

o Encapsulation

31
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Decrypt

Algorithm and Hardware Design

Inputs: Secret Key (x_in, y_in), Ciphertext (u_in,v_in)

Outputs: Decoded Message (dout) u_in y-in v-in

e L
b | v
» dout = Decode(v_in - u_in.y_in) g‘l—:— xor_based | &
o _adder L8
3 R
. : poly_mult .

. . . ! v-u.y !

« All operations in F,; therefore, subtraction 5 ! b !

. I I

:g*—r— |

performed by XOR based adder. A v !

A LTS :

1 1

P T einieel 1 | decode !

H : : Cznt]_:ol E , i

S S ! !

m 1 } g 1

' S i _____________ '

e 1

done dout
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Decapsulation

Hardware design for Support Generation and Hash Processing

Inputs: Public Key(h_in, s_in), Secret Key (x, y), h_in s_in
Ciphertext (u_in, v_in), Hashed message (d_in) R j’__"_"""""""""""E
Outputs: Shared Secret (K_out) ol - _conpare ||
. — . 3 . 'ﬁl_:_., - I:
» mprime = Decode(v_in - u_in.y) = || RAM \ : K out
» dprime= Hash(mprime); Verify d_in == dprime? : ) o ) ”
g ! — K
» (uprime, vprime) = Encrypt(mprime); Verify :L'rp R\;_M .r ™ V—COE:pare i E
1 A L o
- o) == (4 - : x g
(uprime, vprime) == (u_in, v_in)? | I g
> K_out = Hash(mprime, u_in, v_in) g | D | | o] d_compare [} o)
i R AN 3 3 mprime i
g ! =
/| e g 1 g
: control -
 Decapsulation uses a tweaked version of | Decrypt | logic 1 B
. gic L i,
. . I ' I ey Y - 1 Y]
Encapsulation module where uprime and bommmmmmooooooes RS 1; ————— T —————— E
y start done

vprime could be swapped with u_in and v_in.

« Critical path lies inside the SHAKE256 module. 23
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HQC128

25.000
20.000
15.000
10.000

5.000

Lower is better

+ 0.000

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical

Our (regular)

22.800) ZEtelle
12.755
1.200 1.270
5 5190 .300 9 9770 230
d - Time x Area (. 10A3)

Decapsulation

Decap — Performance Comparison

19.000 gy 18.739

Area-LUTs (.1073)

Tlme

Our (parallel
multipliers) [AAB+20] [MDD+22]

®m Time x Area (.10°3) ®Time (ms) ™ Area-LUTs (.1073)

report, National Institute of Standards and Technology, 2020. available at https://pgc-hqc.org/doc/hqe-specification  2021-06-06.pdf

[MDD+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic

hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Dual Clock Design

Hardware Design

« SHAKE256 became a frequency bottleneck in

, bcoreClock F=———""" SHAKE256CLock <

all designs. o _ = o

| : Control I _'10_ I' Control : |

1 | I Logic | SHAKE 1 Logic 1 |

« Wrapper adds support for two frequencies. : ---.T.--- A L_logie t |
73 | ) |

« SHAKE256clock — Lower Frequency, E g .
. : din shake |

CoreClock — Higher Frequency. g of 8 !

S | force_done ° N i |

.| CORE " 8 SHAKE256 |

51 force_done_ack| § = |

5 2k I

j dout_shake |

S5 I dout I

S I

| e _ SHRKE | 0 Moo o

I : Control I _Jo_ I' Control : I

I L_Logic 1 CqRE L_Logic 1 |

I FYFO |
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Comparison with other Code Based Schemes

128-bit Security Level

KeyGen — Performance Comparison

10.00
—
e 8.00
@
a1 6.00
w0
o 4.00 Area - LUTs (.1076)
-
GB') 2.00 e : Time (ms)
Q al : Time x Area (.10°6)
= 0.00
v HQC-HS HQC-HS-PM BIKE-HS McEliece-HS

(our) (our) [RBCGG21] [CCD+-22]
HS — HighSpeed
PM — Parallel Multiplication

B Time x Area (.10°6) ®Time (ms) ™ Area- LUTs (.1076)

[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic
Mceliece. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions

on Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021. 36
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Comparison with other Code Based Schemes

128-bit Security Level

Encap — Performance Comparison

0.50

0.40
0.30
0.20

0.10
- o= =

HQC-HS HQC-HS-PM BIKE-HS McEliece-HS
(our) (our) [RBCGG21] [CCD+-22]

Area - LUTs (.1076)

Time (ms)

Time x Area (.1076)

Lower is better

-
<«

0.00

HS — HighSpeed
PM — Parallel Multiplication

B Time x Area (.10°6) ®Time (ms) ™ Area- LUTs (.1076)
[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic
Mceliece. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.
[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions
on Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021. 37
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Comparison with other Code Based Schemes

128-bit Security Level

Decap — Performance Comparison

< 0.50

S

+ 0.40

IS

0 0.30

o=

é-)‘ 0.20 Area - LUTs (.1076)
— 0.00 - Time x Area (.1076)

HQC-HS HQC-HS-PM  BIKE-HS McEliece-HS
(our) (our) [RBCGG21| [CCD+22]
HS — HighSpeed
PM — Parallel Multiplication

B Time x Area (.10°6) ®Time (ms) ™ Area- LUTs (.1076)
[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic
Mceliece. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Giineysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions
on Cryptographic Hardware and Embedded Systems, 2022(1):557-588, Nov. 2021. 38
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* First (hand-tailored) hardware implementations of HQC Key Encapsulation Mechanism
parameterizable at compile-time across all parameter sets.

« HQC can be a competitive candidate when optimized hardware is developed.
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* First (hand-tailored) hardware implementations of HQC Key Encapsulation Mechanism.

« HQC can be a competitive candidate when optimized hardware is developed.

Thank you!
(Questions?
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Key Generation

Results

Resources!
Design Logic Memory F Cycles Time T x A
(LUT) (DSP) (FF) (BR) (MHz) (cyc.) (ms)
hqc128 2561 O 1,116 5.5 164 15,752 0.09 245
hqc192 1,630 0 866 9.5 164 39,580 0.24 393
hqc256 1,725 0 891 9.5 164 76,111 0.46 800
hqc128-perf HLS*[AABT 20] 12,000 0 9,000 3 150 40,000 0.27 3,240
hqc128-comp. HLS*[AAB™20] 4,700 0 2,700 3 129 630,000 4.80 22,560
hqc128-optimized. HLS*|MDD22] 11,484 0 8,798 6 150 40,427 0.27 3,095
hqc128-pure HLS*[MDD22] 24746 0 21,746 7 153 40,427 0.27 6,539

1 = Qiven resources does not include the area for SHAKE256 module, ¥ = Target FGPA is Artix-7 zc7al00t-1

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical

report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqe-specification 2021-06-06.pdf

[DNN+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 42
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Encapsulation

Results

Resources'

Design Logic Memory F Cycles Time T x A
(LUT) (DSP) (FF) (BR) (MHz) (cyc.) (ms)

our encap module with encrypt

hqc128 2,628 0 1,965 13 164 34,521 0.21 553
hqc192 4,318 0 2,328 18 164 89,065 0.54 2,345
hqc256 3,295 0 2,850 15.5 164 172,126 1.05 3,458
our encap module with parallel_encrypt
hqc128 9,545 0 2,393 15.5 164 23,506 0.14 794
hqc192 6,678 0 2,737 20 164 56,033 0.34 2,281
hqc256 6,632 0 3,265 18 164 103,499 0.63 4,185
hqc128 perf HLS*[AAB"‘Q[]] 16,000 0 13,000 5.0 151 89,000 0.59 9,440
hqc128 comp. HLS*[AABT20] 6,400 0 4,100 5.0 127 1,500,000  12.00 76,800
hqc128 optimized HLS™ [MDD{-22] 16,487 0 13,390 10.0 152 89,110 0.59 9,665
hqc128 pure HLS*[MDD_|_22] 29,496 0 26,333 11.0 148 89,131 0.59 17,764

! = Qiven resources does not include the area for SHAKE256 module, ¥ = Target FGPA is Artix-7 xc7al00t-1

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqe-specification 2021-06-06.pdf

[DNN+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Decapsulation

Results

Resources |

Design Logic Memory F Cycles Time T x A
(LUT) (DSP) (FF) (BR) (MHz) (cyc.) (ms)

our decap module with encrypt

hqc128 8,381 0 6,445 20 164 49,295 0.30 2,519
hqc192 10,364 0 7,827 25 164 124,524 0.76 7,869
hqc256 9,590 0 9,233 22.5 164 243,310 1.48 14,228
our decap module with parallel_encrypt
hqc128 12,755 0 6,879 22.5 164 38,280 0.23 2,977
hqc192 12,454 0 8,236 27 164 91,492 0.56 6,948
hqc256 12,996 0 9,642 25 164 174,683 1.07 13,843
hqc128 perf HLS*[AABT 20] 19,000 0 15,000 9.0 152 190,000 1.20 22,800
hqc128 comp. HLS*[AABT20) 7,700 0 5,600 10.5 130 2,100,000 16.00 123,200
hqc128 optimized HLS*[MDD—|—22] 18,739 0 15,243 18.0 152 193,082 1.27 23,804
hqc128 pure HLS*[MDD+22] 24,898 0 21,680 18.0 150 193,004 1.27 32,036

T = Given resources does not include the area for SHAKE256 module, ¥ = Target FGPA is Artix-7 zc7al00t-1

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqe-specification 2021-06-06.pdf

[DNN+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Dual Clock Design

Results

Resources’
Design Logic Memory | e Fg Cyc.c Cyc.g Time T x A
(LUT) (DSP) (FF) (BR) (MHz) (MHz) (cyc.) (cyc.) (ms)
keygen
hqc128 2,611 0 905 10.5 250 164 11,821 7,958 0.10 250
hqc192 2,568 0 917 11.5 259 164 32,405 14,445 0.21 547
hqc256 2,579 0 939 12 250 164 65,082 22,153 0.40 1,020
encap with encrypt module
hqc128 2,498 0 1,975 13 222 164 25,484 17.935 0.22 560
hqc192 4,199 0 2,338 18 196 164 72,263 33,452 0.57 2,404
hqc256 3,152 0 2,860 15.5 232 164 146,444 51,209 0.94 2,972
encap with parallel_encrypt module
hqc128 5,532 0 2,403 15.5 213 164 14,470 17,935 0.18 981
hqc192 6,526 0 2,747 20 192 164 39,231 33,452 0.41 2,662
hqc256 6,090 0 3,276 18 206 164 77,818 51,209 0.69 4,207
decap with encrypt module
hqc128 8,142 0 6,455 20 194 164 40,254 17,935 0.32 2,581
hqc192 10,373 0 7,837 25 178 164 107,721 33,452 0.81 8,393
hqc256 9,598 0 9,243 22.5 186 164 217,628 51,209 1.48 14,218
decap with parallel_encrypt module

hqc128 12,623 0 6,892 22.5 194 164 29,240 17,935 0.26 3,284
hqc192 12,463 0 8,246 27 178 164 74,689 33,452 0.62 7,772
hqc2566 13,004 0 9,652 25 186 164 149,002 51,209 1.11 14,469

F o = Core Frequency, Fg = SHAKE256 Frequency, Cycy = Core Cycles, Cycg = SHAKE256 Cycles, T = Qiven resources does
not include the area for SHAKEZ56 module

45
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Comparison with Related Work

Comparison of our HQC design with other HQC designs

Resources

Design Logic Memory F Encap Decap KeyGen
(LUT) (DSP) (FF) (BR) (MHz) (Mcyc.) (ms) (Mcyc.) (ms) (Mcyc.) (ms)

Security Level 1 — Classical 128-bit Security
HQC — Our Work, HDL design, Artix 7 (xc7a200t)

Balanced — SC 16,389 0 9,762 38.5 164 0.03 0.21 0.05 0.30 0.02 0.10

Balanced — DC 16,070 0 9,571 43.5 194 0.04 0.24 0.06 0.32 0.02 0.11

HighSpeed — SC 23,680 0 10,624 43.5 164 0.02 0.14 0.04 0.23 0.02 0.10

HighSpeed — DC 23,585 0 10,436 48.5 194 0.03 0.18 0.05 0.26 0.02 0.11
HQC — [AAB720], HLS design, Artix 7 (xc7a100t)

LightWeight 8,900 0 6,400 14.0 132 1.50 12.00 2.10 16.00 0.63 4.80
HighSpeed 20,000 0 16,000 12.5 148 0.09 0.60 0.19 1.20 0.04 0.30
HQC — [MDD-+22|, HLS design, Artix 7 (xc7a100t)
optimized 32,423 0 10,084 25 150  0.09 059 0.19 1.29 0.04 0.27
pure 32,398 0 10,068 26 148 0.09 0.60 0.19 1.30 0.04 0.27

S5C = BingleClockDomain, DC = DualClockDomain, FF = flip-flop, F = Fi5x. BR = BRAM,

[AAB-+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loic Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical

report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqe-specification 2021-06-06.pdf

[MDD+-22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 46
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.

4th PQC Standardization Conference


https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf

SHAKE256 - Changes

Hash Processor

« Modified the SHAKE256 design from
[CCD+] to store the state and support
additional random number generation.

« Added additional acknowledge signals for
Dual-Clock Design.

 Interface represented by <

din

i

din_valid

!

dout_ready —»

force_done —»

SHAKE256

— din_ready

— force_done_ack

%

dout

I

dout_valid

[WTJ+] Wen Wang, Shanquan Tian, Bernhard Jungk, Nina Bindel, Patrick Longa, and Jakub Szefer, "Parameterized Hardware Accelerators for Lattice-Based Cryptography and Their Application to the HW/SW Co-Design of TESLA", in IACR Transactionzl 7

on Cryptographic Hardware and Embedded Systems (TCHES), September 2020
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Encode

Reed Solomon + Reed Muller

m_in cdw_out_addr

rl. T T T T T T T T T T T T T ] T o T T T T T T T T T T T T T T _'I[_____________________________________________"_______'I |
I} Reed Solomon Encode K 9 I Reed Muller Code 11
Iy l—n e I

I Y ] o0 :
|
I: P SHIFT_REG —7 |: SHIFT_REG "
I | 8y II 8y | |
I ) REG I ! ¥
| I v || I 11
| I ]

| s |
) h08 v 8 v 8 A4 | > —> \_/ 1
| 0 0 128 0
| GF_MUL GF_MUL GF_MUL h o 128 . - 11
! - 1+x2:§2 ! 1+x2:§2 et LSB “"ziﬁz ! I S — ;'_’ 128 ;l —> 1
I | | 8 8/|»§ h 5 © © 128] I
I ) L¢ I I 1 c_ |in
:' . RAM [N
L I 1
| : CODEWORD_LFSR |: XOR |
g | Iy I 128 I
h o e e [ == e e e e e e e e e I ]
h ! Control Logic dOHeI—IrV: start Control Logic : 1
o :'_"_“_':'_“_"_':'_“_“_':'_"_“_':'_“_“_':'_“_“_I R | Ielefontoptontosiosbnbotentpptenioriegb el 'i'_':'_' it SN N |
v
start done cdw_out
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Encrypt (2)

. . . R . . Operations:
Encrypt with multiple polynomial multiplication units u=rl+ r2.h

v=m_in.G + s.r2 + e

adder Z _>

theta_in h m_in s
o [}: """"""
1 1
: rl r2 :
© | BRAM | | DPBRAM | | encode :
N ! fixed_ !
[ <> veight_
= \ | vector v :
| > «—— v_out
1 1
u_out < : poly_ po]_y_ !
u_addr E mult mult —E—V v_addr
o I ;
! 7y v v v T 1
! location_ location_ :
| based_ based_ !
: adder 1
| :
| :

4th PQC Standardization Conference



Decode
Reed Muller followed by Reed Solomon

I
|
|
I |
S- 128 8 k1
din_i S EEEPIN RM Decode > RS Decode S rrm
|
|
|
SR [ - R L.
______________ e e e e e e e T
Expand 0 2/3 10/11 b+ Compute P+
. . 128 » ; Z Pol
din i Hadamard Find y
- SALT;: ) 2/3 | Transform 110/11 R Peaks C%Tr?rte
" " 8 Compute  |PB Locator Compute Fix ~
4 : 4 i 4 : Syndromes . Error Values Messages "
I | : | i | Polynomial N1
: 1 : 1 : 1 ELP c
. ompute
Stal‘t_l_ I——I-——t————————J-——i—————————'———t—-i Roots
: Control Logic I
e o o o
K
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