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Motivation

• Researchers across the world in academia and industry are working towards building 

large scale Quantum Computers with sufficient Qubits which will be able to solve 

practical problems.

• Two algorithms are of special interest for cryptography community:

o Shor’s Algorithm: Integer factorization in polynomial time.

o Grover’s Search Algorithm: Quadratic speed up in unstructured search.

• For example, to break a 2048-bit RSA, a quantum computer with 4099 ideal qubits can 

do it in 10 seconds.

• Most recently, IBM announced 434-qubits quantum computer “Osprey”.

• There is a need for Quantum-safe Cryptography!
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Key Encapsulation Mechanism
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Key Encapsulation Mechanism
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Design & Experimental Setup

• HQC KEM parameter sets recommended as per the specification: 

o hqc128

o hqc192

o hqc256

• Target device: Xilinx - Artix 7 – xc7a200t-3

• Tool: Xilinx Vivado 2020.2.2

• Verification: Using the Software Reference implementation by HQC team 

• Goal: Implement a constant-time design which is parameterizable across all parameter 

sets

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf 13
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Goal

Hardware Implementation of HQC KEM

1. Key Generation

o Fixed weight error vector generation

• SHAKE256 

o Polynomial Multiplication

o Modular Addition

3. Decapsulation

o Decrypt

• Decode

• Modular Subtraction 

• Polynomial Multiplication

o Encrypt

o Hash Computation

• SHAKE256

2. Encapsulation

o Encrypt

• Encode

• Polynomial Multiplication

• Modular Addition

• Fixed weight error vector generation

o SHAKE256 

o Hash Computation 

• SHAKE256 
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Existing Work

Hardware Implementation of HQC KEM

1. Key Generation

o Fixed weight error vector generation

• SHAKE256 [CCD+22]

o Polynomial Multiplication

o Modular Addition

3. Decapsulation

o Decrypt

• Decode

• Modular Subtraction 

• Polynomial Multiplication

o Encapsulation

2. Encapsulation

o Encrypt

• Encode

• Polynomial Multiplication

• Modular Addition

• Fixed weight error vector generation

o SHAKE256 [CCD+22]

o Hash Computation 

• SHAKE256 [CCD+22]

[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic
Mceliece. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.
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Polynomial Multiplication

Sparse Multiplication with Interleaved Reduction

• One of the inputs to polynomial multiplier 

is a sparse fixed weight vector.

• Indices of non-zero elements are used to 

shift non-sparse polynomial  to imitate the 

multiplication.

• The multiplication and the modular 

reduction is interleaved.

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Güneysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557–588, Nov. 2021.
[HWCW19] Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International
Conference on Field-Programmable Technology (ICFPT), pages 231–234, 2019.
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Polynomial Multiplication

Results

[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Güneysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions on
Cryptographic Hardware and Embedded Systems, 2022(1):557–588, Nov. 2021.
[HWCW19] Jingwei Hu, Wen Wang, Ray C.C. Cheung, and Huaxiong Wang. Optimized polynomial multiplier over commutative rings on fpgas: A case study on bike. In 2019 International
Conference on Field-Programmable Technology (ICFPT), pages 231–234, 2019.
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Fixed Weight Vector Generation

• Generates a uniform random n-bit fixed-

weight vector.

• 24 x weight random bits are generated 

using SHAKE256

• Threshold check and duplicate and check is 

performed as part of rejection sampling 

• OneGen module helps with the duplicate 

detection
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Fixed Weight Vector Generation 

• [GHJ+22] demonstrated a timing attack on the 

software reference implementation from HQC 

authors [AAB+20] due to the non-constant time 

behavior.

• Implemented a parameterizable constant-time 

fixed-weight vector generation module. 

• Number of rejections acceptable is the 

parameter. 

• At the cost of additional area and time 

constant-time behavior is achieved.

Existing Attack vs Our Countermeasures
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Key Generation

Algorithm and Hardware Design

• poly_mult is a sparse polynomial multiplication 

unit because one input is a sparse polynomial.

• location_based_adder is a sparse adder which 

flips bits only in specified index since all 

operations happen in F2. 

Inputs: pk_seed, sk_seed

Outputs: public key(h, s), private key (x, y)

➢ (x,y) = FixedWeight(sk_seed) 

➢ h = VectorRandom(pk_seed)

➢ s = x + h.y
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Key Generation

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[MDD+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Goal

Hardware Implementation of HQC KEM

1. Key Generation

o Fixed weight error vector generation

• SHAKE256 

o Polynomial Multiplication

o Modular Addition

3. Decapsulation

o Decrypt

• Decode

• Modular Subtraction 

• Polynomial Multiplication

o Encapsulation 

2. Encapsulation

o Encrypt

• Encode

• Polynomial Multiplication

• Modular Addition

• Fixed weight error vector generation

o SHAKE256 

o Hash Computation 

• SHAKE256 
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Encrypt

Algorithm and Hardware Design 

• Encode consists of Reed Solomon and Reed 

Muller Encoding

• Fixed weight vector generation and Encode 

performed in parallel.

• More parallel operations possible with multiple 

polynomial multiplication units. 

Inputs: theta, Public Key (h_in, s_in), message (m_in)

Outputs: Ciphertext (u_out, v_out) 

➢ u_out = r1+h.r2

➢ v_out = m_inG + S.r2 + e

Where m_inG = Encoded message

r1, r2, e are fixed weight vectors
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Encapsulation

Algorithm and Hardware Design

• SHAKE256 is shared between Encrypt and 

Hash processing unit.

• Critical path lies inside the SHAKE256

module.

Inputs: Public Key (h_in, s_in), message (m_in)

Outputs: Ciphertext (u_out, v_out), Shared Secret 

(K_out), Hashed message(d_out)

➢ (u_out, v_out) = Encrypt(m_in)

➢ d = Hash(m_in)

➢ SS = Hash(m_in, u_out, v_out)
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Encapsulation

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[MDD+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Goal

Hardware Implementation of HQC KEM

1. Key Generation

o Fixed weight error vector generation

• SHAKE256 

o Polynomial Multiplication

o Modular Addition

3. Decapsulation

o Decrypt

• Decode

• Modular Subtraction 

• Polynomial Multiplication

o Encapsulation 

2. Encapsulation

o Encrypt

• Encode

• Polynomial Multiplication

• Modular Addition

• Fixed weight error vector generation

o SHAKE256 

o Hash Processing 

• SHAKE256 
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Decrypt

Algorithm and Hardware Design

• All operations in F2; therefore, subtraction 

performed by XOR based adder. 

Inputs: Secret Key (x_in, y_in), Ciphertext (u_in,v_in)

Outputs: Decoded Message (dout) 

➢ dout = Decode(v_in - u_in.y_in)
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Decapsulation

Hardware design for Support Generation and Hash Processing

• Decapsulation uses a tweaked version of 

Encapsulation module where uprime and 

vprime could be swapped with u_in and v_in. 

• Critical path lies inside the SHAKE256 module.

Inputs: Public Key(h_in, s_in), Secret Key (x, y), 

Ciphertext (u_in, v_in), Hashed message (d_in)

Outputs: Shared Secret (K_out) 

➢ mprime = Decode(v_in - u_in.y)

➢ dprime= Hash(mprime); Verify d_in == dprime?

➢ (uprime, vprime) = Encrypt(mprime); Verify 

(uprime, vprime) == (u_in, v_in)? 

➢ K_out = Hash(mprime, u_in, v_in)

33
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Decapsulation

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[MDD+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.
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Dual Clock Design

Hardware Design

• SHAKE256 became a frequency bottleneck in 

all designs.

• Wrapper adds support for two frequencies.

• SHAKE256clock – Lower Frequency, 

CoreClock – Higher Frequency.
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Comparison with other Code Based Schemes
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[CCD+22] Po-Jen Chen, Tung Chou, Sanjay Deshpande, Norman Lahr, Ruben Niederhagen, Jakub Szefer, and Wen Wang. Complete and improved FPGA implementation of Classic
Mceliece. IACR Transactions on Cryptographic Hardware and Embedded Systems, 2022(3), 2022.
[RBCGG21] Jan Richter-Brockmann, Ming-Shing Chen, Santosh Ghosh, and Tim Güneysu. Racing bike: Improved polynomial multiplication and inversion in hardware. IACR Transactions
on Cryptographic Hardware and Embedded Systems, 2022(1):557–588, Nov. 2021.
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Comparison with other Code Based Schemes
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Comparison with other Code Based Schemes
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Summary

• First (hand-tailored) hardware implementations of HQC Key Encapsulation Mechanism 

parameterizable at compile-time across all parameter sets.

• HQC can be a competitive candidate when optimized hardware is developed. 
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Summary

• First (hand-tailored) hardware implementations of HQC Key Encapsulation Mechanism.

• HQC can be a competitive candidate when optimized hardware is developed. 

Thank you!
Questions?

Scan for our eprint
paper
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Back up slides
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Key Generation

Results

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[DNN+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.

[MDD+22]
[MDD+22]
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Encapsulation

Results

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[DNN+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.

[MDD+22]

[MDD+22]
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Decapsulation

Results

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[DNN+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.

[MDD+22]

[MDD+22]
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Dual Clock Design 

Results
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Comparison with Related Work 

Comparison of our HQC design with other HQC designs

[AAB+20] Carlos Aguilar Melchor, Nicolas Aragon, Slim Bettaieb, Loïc Bidoux, Olivier Blazy, Jean-Christophe Deneuville, Philippe Gaborit, Edoardo Persichetti, Gilles Zémor, and Jurjen Bos. HQC. Technical 
report, National Institute of Standards and Technology, 2020. available at https://pqc-hqc.org/doc/hqc-specification_2021-06-06.pdf
[MDD+22] Carlos Aguilar-Melchor, Jean-Christophe Deneuville, Arnaud Dion, James Howe, Romain Malmain, Vincent Migliore, Mamuri Nawan, and Kashif Nawaz. Towards automating cryptographic 
hardware implementations: a case study of hqc. Cryptology ePrint Archive, Paper 2022/1425, 2022. https://eprint.iacr.org/2022/1425.

[MDD+22]
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SHAKE256 - Changes

Hash Processor

• Modified the SHAKE256 design from 

[CCD+] to store the state and support 

additional random number generation.

• Added additional acknowledge signals for 

Dual-Clock Design.

• Interface represented by ⇔

SHAKE256

din
32

dout

32

dout_valid

din_valid

force_done force_done_ack

dout_ready din_ready
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Encode

Reed Solomon + Reed Muller

Control Logic
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Encrypt (2)

Encrypt with multiple polynomial multiplication units

fixed_
weight_ 
vector

Control Logic

theta_in

poly_
mult

encode

location_
based_
adder

m_in

u_addr

u_out

h s

r1
BRAM

r2
DPBRAM 

xor_
based_
adder

Operations:
u = r1 + r2.h
v= m_in.G + s.r2 + e

poly_
mult

location_
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adder

v_addr
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S
H
A
K
E
2
5
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Decode

Reed Muller followed by Reed Solomon

mRM Decode
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