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Introduction

We have a winner!
• Kyber and Dilithium were among the first 4 selected algorithms and 

are recommended for most applications
Now the work begins…
• These new algorithms will need to be integrated into many different 

applications and platforms with unique needs for cost, power, 
security, and performance

• That is why PQSecure has developed flexible hardware accelerators, 
supporting both algorithms at three performance levels as well as a 
protected Kyber implementation
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Lattice-based Cryptography 

• Fast
• Based on math on learning with errors 
• Large key size
• Large bandwidth
• Multiple parameters
• Both signature and KEM  

Structured
(Ring-
LWE)

Unstructured 
(LWE)

Fast performance 
Small key/ciphertext
Attackable?
Bad Scalability

Slow performance
Big key/ciphertext
No attack structure
Easily Scalable

Module-LWE

Enough structure for scalability
Not enough structure for attacks

Good performance
Acceptable size
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Core Components of CRYSTALS

Performance Bottlenecks
• Some operations are easy and quick – others are 

not.
• Polynomial multiplication requires efficient 

implementation of the Number Theoretic 
Transform (NTT)

• Polynomial sampling requires lots of 
pseudorandom data from Keccak

Side Channel Challenges
• Several non-linear operations requiring care design: 

message decoding, compression, sampling ...
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Scalable Hardware

Polynomial Sampling:

• Datapath is optionally 1 or 2 coefficients wide

• Optional PISO is instantiated for mid and 

high-performance design to allow sampling to 

occur in parallel with next permutation of 

Keccak

CRYSTALS Support:

• Blue modules are Dilithium-only, green are 

Kyber-only. All others are completely or 

partially shared
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Scalable Hardware

Polynomial Multiplication:

• Scales easily with power-of-2 number of 

butterflies

• Ping-pong between BRAM for full utilization of BF
• 2x2 requires some coefficient reordering - A more 

complex reordering can prevent need for flushing 

pipeline between layers [Duc] but requires 

additional hardware and wider RAM access. Not 

used as we target a compact design
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Parallel Scheduling

• Use on-the-fly sampling to reduce memory requirements and to hide polynomial 
sampling time behind polynomial arithmetic operations

• Performance of most steps determined by polynomial operation – operations 
done in parallel (i.e., sampling) are optimized to use as few resources as possible 
while completing faster than an NTT operation.
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Side-Channel Protection

Masking:

• Sensitive values split into two shares

• Linear operations (I.e. polynomial 

arithmetic) run separately on shares

• Non-linear operations (I.e. message 

decoding) require specialized hardware 

– implemented in auxiliary unit

NTT Shuffling

• LFSR used to generate random 

permutation for order of butterfly 

operations of each layer of NTT
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Comparison - Context

Author Algorithm Design Goal All Security 

Levels 

All Operations Notes

PQSecure 

(TW)

Kyber + 

Dilithium

LW,MR,HS Yes Yes Separate or 

combined 

instances. 

Dang et al Kyber HS Separate 

modules 

Yes Level 5 area 

used

Xing et al Kyber LW Yes Server/client 

modules

Server area 

used

Zhao et al Dilithium HS Yes Yes

Akaita et al Kyber + 

Dilithium

MR Yes Yes Combined 

only
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Comparison - Context

Comparison platform: Artix-7

Area Metrics: LUTs, FFs, DSP, BRAM

Performance Metric: Latency in clock cycles 
(comparison is on FPGA, but target application is embedded ASIC where 

clock frequency is already set)
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Kyber Results

Smaller area = fewer resources, lower latency
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Dilithium Results
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Dilithium Results
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Combined Results
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Comparison with Software

• LW is 20x-60x faster than Cortex-M4

• MR is 40x-150x faster than Cortex-M4

• HS is 70x-300x faster than Cortex-M4
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No one-size-fits-all

Cost

• Security 
Strength

• Attack 
Protection

• Area
• Energy
• RAM/ROM

• Latency
• Power
• Throughput

Characteristics

Performance Efficiency

Security

P
o
w

e
r

Time

High power, Low energy

Low power, High energy
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FIPS 140-3 Compliance (Protected Results)

TVLA with countermeasures disabled

TVLA with countermeasures enabled

Protected Against Multiple Attacks:

• First order masking and NTT 

shuffling to counter first-order DPA 
attacks and passive key recovery 
attacks exploiting NTT leakage

Overhead:

• x2.5 more silicon area 

Non-Invasive Attack Countermeasures added. 
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Conclusion

• We show how CRYSTALS can be efficiently implemented in 

both combined and separate hardware modules.

• The performance can be efficiently scaled by optimizing 

specific hardware modules.

• We also show the most efficiently SCA protected hardware 

implementation of Kyber thus far.
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