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Alm
Evaluate Ascon-128a (non-primary) variant in nonce-misuse setting via

conditional cube attacks

Table 1: Summary of cube attacks on ASCON-128a

1
Attack type Method (}fgugdi 2) Data | Time | Memory | Nonce misuse Ref.
Conditional cube 6%, % 240 20 - No [LDW17]
Cube T | 2772 | glose2 | _ No [LDW17]
Key recovery Cube Tk % s g - No [RHSS21]
Cube 7,5,% 233 297 - Yes [LZWW17]
Conditional cube *,7 % PLLT gl18 952 Yes this study
F Cube * %, 5 217 217 - Yes [LZWW17]
Oresty Cube *,%,6 233 259 - Yes [LZWW17]
State-recovery | Conditional cube *,7 % gl | plas - Yes this study




Conditional Cube Variables, Ordinary
Cube Variables With True Conditions

* There are p+q cube variables, vy,...,V;,uy,...,u

q°

Vq,ee)Vo, Uy, ..., U

!

Round 1

Y q

No multiplication

No multiplication No multlpllcatlon

no restrictions

No multiplication NO multlpllcatlon

Round 2

QQ



Conditional Cube Variables, -
_ With True Conditions

* There are p+q cube variables, vl,...,vp,-.

Round 1
No multiplication No multiplication No multiplication
Vl,...,Vp <
Round 2

l. I no restrictions
No multiplication NO multiplication
V1’...’Vp 4



Conditional Cube Variables, Ordinary
Cube Variables With False Conditions

* There are p+q cube variables, v;,...,v,,Uy,...,U,.

Round 2
I

multiplication




Theorem 2 - EUROCRYPT 2017*

* Assume that there are p conditional cube variables v,...,v,and g
ordinary cube variables ug,...,u,, where
(1) p,g=1 and gq=2"*1-2p+1
or (2) g=0 and p=2" +1

* If the conditions are true, then the term v,v,...v u,u,...u, will not
appear in the output polynomials of (n+2)-round function, where the
degree of each round is 2.

We will consider the case that p=1 and g=63 and n=5.

*Senyang Huang, Xiaoyun Wang, Guangwu Xu, Meiqin Wang, and Jingyuan Zhao, “Conditional cube attack on reduced-
round keccak sponge function,” EUROCRYPT 2017
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64-pit [y 128-bitkey 128-bit nonce
A

ASCON-128a with 7-Round Encryption

[ |
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Our target is to recover 192-bit secret state

(So[21,50[31,S0[4]) ASCON-128a with Z=Round Encryption

64-bit [V 128-bit key 128-bit nonce By checking C,
A
[ ) A
0x80800c0800000000| |K| |N the cubesum
Always padding Always padding
Ay A, Al [10* P, C P, G P,| | 10%
320 \ | J 1 | 1 | first | P,|-bit
128 ¥ 128 128 128 v xsm 128y
o %—» %@—» D D w, >
12 I I 12
rounds|  [Redmes So[2Jfeunds . Rounds
(p1?) ®7) 7) s3] @ (p1?)
192 192 192 192 Sol4] 192 192 128
? > > > > %?—» %?—»T
054] |K 0191] |1 K| |084 K

In case that |A|# 0



Selection of cube variables.

* Pattern-A: 64 cube variables (1 conditional, 63 ordinary) to recover
38 bits out of 192-bit secret state.

e Pattern-B: 64 cube variables (1 conditional, 63 ordinary) to recover
19 bits out of 192-bit secret state.



Pattern-A



Pattern-A

Propagation of Cube Variables through Constant
Addition (Round 0)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo|V1|V2|V3|Va|Vs5|V6|V7| V8|V V1gV11[V12V13V1aVigVigVi7V18V19V2aaV 21V 22V 23VaaVasVagVaV2gVagVagVailVaalVaaVaaVagVagVaVagVagVagVailVagVaaVaaV agVagVazV agVagVsgVsiVsoVs Vs aVsoVsgVs AVsgVsgVegVe1VealVe3
SO[]-] Vo[V1|V2|V3|Va[ [Ve Vg| NM11V12 VigVid [V21V22V23  N2gVad V28 V31 Vas| Va4 Va7Vag V51 |V53VsaVss IV

ko=So[2]

k1=So[3]

ky=So[4]

Pc: Sol2]=5012] @ ¢

co= 0x00000000000000b4

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 52 53 54 55 56 57458 59 60 61 62 63

SO[O] Vo[V1|V2|V3|Va[V5[Ve|V7|Ve[VoN1gV1V1aV13V14VagV1gV17VigVigVaqV21VaoVagVaqV2asVagV oV 2gV29V3gV31V3aV3alVa4VagVagVaaVagVagVagVaVaaVas

Sol[1]|Vo|Va[Va|Va|Va| [ve Vo| M1ivia VigVid  NoiVooVad  MosVod  Vos Va1 e
ko=So[2]
k1=So[3]
ko=So[4]




Pattern-A

Propagation of Cube Variables through S-box
(Round 0)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo|V1|V2|V3|Va|Vs5|V6|V7| V8|V V1gV11[V12V13V1aVigVigVi7V18V19V2aaV 21V 22V 23VaaVasVagVaV2gVagVagVailVaalVaaVaaVagVagVaVagVagVagVailVagVaaVaaV agVagVazV agVagVsgVsiVsoVs Vs aVsoVsgVs AVsgVsgVegVe1VealVe3
SO[]-] Vo[V1|V2|V3|Va[ [Ve Vg| NM11V12 VigVid [V21V22V23  N2gVad V28 V31 Vas| Va4 Va7Vag V51| |V53VsaVss)  Vs7 V60
ko=So[2] [
k1=So[3]
ky=So[4]

If all 38 conditions are true,




Pattern-A

38 conditions of Pattern-A

Column Condition Column Condition Column Condition
0 | ko[0] = kq[O] = k,[0] = O 19 | ko[19] =k([19] =k,[19]=0 | 47 | k,[47] = k,[47]
1 | ko[1] = ky[1] = ky[1] 21 | k,[21]=0 48 | k,[48] = k,[48]
2 | k2] = ko[2] 22 | kol22] = ky[22] 51 | k,[51]=0
3 kol3] = ky[3] 23 | k,[23]=0 53 | ko[53] = ky[53] = k,[53]
4 kol4] = k[4] 25 kol25] = kq[25] 54 k1[54] = k,[54]
6 ko[6] = kq[6] = k,[6] 26 | ko[26] = k{[26] 55 | ky[55] = k,[55]
9 | ko[9] = ky[9] = k,[9] 28 | ko[28] = k(28] =k,[28]=0 | 57 |k,[57]=0
11 | ky[11] = ky[11] 31 | ko[31] = ky[31] 60 | kq[60] = k,[60]
12 | k,[12]=0 42 |k [42]=0
18 | ky[18] = k,[18] 44 | ko[44] = k,[44]




Pattern-A

Propagation of Cube Variables through S-box
(Round 0)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo|V1|V2|V3|Va|Vs5|V6|V7| V8|V V1gV11[V12V13V1aVigVigVi7V18V19V2aaV 21V 22V 23VaaVasVagVaV2gVagVagVailVaalVaaVaaVagVagVaVagVagVagVailVagVaaVaaV agVagVazV agVagVsgVsiVsoVs Vs aVsoVsgVs AVsgVsgVegVe1VealVe3
SO[]-] Vo[V1|V2|V3|Va[ [Ve Vg| NM11V12 VigVid [V21V22V23  N2gVad V28 V31 Vas| Va4 Va7Vag V51| |V53VsaVss)  Vs7 V60
ko=So[2] [
k1=So[3]
ky=So[4]

yo == X4x1+ X3+ xe1+ x2+ xl x0+ xl + xO

Vi = Xa+ X3Xp+ X3X 1+ X3+ XX +Xo+ X1+ X
e = XgX3+ XgtXotx1+ 1
In total, 38 conditions. Y2 = XaX3¥ Xg¥XpXq
y3 = X4_ x0+ X4+ X3 x0+ X3+x2+x1+ XO

Va4 = x4x1+ x4+ X3+ X1XO+ X1

v
012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 52 53 54 5556575859 606162 63

So.5[0] |vo

Sos[1]
So.5[2] [vo

Sos(3]
Sos[4]




Pattern-A

Propagation of Cube Variables through Diffusion
Layer (Round 0)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So.s[0] |v
Sos[1]
So.s[2] |v
So.s[3]
Sos[4]
Zo(xg) = x0DB(xg >>19) D (x¢ >>28)
Yo(x1) = x1D(xq >>61) D (x1 >>39)
Zo(x3) = x,B (x5 >>1) D (x, >>6)
Yo(x3) = x3B(x3 >>10)D (x3 >17)
Yo(x4) = x4DB(x4 D7) D (x4 >>41)
01234567 8 910111213141516171819 202122232425 262728 29303132 33 34 35 36 3738 3940 41 42 4344 45 46 47 48 4950 51 52 53 54 55 56 57 58 59 60 61 62 63
S110] v Vo Vo
S401]
51[2] Vo|Vo Vo
SHE)
5,[4]




Pattern-A

Propagation of Cube Variables through Constant
Addition and S-box (Round 1)

67 8 91011121314151617 18 JON20 2122232425 2627

2930313233343536 373839404142 434445 464748495051 525354555657 5859 60616263

Oh

B

Not multiplied

Yo = X4x1+ X3+ X2x1+ X2+ X1 x0+ X1 + Xo

V1 = Xgt X3Xo+ X3X1+ X3+ XX+ Xp+X1+ X

Vo = XgX3+ Xg+Xo+xq+ 1

V3 = X4 Xgt Xgt X3 Xgt X3+Xo+ X1+ X
y4_ == x4x1+ x4_+ x3+ X1x0+ xl




Pattern-B



If b1=0, then -<— V1o,

If c1=0, then - “— Vy,

Pattern-B

Propagation of Cube Variables through Constant Addition
(Round 0) —for any (al,...,g1)

If a1=0, then Sgl0][5] «— v
012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253545556575859 60616263

If f1=0, then -<— Ve,

If d1=0, then -<— V3,
1t g1=0, then NN— v,

If e1=0, then Sy[1][49] «— v,q

Sol0]
Sol1]
Sol2]
Sol3]
Sol4]

(')

V3

Vg

Ve

V7

V13

V15

V1ig

V19V20V21V22V23V24V2a5Vag V28V29V30V31lV33

<

(')

Vg

Vs

V7

VigV11

Vi7V1g V2gV27 V32

Sol0]
Sol1]
Sol2]
Sol3]
Sol4]

\4

Pc: Sol2]=5,[2] @ ¢

co= 0x00000000000000b4

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 525354555657584360616263

Vi

\'5)

V3

\Z!

Ve

\'

V13

V15

V19V20V21[V22V23V24V2a5Vag stV29V30V31lV33 V35V3gV37V3g V41VaoVagVagVagVagdVazVag

Vo |V1

\'5)

\Z!

Vs

\'

V10

V12

Vi7V1g V2gV27 V3 V34 V3gVag \ZE:

AR ] ?

2l ]

AR RN R A A kA R s




Pattern-B

Propagation of Cube Variables through S-box (Round 0) — for
any (al,...,gl)

If b1=0, then SHGION— V.o If d1=0, then SHIOHERN— V.. If f1=0, then S NIBEE— Vs

If a1=0, then Sg[0][5] «— vs If c1=0, then SSIOIRA — v, If e1=0, then Sp[1][49] «— vy, If g1=0, then [ EN— v..

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] V1|V2|V3|Va] |Vs|V7|Vs V9l V13V14V15V1g V19VzoVz1szV23Vz4V25V2I28V29V30V31l/33 V35V3dV37V3g Va1VasVa3VagVasVagVaaVagVagVsgVsiVsoVsaVsaVsgVsgVsVsd  VeadVel  [Ve3
62

So[l] Vi[Va| |Va|Vs| (V7 V1gV11lV1)) V17V1s V2gV27 V3 V34 V39Vag Vag V54Vs V59

Sol2] EREENE
Sol3]
Sol4]

<
o

If all 19 conditions are true,




Pattern-B

19 conditions of Patter

Column Condition Column Condition

1 | ko[1] = kq[1] = ky[1] =1 49 | k,[49] = k,[49] + el

2 kol2] = kq[2] = k,[2] 54 k1[54] = k,[54]

4 kol4] = kq[4] 55 k1[55] = k,[55]

5 | ko[5] = k5] +al 56 | ky[56] = k,[56] + 1

7 | ko[7] = ky[7] = ky[7] 63 | ky[61] =k,[61] +g1

10 | ko[10] = k4[10] + b1

26 | ko[26] = ky[26]

27 | ko[27] = ky[27] + c1

32 | ko[32] = ky[32] +d1

48 | k,[48] = k,[48]

N-B



Pattern-B

Propagation of Cube Variables through S-box (Round 0) — for
any (al,...,gl)

If b1=0, then SHGION— V.o If d1=0, then SHIOHERN— V.. If f1=0, then S NIBEE— Vs

If a1=0, then Sg[0][5] «— vs If c1=0, then SSIOIRA — v, If e1=0, then Sp[1][49] «— vy, If g1=0, then [ EN— v..

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So[o] V1[V2[V3|Va] [Ve|V7|Vs V9l V13V14V15Vig V19V2aV21[V22V23V24V 25V a4 stV29V30V31I/33 V35V3gV37V3g Va1VaoVazVasVagVagVazaVagVagVsgVsiVsoVsaVsaVsgVsgVsaVsd  VegVeil  [Ve3
So[l] Vo V_1 Vo [Va|Vs| |V7 V1gV11lV1)) V17V1s V2gV27 V3 V34 V39Vag Vag V54Vs V59 62
Sol2] IRRERE
Sol3]

Sol4] Vo = Xa4X1+ X3+ XpXq+ Xo+ X1 X+ Xq + X

Vi = Xgt X3Xot+ X3X1+ X3+ XX+ X+ X1+ X

Vo = XpX3+ Xg+Xo+xq+ 1

If all 19 conditions are true, V3 = X4 Xo+ Xat X3 Xo+ X3+Xp+21+ X,

:)/4_ == x4x1+ x4_+ X3+ xle'l' xl

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253545556575859 60616263

So:(0]
Sosl1]] |+
Sosl2] | v
Sos(3]
Sos[4]




Pattern-B

Propagation of Cube Variables through Diffusion Layer (Round
0)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So(0]
Sos[1]
SO.S[Z] i
So.s(3]
Sos[4]

Zo(xg) = x0DB(xg >>19) D (x¢ >>28)
Xo(x1) = x1D(xq >>61) O (x4 >>39)
Zo(x3) = x,B(xy >>1) D (x, >>6)

Yo(x3) = x3B(x3 >>10)D (x3 >17)
Yo(x4) = x4B(x4 D7) D (x4 >>41)

v
012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

54(0]
S4(1]
S1[2] | |wilws vy
S1(3]
S,(4]




Pattern-B

Propagation of Cube Variables through Constant Addition and
S-box (Round 1)

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

54[0] yq

S4(1]

Sy[2] | Jw 2

S4(3]

si(4] L[
Vo = XgX1+ X3+ XX 1+ X+ X1 Xo+ X1 + X
Vi = Xg+ X3Xo+ X3X1+ X3+ XaX1+Xa+X1+ X
Vo = X X3+ Xg+Xy+x1+ 1
V3 = X4 Xo+ Xg+ X3 Xg+ X3+Xo+X1+ X,
Va4 = XgX1+ X4+ X3+ X1 Xo+ Xq

vy v

Not multiplied




Pattern-A + Pattern-B
+ Shifts of Pattern-B



Pattern A
(38 conditions)

Pattern B
(19 conditions)

Pattern B >>2
(19 conditions)

Pattern B 12
(19 conditions)

Pattern B >>>
(19 conditions)

Column 0 : k,[0]=k,[0]=k,[0]=0Column O : Column O: Column O : Column O :
Column 1: ky[1]=k,[1]=k,[1]== lumn 1: ky[1]=k,[1]=k,[1] JColumn 1: Column 1: Column 1:

l k:[1]=1|
Column 2:  ko[2]=k,[2] = =Holumn 2:  k[2] Wumn 2 : ky[2]=k,[2] = =BeColumn 2 : k,[2]=k,[2] Column 2 :
Column 3: k,[3]=k,[3] Column 3 Column 3 : Column 3 {lg[31=k;[3] = =[PEolumn 3 : ko[3]=k,[3]=k;,[3]

G

Column 4: k,[4]=k,[4] == olumn 4: k,[4]=k,[4] Column 4: Column 4;@' = dgSolumn 4: k,[4]=k,[4]=k,[4]
Column 5: Column 5: ky[5]=k,[5]+al Column 5: Column 5: Column 5
Column 6: k,[6]=k,[6]=k,[6] Column 6: Column 6: k,[6]=k,[6]=k,[6] Column 6: = s Peolumn 6: k,[6]=k,[6]
Column 7: Column 7:| ko[71=k,[7]1=k,[7%|§ @lumn 7: k,[7]=k,[7]=k,[7] Column 7: = dgSolumn 7: k,[7]=k,[7]
Column 8: Column 8: Column 8: Column 8: Column 8:
Column 9: k,[9]=k,[9]=k,[9] [Column o: = dWolumn 9: k,[9]=k,[9] = dPeolumn 9: k,[9]=k, [9] . lumn 9:  ko[9]=k,[9]=k,[9]

Column 10: Column 10:k,[10]=k,[10] +b14<C®umn 10: k,[10]=k,[10] +b1 | Column 10: Column 10:

Column 11:
Column 12:
Column 13:

Column 14:

Column 15:

ky[11]=k,[11]
k,[12]=0

Column 11:
Column 12:
Column 13:

Column 14:

Column 15:

Column 11:

Column 12[k,[12]=k,[12]=k,[12]

Column 13:

Column 14:

Column 15: k,[15]=k,[15] +a2

Column 11:
Column 12:

Column 13:

ko[131=K,[13]=k,[13]=1

Column 14:

kol14]=k,[14]=k,[14]

Column 15:

Column 11:
Jeolumn 12:
Column 13:

Column 14:

Column 15:

ko[12]=k,[12]



Pattern A
(38 conditions)

Column 16:
Column 17:

Column 18: k,[18]=k,[18]

Column 20: Column 20
Column 21: k,[21]=0 Column 21
Column 22: k,[22]=k,[22] Column 22
Column 23: k,[23]=0 Column 23
Column 24 : Column 24
Column 25: k,[25]=k,[25] Column 25
Column 26: k,[26]=k,[26] = umn 26
Column 27: Column 27

Column 29:
Column 30:
Column 31: k,[31]=k,[31]

Pattern B
(19 conditions)

ko[261=k, [26]
ko[271=k,[27] +c1

Pattern B >
(19 conditions)

Column 16:
Column 17:
Column 18:
Column 19:
Column 20:
Column 21:
Column 22:
Column 23:
Column 24 :
Column 25:
Column 26:
Column 27:
Column 28:
Column 29:
Column 30:
Wlumn 31: ky[31]=k,[31]

Pattern B *>>12
(19 conditions)

Column 16: k,[16]=k,[16] +a3
Column 17: k,[17]=k,[17] +b3

Column 18:

lumn 19: k,[19]=k,[19]=k,[19]

Column 20:

Column 21:

Pelumn 22: k,[22]=k,[22]

Column 23:

Column 24 :

Column 25:
Column 26:
Column 27:
Column 28:
Column 29:
Column 30:

Column 31:

Pattern B 2
(19 conditions)

Column 16:

Column 17:

Column 18:

Column 19:

Column 20:

Column 21:

Column 22:

Column 23:

Column 24 :

Column 25:

Column 26:

Column 27:

Polumn 28

Column 29

: ko[28]=k,[28]
: ko[29]=k,[29] +a4

Column 30:

Column 31:



Pattern A

(38 conditions)

Column 32:
Column 33:
Column 34:
Column 35:
Column 36:
Column 37
Column 38:
Column 39:

Column 40 :

Column 41:
Column 42:
Column 43:
Column 44:
Column 45:
Column 46:
Column 47:

k,[42]=0

ko[44]=k,[44]

k,:[47]=k,[47]

Pattern B
(19 conditions)

Column 32: k,[32]=k,[32] +d1 =
Column 33:
Column 34:
Column 35:

Column 36:

Column 37

Column 38:
Column 39:
Column 40 :
Column 41:
Column 42:
Column 43:
Column 44:
Column 45:
Column 46:

Column 47:

Pattern B >
(19 conditions)

$olumn 32

: ko[32]=k, [32] +d1

Column 33:

Column 34:

Column 35:
Column 36:

Column 37

: ko[37]=k,[37] +b2

Column 38:

Column 39:

Column 40 :

Column 41:

Column 42:

Column 43:

Column 44:

Column 45:

Column 46:

Column 47:

Pattern B >>12
(19 conditions)

Column 32:
Column 33:
Column 34:
Column 35:
Column 36:

Column 37:

Column 38: k,[38]=k,[38] +c3
Column 39: k,[39]=k,[39] +d3
Column 40 :

Column 41:
Column 42:
Column 43:

Wolumn 44: k,[44]=k,[44]

Column 45:
Column 46:
Column 47:

Pattern B 2
(19 conditions)

Column 32:

Column 33:

Column 34

: ko[34]=k,[34] +b4

Column 35:

Column 36:

Column 37

Column 38:

Column 39:

Column 40 :

Column 41:

Column 42:

Column 43:

Column 44:

Column 45:

Column 46:

Column 47:



Pattern A

(38 conditions)

Column 48 :
Column 49:
Column 50:
Column 51:
Column 52:
Column 53:
Column 54:
Column 55:
Column 56:
Column 57:
Column 58:
Column 59:

k,[48]=k,[48]

k,[51]=0

ko[53]=k,[53]=k,[53]

ki[54]=k,[54]
ky[55]=k,[55]

k,[57]=0

Column 60: k,[60]=k,[60]

Column 61:
Column 62:
Column 63:

Pattern B

(19 conditions)

: k,[48]=k,[48]
: k,[49]=k,[49] +e1

k,[54]=k,[54] =
k,[55]=k,[55]
k,[56]=k,[56] +f1

: k,[61]=k,[61] +g1 =

Pattern B >
(19 conditions)

Column 48:

Column 49:

Column 50:

Column 51:

Column 52:

@lumn 53
@lumn 54

: k,[53]=k,[53]
: k,[54]=k,[54]

Column 55:

Column 56 :

Column 57:

Column 58:

Column 59
$lumn 60
@lumn 61

: k,[59]=k,[59] +c2
: k,[60]=k,[60] =
1 k,[61]=k,[61] +g1 =

Column 62:

Column 63:

Pattern B >>12
(19 conditions)

Column 48:

Column 49:

Column 50:

Column 51:

Column 52:

Column 53:

Column 54:

Column 55:

Column 56 :

Column 57:

Column 58:

Column 59:

®®lumn 60
$lumn 61

: k,[60]=k,[60]
: k,[61]=k,[61] +g1

Column 62:

Column 63:

Pattern B >>?2
(19 conditions)

Column 48:

Column 49:

Column 50

Column 51

: k,[50]=k,[50] +c4
: k,[51]=k,[51] +d4

Column 52:

Column 53:

Column 54:

Column 55:

JPPolumn 56
Column 57
Column 58

: k,[56]=k,[56] +f1
: k,[57]=k,[57] +ed
: k,[58]=k,[58] +f4

Column 59:

Column 60:

Column 61:

Column 62:

Column 63

: k,[63]=k,[63] +g4



# of queries: 2102

# of queries: 271

# of queries: 267

# of queries: 268

# of queries: 271

>
l

Repeatedly choose (N,A,M) such that Pattern-A is
correct by checking the online cube-sum

i Yes

If Pattern-B is correct by checking the online cube-sum with

No

any (al,bl,c1,d1,e1,f1,g1)

With Prob. 2‘4iYes (st1=(al,b1,c1,d1,el,f1,g1))

If Pattern-B > is correct by checking the online cube-sum

No

with any (a2,b2,c2)

With Prob. z-3iYes (st2=(a2,b2,c3,st1)

If Pattern-B 12 is correct by checking the online cube-sum
with any (a3,b3,c3,d3)

No

With Prob. 2-7 | Yes (st3=(a3,b3,c3,d3,st2))

A 4

If Pattern-B 2 is correct by checking the online cube-sum
with any (a4,b4,c4,d4,e4,f4,g4)

No

With Prob. 21| Yes

4

@rn: 74-bit secret InforméD

The total query-complexity is about
2117 to recover 74-bit secret
information.

The remaining 118-bit can be found
by the exhaustive search with time-
complexity 2118,



Key Recovery Attack



64-bit IV
A

128-bit key 128-bit nonce

After recovering the 192-bit secret state
(Sol21,S0[31,50[41),

N\

[

0x80800c0800000000 | |K| [N

320 |

128
M .
b

12 7
rounds Rounds
@) ®’)
192

Aq

A;

064| |

A4

128 [

192

N .

K

v

Always padding

Al |10*

192

A\ 4

7
Rounds

(»7)

v

P, C,
128 |
L,
U/
7
Rounds
(p7)
192

0191] |1

In case that |A|+ 0

P.||10*

Ce

Always padding

A

fi

rst | P,|-bit

128|

192

v

12

(p*?)

Rounds

128

K||064



64-bit IV
A

128-bit key 128-bit nonce

After recovering the 192-bit secret state
(Sol21,S0[31,50[41),

N\

[

0x80800c0800000000 | |K| [N

320 |

128
M .
b

12 7
rounds Rounds
(p1?) (p’)

192

Py

Aq

A;

064| |

4.6

128 [

192

N .

K

v

Always padding

Al |10*

192

A\ 4

7
Rounds

(»7)

v

Ce

Always padding

0191] |1

In case that |A|+ 0

P, G, P.||10*

| i | first | P,|-bit
128 128

A >

U/

7 12
Rounds Rounds
s (p12)

192 1
/ K| | 064
We know

A

128




Due to 10* padding, not 96 but 97.

g

Through 232 queries and 2°7 time,
store (Y, T.)’s with fixed X and Z,
where 1< i < 232,

128
X >
12
128 Rounds
Yi S @ > (p12)
f
K 128
64 T.

(ONLINE PHASE)



Due to 10* padding, not 96 but 97.

g

Through 232 queries and 2°7 time,

store (Y, T.)’s with fixed X and Z, Find i and j such that Y, @ T, =V, ® W, with
where 1< i < 232, about time 2°¢. Then, K will be Y; ® V..
X 128 . X 128
12 12

128 Rounds 128 |Rounds

Y, D (p12) V, —— (p12)
K 128 64 128
7 *?* T Z e W,
K

(ONLINE PHASE) (OFFLINE PHASE)



Conclusion

* In a nonce-misuse scenario, we showed how to recover a secret state and secret
key with data complexity 2!/ and time complexity 218 when only one round is
reduced during the encryption phase.

* The attack does not violate any of the designers' claims. Still of interest to see the
resistance of Ascon-128a against nonce-misuse attacks.

Table 1: Summary of cube attacks on ASCON-128a,

1
Attack type Method (fli(z)ugdi 2) Data | Time | Memory | Nonce misuse Ref.

Conditional cube 6,%,x 240 240 - No [LDW17]

Cube Tax | 2772 | 9103.92 ] No [LDW17]

Key recovery Cube T k% o4 2123 - No [RHSS21]
Cube 7,5,% Pas 21 - Yes [LZWW17]

Conditional cube *,7 % pLLT 9li8 gne Yes this study
. Cube 5k, 5 g 217 - Yes [LZWW17]
oreety Cube 6 933 | 933 - Yes [LZWW17]
State-recovery | Conditional cube *,T % QL7 2113 - Yes this study




Pattern-A
We can show that

= Case 1) one of the column-0 conditions are not true.

- There is a multiplication between vy and v; for some i (1 <i < 63)
after 2 rounds.

= Case 2) All of the column-0 conditions are true.

- If any of the column-i conditions (1 <i < 63) is not true,
then there is a multiplication between v, and v; after 2 rounds.

= These means that If any of the column-i conditions (0 <i < 63)
is not true, then there is a multiplication between v, and v; for some |

(1 <j<63)after 2 rounds.

= V, is the conditional cube variable and vj’s (1 < j < 63) are
ordinary cube variables.



Pattern-A

Case 1) one of the column-0 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo|V1|V2|V3|Va|Vs5|Ve|V7|Ve|VoV1gV1V1aVigVigVigVigViaVigVigVagVa1V2oVaaVa4VagVagV 27V 2gV29V3qV31V32V33V34VasV3gV3V3gV3gVaqVailVaoVazVaqVasVagVazVagVagVsgVsiVsoVs Vs gVssVsgVs Vs gsgVegVe VeV 63
SO[l] Vo[V1[V2[V3|Va] [Ve Vo| [M1gV12 VigVig MaiV2gVazl VagVod  |V2s V31 Vag Va4 Va7Vag Vs |Vs3VsqVsy V57 Ve
Ko=S0[2] [
K1=S¢[3] VYo = XaXq+ X3+ XyX1+ Xot X Xo+ Xq + X
k2=SO[4] Vi = X4t X3Xo+ X3Xq+ X3+ XoXq1+Xo+X1+ X
l Column-0 condition : (1) ko[0]=k4[0] is not true Y2 = XgXz+ Xg+Xp+X1+ 1
012 3 4567 8 91011121314151617 1819 202122232425 262728 293031323334 3536 373839404142 4344 V3 = X4 Xo+ Xyt X3 Xo+ X3+X+X1+ Xg
So.5[0] Y4 = XgXq+ Xyt X3+ X1 Xot+ Xq
So.s[1] v
Sos[2] Yo(xg) = x0DB(xg >>19) D (xo >>28) ] ]
So<[3] Yo(x1) = x1D(xq >>61) D (x1 >>39) |
Zo(x2) = x20B(x >>1) D (x, >>6)
So.s[4]

2o(x3) = x3D(x3 >>10)D (x3 >>17) \ (\J
57 58,59 60|61 62 63

4647 48 49 50 51 52 53 54 55 56
20(x4) = X4®(X4 >>>7) &) (X4 >>>41)

5,[0]
S1[1] [v Vo 0
$:[2]
SE)
S:1[4]




Pattern-A

Case 1) one of the column-0 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo|V1|V2|V3|Va|V5|Ve|V7| V8|V V1gV11V12V13V14V1dV1dV1AV18V19V20V21V 22V 23V 24V 25V 2eV2 V28V 29V3dV31IV32V33V34V35V3gV3AV3aV3dVadV a1V 42V 43V 44V 45V agV a7V agV a9dV50V5 1V 5 V5 3V54lV5 5V 6V Vs 8Vs9VeaVe1Ve2Ve3
So[l] Vo|V1|V2]|V3|Va Ve Vg V11V12 V1gV19 V21V22V23) V25lVog Vog V31 V42l V44 V47Vasg V5] V53V54Vs V57 Vea
Ko=So[2] RRREER
K1=S¢[3] VYo = XaXq+ X3+ XyX1+ Xot X Xo+ Xq + X
K=So[4] VY1 = Xgt X3Xp+ X3X1+ X3+ XpX1+Xo+X 1+ X
l Column-0 condition : (1) ko[0]=k4[0] is not true Y2 = XgXz+ Xg+Xp+X1+ 1
0123 4567 8 910111213141516171819 20212223 2425 2627 28 293031323334 3536 373839404142 43 44f V3 = X4 Xot X4t X3 Xo+ X3+X+X1+ X
So.5[0] Y4 = XgXqt Xyt X3+ X1Xpt+ Xq
Sosl1] |v
So <[2] Yo(xg) = x0DB(xg >>19) D (xo >>28) ) b
So<[3] Yo(x1) = x1D(xq >>61) D (x1 >>39) |
S.<[4] Yo(x3) = x,B (x5 >>1) D (x; >>6) \
Yo(x3) = x3B(x3 >10)D (x3 >>17) x 0\
s 0] 0123 456 5o(xs) = xa®(xq 357) B (x4 5>41) 4647 4849 50 51 52 53 54 55 56 57 58,59 60|61 62 63
S1[1] [v Vo 0
54(2]
S1[3] . .y
Will be multiplied at 2nd Round
S:1[4]




Pattern-A

Case 1) one of the column-0 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

SO[O] Vo[V1|V2|V3|V4|V5|Ve|V7|V8|Vo[V1gV11V12V13V14V1gVigV1iAV1gV19V20V21]V22V23V24V25VadVa7V2gVa9V3gdV3VaaV3aV3qVasV3gV3aVagVagVagVaiVaaVagVaaVagVagVaaVagVagdVsgVs Vs Vs 3VsaVsoVsgVs Vs gVsqVedVeVe2Ves

SO[l] Vo[V1|V2|V3|Va| |Ve Vg [M11V1) VigVig [V2aVagVa3 [VagVad  V2s V31 Vao| |Vag Va7Vag Vsl |Vs3VsqVsg Vs V60
ko=Sp[2
0=So[2] Vo = XgX1+ Xa+ XoX1+ XoF Xq Xo+ Xq + X
k,=Sq[3
1 0[ ] Vi = x4+ X3X2+ X3X1+ x3+ x2x1+x2+x1+ X
k2=50[4] |

Vo = Xg4X3+ Xg+Xo+xq+ 1
l Column-0 condition : (2) k;[0]=k,[0] is not true Y3 = X4 Xo+ Xg+ X3 Xo+ X3+Xo+X1+ X,

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 3738394041 42

Vi = X4 X1+ Xgt+ X3+ X1 X+ X1
So.5(0]
So.s[1]
So.5[2] Vg Vol g
Sos[3] v |
Sos(4] %o(xo) = Xo®(xg »19) B (xo >>28)
0123 456 8 9101112 13&15 16171819 202122232425 262728 29 Zo(xl) = xl@(xl >>>61) b (xl >>>39)
$,[0] To(x2) = %,@B(x; S>1) @ (x, >>>6)
$1[1] l To(x3) = x3B(x3 >>10)® (x5 >>17)
]
54(2] 5o(Xa) = Xa®(xs >>7) @ (x4 >>41)
S$1[3] |v Vo Vo
S:[4]




Sol0]
Sol1]
Ko=So[2]
K1=S¢[3]
K=So[4]

So5(0]
Sosl1]
Sos(2]
Sos(3]
Sos[4]

51(0]
S1(1]
54(2]
S4(3]
S:[4]

Pattern-A

Case 1) one of the column-0 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

Vo[V1|V2|V3|V4|V5|Ve|V7|V8|Vo[V1gV11V12V13V14V1gVigV1iAV1gV19V20V21]V22V23V24V25VadVa7V2gVa9V3gdV3VaaV3aV3qVasV3gV3aVagVagVagVaiVaaVagVaaVagVagVaaVagVagdVsgVs Vs Vs 3VsaVsoVsgVs Vs gVsqVedVeVe2Ves

Vo[V1|V2|V3|Va| |Ve Vg [M11V1) VigVig [V2aVagVa3 [VagVad  V2s V31 Vao| |Vag Va7Vag Vsl |Vs3VsqVsg Vs V60

yO - x4X1+ x3+ x2x1+ x2+ xl x0+ xl + xo

V1 = Xgt X3Xo+ X3X1+ X3+ XX+ X+ X1+ X

| Vo = Xg4X3+ Xg+Xo+xq+ 1
l Column-0 condition : (2) k;[0]=k,[0] is not true Y3 = X4 Xo+ Xg+ X3 Xo+ X3+Xo+X1+ X,
01234567 8 910111213141516171819 202122232425 2627 28 29 30 3132 33 3435 36 37 38 39 40 41 42

y4_ = X4x1+ X4+ x3+ x1x0+ xl

13&

15 16 17 18 19 202122 232425 262728 2930313233343536 3730 ¥, (x;) = x;D(x; >>61) B (x, >>39)

Zo(x2) = x22B(x; >>1) @ (x; >>6)

Al ZO(X3) = X3@(X3 >>>10)® (X3 >>>17)

Zo(X4) = X4@(X4 >>>7) @ (X4 >>>41)

Vo

Will be multiplied at 2nd Round




Pattern-B
We can show that

= Case 1) one of the column-1 conditions are not true.
- There is a multiplication between v, and vi for some i (0 <i <63, i#1)

after 2 rounds.

= Case 2) All of the column-1 conditions are true.

- If any of the column-i conditions (0 <i < 63, i#1) is not true,
then there is a multiplication between v; and v; after 2 rounds.

= These means that If any of the column-i conditions (0 <i
< 63) is not true, then there is a multiplication between v, and

v; for some j (0 <j < 63, ,j+1) after 2 rounds.

= v, is the conditional cube variable and y;'s (0 < j < 63,
,j#1) are ordinary cube variables.



Pattern-B

Case 1) one of the column-1 conditions are not true.

If b1=0, then -(_ Vio. If d1=0, then -(_ V3o, If f1=0; then -(_ Ve,

If a1=0, then Sg[0][5] «— vs. If c1=0, then SYIONZA — v, If €1=0, then Sg[1][49] «— vy, If g1=0, then [ EN<— v..

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So[o] V1|V2|V3|Va| |V6|V7[Vs Vsl V13V14V15Vig V19VzoVz1szV23Vz4V25V2I28V29V30V31lV33 V35V3gV37V3s V41V 42V a3V agNasVagVazaVagVagVsgVs Vs lVsaVsaVsgVsgVsaVsg  VeaVel  [Ve3s
So[l] Vo Vi|Va| |Va Vs [V7 V1gV11lV12) V17Vig V2gV27 V3 V34 V39Vag Vasg V54V5 V59 62)
So[2] T
Sol3]

Sol4]

Three conditions :

(1) ko[1]=k4[1] is not true or
(2) kq[1] =k5[1] is not true or
(3) ky[1] =1 is not true.

yo == X4X1+ X3+ xel+ x2+ x1 x0+ xl + xo

Vi = X+ X3Xo+ X3X1+ X3+ XoX1+Xo+X1+ X
Vo = X4 X3+ Xg+Xo+xq+ 1
V3 = X4 Xo+ X4+ X3 Xg+ X3+X5+X1+ X

y4_ == X4xl+ X4+ X3+ xle'l' xl




Pattern-B

Case 1) one of the column-1 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So[o] V1|V2|V3 V4le V7|Vs V9l V13V14V1gVig V19VzoV21szV23V24V25V2I28V29V30V3I33 V35V3gV37Vas
So[l] Vo |V1|V2| [|Va|Vs| |V7 V1gV11V12) V17V1s V2dV27 V32 V34 V39Va0
Ko=So[2]
K,=So[4] Y1 = XgF X3Xo+ X3Xq+ X3+ X X1 +Xo+X1+ X
l Column-1 condition : (1) ko[1]=k4[1] is not true Y2 = XgXz* XatXp+Xp+ 1
01234567 8 910111213141516171819 202122232425 262728 2930313233343536 373830 4l 73 ~ 14 X0 XaT X3 Xo¥ X3 X, %X+ Xo
So.5[0] Vi = XpXq+ X4t X3+ X1 Xo+ Xq
Sos[1] | [v
50.5[2] Vo z:O(XO) - XOGB(xO >>>19) D (XO >>>28) V34 V3940 Vs9 Ve2
Sos[3] \ Yo(x1) = x,®(x; >>61) @ (x; >>39) \ \ AT
Sos[4] | Zo(x2) = X2@(xz 1) @ (xz >>6) \ IR
ZO(X3) = X3®(X3 >>>10)® (X3 >>>17)
0l12 34567 30 3132 3334 35 36 3X38 3940 4142 4344 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 6142 63
S]_[O] Zo(.X'4) = X4@(X4 >>7 4 41)
54(2]
S1E] Will be multiplied at 2nd Round | Will be multiplied at 2nd Round
S:1[4] N A I A I




Pattern-B

Case 1) one of the column-1 conditions are not true.

012 3 4567 8 910111213141516171819 202122232425 262728 2930313233343536 373839404142 434445 464748495051 5253 545556575859 60616263

So[o] V1|V2|V3|Va| |Vs|V7|Vs V9l V13V14V1gVig V19VzoV21szV23V24V25V2I28V29V30V3I33 V35V3gV37Vas

So[l] Vo V_1 Va| |Va|Vs| |V7 V1gV11V12) V17V1s V2dV27 V32 V34 V39Va0
Ko=So[2]
k1=50[3] Vo = XgX1+ X3+ XpX1+ Xo+ X1 Xo+ X1 + X
K,=So[4] Vi = Xa+ X3Xo+ X3X1+ X3+ XX +X+X1+ X
i Column-1 condition : (2) ky[1]=k,[1] is not true Y2 = XaXg¥ XgtXptxy+1
01234567 8 910111213141516171819 202122232425 262728 2930313233343536 373830 4l 73 ~ 14 X0 XaT X3 Xo¥ X3Xp%X1 ¥ Xo
So.5[0] Ya = XgXqt Xyt X3+ X1 Xot+ Xq
Sosl1]
50.5[2] Vo Vs V1gV11V12
N
Sos(3] N
Sosl4] NI !
456 7X9 10\11 12 21222324 g Zo(xq) = x1B(xq >>61) @ (x; >>39)
51[0] B ZO(Xz) = Xz@(Xz >>>1) @ (Xz >>>6)
51[1] - ZO(Xg) = X3®(X3 >>>10)® (.X'3 >>>17)

54(2]
S1(3]
S1[4]

Zo(X4) = X4@(X4 >>>7) &) (X4 >>>41)

Will be multiplied at 2nd Round




