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Introductions

- Most optimized software implementations of PQC candidates on:
§ Intel/AMD with Advanced Vector Extensions 2 (AVX2)
§ Cortex-M4 with Digital Signal Processing (DSP) extensions

- Lack of NEON implementations on ARMv7 and ARMv8 architectures 

Intel/AMD

DSP AVX2NEON

Speed/Power

ARM
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Introductions
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- NEON is an alternative name for Advanced 
Single Instruction Multiple Data (ASIMD) 
extension to the ARM Instruction Set 
Architecture, mandatory since ARMv7-A. 

- NEON provides 32 128-bit vector registers. 
Compared with Single Instruction Single Data 
(SISD), ASIMD can have ideal speed-up in the 
range 2..16 (for 64..8-bit operands). 

Apple M1:
part of new MacBook Air, MacBook Pro, 

Mac Mini, iMac, and iPad Pro

Broadcom SoC, BCM2711: 
part of the Raspberry Pi 4

single-board computer



PQC Digital Signatures
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CRYSTALS-Dilithium

Lattice-based

SPHINCS+

Hash-based

In this work, we provide fast NEON implementations of two candidates:
- Falcon
- Hawk (sharing code with Falcon)

Note: Hawk is a new lattice-based signature published in 2022.

XMSS

Stateless

Stateful
Falcon

Hawk

Stateless



PQC Digital Signatures
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Optimized Functions
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Falcon Hawk

SignVerify

FFT and FFT-related functionsNTT

Verify



Number Theoretic Transform (NTT)

Complete NTT
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Forward and Inverse NTT
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- Extensive usage of Barrett multiplication (𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙) with 3-instructions
- Grouping multiple 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙 together to enhance the pipeline, thus 

improving NTT performance by 10% on Cortex-A72. 
- Theoretical bound 𝑐 < !"

#
led to Barrett reduction after each NTT layer
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𝑎𝑑𝑑_𝑠𝑢𝑏

𝑎𝑑𝑑_𝑠𝑢𝑏
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…
…
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Improved bound of 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙
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- The cost of Barrett reduction (𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑜𝑑) is as high as 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙
- Tighter output bound of 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙 helps reduce the number of Barrett 

reductions
- Improve performance of NTT significantly



Tighter output bound of 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙
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Observation: Output values of 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙 are much smaller than the ideal bound 𝑐 < ,-
.

- Tighter 𝑏𝑎𝑟𝑟𝑒𝑡𝑡_𝑚𝑢𝑙 output bound by exhaustive search for all possible signed 16-
bit  values. Collect min, max value of each NTT level

- Will not work well with bigger search space, e.g., 32-bit, 64-bit space



Pointwise multiplication
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1. one polynomial is converted to the Montgomery domain
2. two polynomials are pointwise multiplied 𝑎! ∗ 𝑏! using Algorithm 2
3. Inverse NTT is applied, including the multiply by the scaling factor 𝑛"#



Improved Inverse NTT from Montgomery conversion
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𝑛!"∗

- At algorithm level: save 𝑛 multiplications by the scaling factor at the end of Inverse 
NTT

- At instruction level: reduce from 3 multiply instructions down to 2 multiply 
instructions. 

- Can be applied to reference C implementation as well. 

𝑚𝑜𝑛𝑡_𝑚𝑢𝑙(𝑎/𝑅, 𝑏/)

𝑚𝑜𝑛𝑡_𝑚𝑢𝑙(𝑎/𝑅𝑛01, 𝑏/)

If 𝑛 = 2!, then 𝑅 ⋅ 𝑛"# = 2$ ⋅ 2"% = 2$"!, thus 𝑎&𝑅𝑛"# = 𝑎& ≪ (𝑤 − 𝑘)



Embedding 𝑛!" in Montgomery conversion
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𝑐 ← 𝑠ℎ𝑙(𝑎, 𝑖)

- At algorithm level: save 𝑛 multiplications by the scaling factor at the end of Inverse 
NTT

- At instruction level: reduce from 3 multiply instructions down to 2 multiply 
instructions. 

- Can be applied to reference C implementation as well. 

1a:



NEON NTT Results
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Compared to reference implementation:
- On Apple M1, we achieve 7.8 → 8.0× speed up 
- On Cortex-A72, we achieve 6.0 → 6.3× speed up 

Cortex-A72

Apple M1



Fast Fourier Transform (FFT)
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- The Fast Fourier Transform (FFT) is an algorithm that computes a Discrete Fourier
Transform (DFT) in 𝑂(𝑛𝑙𝑜𝑔𝑛), instead of 𝑂 𝑛$

- Fourier Transform converts values from the Time domain to the Frequency domain 
and vice versa

- Falcon uses FFT mainly for Sampling



Compressed Twiddle Factor Table
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- Observation: Repeated constant pair values in the reference implementation, 
different in signs and orders.

- We can derive variants of a pair by conjugation and rotation on the fly for free
- Compressed the Twiddle Factor table  4×
=> Need to rewrite the algorithm for Forward and Inverse FFT to match the new Table!
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Choice of FFT implementation
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- Complex point storage: Adjacently (left) and Split (right)
- Complex multiplication with the same cycle count: 

- Figure 1 uses complex instructions (only available since ARMv8.3)
- Figure 2 uses normal instructions
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What is cache-friendly?

20

Block 1

2nd query

1st query

3rd query

Spatial locality

Constant access pattern

- Distanced accesses cause cache misses
- Irregular access patterns hinder data from being prefetched into cache
- Cache-friendly: Constant access pattern, spatial locality

Cache-friendly patterns

Block 2 Block 3



Cache-friendly Forward FFT
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Constant access pattern

Spatial locality

1st loop

2nd loop

- The 1st and 2nd loop can be 
executed in parallel

- May be interesting in terms of 
hardware development



Cache-friendly Inverse FFT

22

Constant access pattern

Spatial locality

- The 1st and 2nd loop can be 
executed in parallel

- May be interesting in terms of 
hardware development



Minimize load/store for arbitrary FFT levels
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- Strategy: Compute 5, 2 and 1 FFT levels per one load and store. 
- When #𝐹𝐹𝑇 𝑙𝑒𝑣𝑒𝑙𝑠 ≤ 5, we use the unrolled FFT implementation
- When #𝐹𝐹𝑇 𝑙𝑒𝑣𝑒𝑙𝑠 > 5, we use this formula: #FFT levels = 5 + 2 ⋅ 𝑥 + 1 ⋅ 𝑦 to 

find maximum 𝑥 and minimum 𝑦 ∈ {0, 1}



NEON FFT Results
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- Vectorized cache-friendly FFT proved to be better than the original implementation: 
2.3× and 1.9× faster on Apple M1 and Cortex-A72

- Our NEON FFT implementation has a better speed up ratio than AVX2



Fused Multiply-Add (FMA) instructions
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FMA Enable

• FMLS
• FMLA

FMA Disable

• FMUL + FSUB
• FMUL + FADD

- Fused instructions improve the performance, use less numbers of instruction
- When FMA Enable: Multiply and Add with single rounding step
- When FMA Disable: Rounding after Multiply, and after Add



Floating-point Rounding concerns

26

- When Fused Multiply-Add (FMA) is enabled, our experiment on fpr_expm_p63 
shows 7% values have bit flipped compared to FMA disabled

- The security impact of FMLA versus FMUL + FADD rounding is unknown
- For now, we recommend disabling FMA



The cost of Fused Multiply-Add
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When FMA is disabled: 
- On a single function, about 11% → 24% impact on performance
- At top level Falcon Sign, about 3% → 4% slower



Tuned up Hash-based Signatures
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We search for the best settings to accelerate Keccak-f1600 and SHA256 on Apple M1: 
- Keccak 2-ways with SHA3 Crypto Instruction by Westerbaan is the fastest setting for 

SPHINCS+, and provides 3.54× speed-up as compared with C Implementation
- SHA256 with SHA2 Crypto Instruction (from OpenSSL) is faster by 5.72× , this 

substantially improved the performance of XMSS



Benchmarking Methodology

Apple M1 System on Chip Firestorm core, 3.2 GHz1, MacBook Air
Broadcom BCM2711 System on Chip Cortex-A72 core, 1.8 GHz, Raspberry Pi 4
Operating System MacOS 13.0, Raspberry Pi OS (Sep/2022)
Compiler clang 14.0 (MacBook Air and Raspberry Pi 4)
Compiler Options -O3 -mtune=native -fomit-frame-pointer
Cycles count on Cortex-A72 From PQAX2

Cycles count on Apple M1 Modified3 from Dougall Johnson’s work4

Iterations 1,000,000 on Apple M1 to force CPU to run on 
high-performance “FireStorm” core;
100,000 otherwise

1 https://www.anandtech.com/show/16252/mac-mini-apple-m1-tested
2 https://github.com/mupq/pqax#enable-access-to-performance-counters
3 https://github.com/GMUCERG/PQC_NEON/blob/main/neon/kyber/m1cycles.c
4 https://github.com/dougallj
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https://www.anandtech.com/show/16252/mac-mini-apple-m1-tested
https://github.com/mupq/pqax
https://github.com/GMUCERG/PQC_NEON/blob/main/neon/kyber/m1cycles.c
https://github.com/dougallj


Previous Work by Kim et al. 
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Jetson AGX Xavier:

• No published source code
• No access to device

Youngbeom Kim, Jingyo Song, and Seog Chung Seo. 
“Accelerating Falcon on ARMv8”. 
IEEE Access, 10:44446–44460, 2022.



Comparison with Previous Work 
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Our speed-up ratio, as compared with the reference implementation, is better than in 
the previous work by Kim et al. under same FMA setting:
- Falcon Sign: 1.48× → 1.51× vs. 1.16×→ 1.17×
- Falcon Verify: 1.92×→ 2.15× vs. 1.65×→ 1.69×



Ranking: PQ Signatures on Apple M1
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Ranking: PQ Signatures on Cortex-A72
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Conclusions
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- We improved NTT and made FFT implementation cache-friendlier and more
memory-efficient

- We developed the new state-of-the-art Falcon NEON implementation

- Falcon has smaller bandwidth and faster Verification than CRYSTALS-Dilithium
- Lattice-based Signatures are better than Hash-based Signatures in terms of key

size and efficiency

- We present the rounding-error effect of Fused Multiply-Add (FMA) instructions.
The security impacts of FMA on Falcon and Hawk requires more research

- Hawk outperforms CRYSTALS-Dilithium and has faster Signature generation than
Falcon. The performance and bandwidth of Hawk may be attractive to the
community.



Thanks for your attention! 

Q&A 
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