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Importance Benefits

Guidance PBGC’s 
Process
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Assessment Program Benefits

Identify security and privacy risks

Manage and mitigate risks

Protect sensitive information

Ensure compliance

Prevent Incidents

Optimize resources

Support Audits

Promotes Collaboration
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Guidance to Support Federal Assessment Program
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NIST (SP) 800-53 NIST 800-53A NIST (SP) 800-39



PBGC’s Assessment Program
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1. Supports the PBGC’s enterprise-wide continuous monitoring strategy.

2. Facilitates the assessment of Enterprise Common Controls, Core Controls, and selected system specific controls.

3. Is documented in the Assessment Program Plan (Runbook) developed by the Enterprise Cybersecurity Department.

The Runbook outlines the assessment process, including:
• Identifying the relevant controls
• Assessment techniques
• Data collection methods
• Analysis
• Reporting
• Roles & Responsibilities
• Templates
• And is updated at least annually or as necessary to reflect evolving practices related to security and privacy 

requirements.



Roles and Responsibilities

• Authorizing Officials (AO)
• Common Control Providers (CCP)
• Information Security Officer (ISO)
• Information System Security Manager (ISSM)
• Information System Security & Privacy Officers (ISSPO)
• Security Control Assessors (SCA)
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Roles and Responsibilities cont. - Security Control Assessors

• Security Control Assessors (SCA) are responsible for conducting security and privacy 
control assessments while applying a standard methodology to evaluate the 
effectiveness of the controls. 

• The role of the SCA is designated as a significant security role at PBGC which requires 
them to complete annual role-based training.

• New SCAs are subject to a Quality Assurance Process.
• A weekly meeting has also been established to convey program updates and to provide 

assessment statuses to management.
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Roles and Responsibilities cont. - Security Control Assessors



Phase I Phase II Phase III

Assessment Roles and Responsibilities (Defined & Communicated)

Plan & Prepare 
Assessment 

(SSP)

Pre-
Assessment 

(Impl. 
Statements & 

Artifacts)

Assess 
Controls

Review 
Artifacts, DIS 

& Impl. 
Statements

Draft 
IRR

Conduct 
Interviews

Draft 
Assessment 

Report

Upload 
Results to 

CSAM & ECM 
SharePoint

Generate 
and deliver 

SAR, 
Summary 
Analysis

ISSM I I I I

ISO A A I I

ISSPO C C I I

AO C C I

CCP R R I I I I I

SCA R R R R R R R

Responsible,           Accountable,          Consulted,           Informed9

Roles

Tasks

Roles and Responsibilities cont. – RACI Chart



Assessment Phases

I - Plan (Pre-Assessment)
• Purpose & Scope
• Roles & Responsibilities
• Control Assessment Procedures

II - Assessment Execution
• SCA Reviews Controls in CSAM
• SCA Reviews Artifacts 
• SCA Prepares the method for examining, 

interviewing, and or testing control requirements 

III - Post-Assessment
• SCA document results in CSAM
• Assessment program team leads generates 

Security Assessment Report (SAR) and sends 
out a summary email to control PoCs

• Issue Resolution Log (IRL)
• Performance Metrics
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Available Templates

1. Assessment Template
2. Assessor Review Checklist
3. Issue Resolution Report Template
4. Lessons-Learned Record
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Assessment Template
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Assessment Template Alternative
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1.

2.



Assessors Review Checklist
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Issue Resolution Report Template
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Lessons-Learned Log
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Next Steps

• Continue to evaluate the assessment program for enhanced quality 
and efficiencies.

• Assessment Program Evaluation
• CSAM automation
• CSAM Integrated Project Team (IPT)

• See what other automation efforts might help to improve the 
assessment process.

• Open Security Controls Assessment Language (OSCAL)
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Questions
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