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By the Numbers: A look at our FY 2023 accomplishments

$70.4 billion about $84 return 1,345 1,220
in financial benefits for each $1 of our budget  new recommendations improvements in federal

government operations
‘ .

671 about 2,000 over 700
total products testimonies bid protests legal decisions and
handled opinions issued

Source: GAO. | GAO-24-900483



vision of the ITC Team
(approximately 200 people)
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ITC team oversees

? * prote
O

* improve how the gos orotects individual privacy
and sensitive data.




. CEMTER FOR ENHAMNCED CYBERSECURITY

@ covID-19-RELATED WORK

.. FEDERAL INFORMATION
SYSTEMS CYBERSECURITY . HHS IT S¥YSTEMS

@) USDA IT SYSTEMS
@P PRIVACY AND DATA PROTECTION

. STAA TECHNOLOGY
ASSESSMENT MATRIX WORK

VA IT SYSTEMS
@® NFORMATION MANAGEMENT

IT SUPPLY CHAIN 91100001 0y,
w2t "ta,

~°ﬂ:_-' o = -— CYBERSECURITY STRATEGY

INFORMATION

ELECTROMIC HEALTH RECORDS AMND OVERSIGHT

TELECOMMUMNICATIOMNS T E C H N O L O GY . CENSUS IT SYSTEMS
CYBERSECURITY

@' \ #
T T CRITICAL INFRASTRUCTURE
AGILE SOFTWARE DEVELOPMENT 05 ane e reasS PROTECTION

FITARA

@ DOD IT SYSTEMS @ RS IT SYSTEMS

@ ClIO AUTHORITIES
@ T WORKFORCE

@ LEGACY / IT MODERNIZATIONS @ OHs IT SYSTEMS

@ SATELLITE (WEATHER) AND @ CYBERSECURITY WORKFORCE
SPACE TECHNOLOGY
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Establishing a comprehen- Securing federal Protecting cyber Protecting privacy and
sive cybersecurity strategy systems and critical infrastructure sensitive data

and performing effective information

oversight

Strengthen the federal role

in protecting the cybersecu-

rity of critical infrastructure

(e.g., electricity grid and

telecommunications

2 Mitigate global supply chain risks 6 Address weaknesses in networks). 10 Appropriately limit the
(e.g., installation of malicious federal agency information collection and use of
software or hardware). security programs. personal information and
ensure that it is obtained

Address cybersecurity workforce 7 Enhance the federal with appropriate knowledge
management challenges. response to cyber incidents. or consent.

Ensure the security of emerging
technologies (e.g., artificial

intelligence and Internet of Things).

Source: GAO analysis; images: GAO, peshkov/stock.adobe.com, Gorodenkoff/stock.adobe.com, metamorworks/stock.adobe.com and Monster Ztudio/stock.adobe.com. | GAO-23-104705
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» MeriTalk: G lessing Cyber
) Threats (June 1 i

/ Federal News Network: Federal Prison System. Cybersecurit

Human Capital and More on GAQO's High Risk List (April 20,
2023)




Improving

| Communication Could
Strengthen Federal
Efforts to Prevent the
Next Major Cyberattack

SEFTEMEBER 17, 1013

We've already seen what can
happen when one of the
nation’s critical services is
disrupted by a ...

Source: https.//www.gao.gov/blog

The U.S. Is Less
Prepared to Fight
Cybercrime Than It
Could Be

AUGUST 29, 1023

Cybercrimes in the United
States have resulted in
hundreds of billions of dollars
in losses, and ...

After a Recent Hacking
—What are the Risks
and Rewards of Cloud
Computing Use by the
Federal Government?

AUGUST 10, 2023

Cloud computing offers
significant opportunities to
increase government
efficiency, as well as ...
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Sta ative Needs to

Implemel 3ss Its Performance.
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ACCOUNTABILITY
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Asset and risk
management
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CYBERSECURITY s —— (  al=
PROGRAM AUDIT
GUIDE

Continuous
monitoring
and logging

GAO issued a new cybersecurity é@j

program audit guide for conducting

Incident

cybersecurity performance audits. response
==

(GAO-23'I 04705) N _ Contingency

planning and

. . . I Ve 1 recovery
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Points to many different criteria in the
NIST Cybersecurity Framework and NIST
800-53 Rev. 5 controls, as well as others.

Provides information on how to conduct a
cybersecurity audit.

Provides suggested audit steps.




Re ad in June

Q202308

® This revision reord o f ow GAO’s Financial
Audit Manual as many of the reviewed controls remain

relevant to financial audits.




O aly

Indepe tate auditors.

® |Interviewed o Internet Security, and
' 4

ISACA, among others out and omments.

® Performed content analysis on focus groups to identify most

frequently suggested changes.
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d) Incide

e) Something else







Conduct .
Plan _and Initiate background Determine audit initiation meeting arllzec?s\/zlgm?:i:al
de5|gn research objectives with audited audit IF; i
the audit organization p

Continue data
collection and
analysis

Determine audit el'OI guide to

findings

Perform
the audit

Finalize
audit plan

Collect initial
evidence

‘and the main
ybersecurity
ince audit:

A 4

Obtain the views

. Review findi : 1 i iani
Report audit Y/ ™% N/ peeopgan \/ ofteaudted Y . - 1.1 Planning and designing
results . report organization on P
organization the draft report

1.2 Performing

Source: GAO. | GAO-23-104705

1.3 Reporting



Asset Configuration Identity Continuous Incident Contingency
and risk management and access monitoring response planning and
management management and logging recovery

Source: GAO analysis of National Institute of Standards and Technology guidance; images: marinashevchenko/stock.ado-
be.com. | GAO-23-104705
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compone |
Each chapte a covered by
NIST guidance, OMI ce, as well as
industry leading practices, plus a corresponding supplement
Excel sheet attachment with illustrative examples of controls,
audit procedures, and criteria.




Chapter 2. Asset and Risk Management Audit Steps

Asset nfiguration Identity Continuous [ ncen \
and risk nanagen i e \ -
management

\anageme nd le

involves developing an organizational understanding of the risks to assets, systems,
information, and operational capabilities.

Source: GAO analysis of Nabonal Institute of Standards and Technology guidance; images. mannashevchenko/stock adobe com, pixtumz88/stock.adobe com. | GAO-23-104705

Example Controls and Audit Procedures for Asset and Risk Management

2.1 Assess IT Governance

Control Objectives

Audit Procedures”

Examples of Control Criteria®

2.1 Assess IT governance: determine the extent to which the organ, 1 1 petermine fhe security contrl polces and
of IT to enable it to achieve its goals and mission. procedures

2.2 Assess management of assets: determine the extent to which {2 documented and approprately consider ik,

+ address purpose, scope, roles, responsibilities, and
network, including all authorized hardware and software, and \compliance;
+ ensure that users can be held accountable for their
actions;
+ appropriately consider general and application controls;
+ are approved by management; and
« are periodically reviewed and updated.

2.3 Assess risk management strategy: determine the extent to wh
responds to risk, and monitors risks associated with the use an

2.4 Review risk assessment: determine the extent to which the org
threats and vulnerabilities, identifies the greatest risks, and ma
which risks to accept and which to mitigate through security cq

2.5 Review plans of actions and milestones: determine the extent

1. Review security policies and procedures and compare their content to NIST
qguidance and other applicable criteria. See if policies and procedures

+ consider risk;

+ address purpose, scope, roles, responsibilities, and compliance;
+ discuss that users are accountable for their actions;

+ appropriately consider general and application controls;

+ are approved by management; and

+ are periodically reviewed and updated.

2. Review to see if security roles and responsibilities are defined. Roles and
responsibilities may be defined in policies, job descriptions, agreements,
hierarchy charts, and/or contracts.

3. Analyze the contracts and service level agreements with critical vendors to
determine if cybersecurity controls and incident notifications are addressed
appropriately.

National Institute of Standards and Technology (NIST) SP 800-53 Revision 5:
Risk Assessment (RA)

RA-1 Policy and Procedures

Assessment, Authorization and Monitoring (CA)

CA-3 Information Exchange

NIST Cybersecurity Framework Version 1.1:

ID.GV-1 (Identify Governance): Organizational cybersecurity policy is established
and communicated.

ID.RA-1 (Identify Risk Assessment): Asset vulnerabilities are identified and
documented.

ID.RM-1 (Identify Risk Management Strategy): Risk management processes are
established, managed, and agreed to by organizational stakeholders.

NIST SP 800-30 Revision 1
NIST SP 800-37 Revision 2
NIST SP 800-100

effectively document planned remedial actions to correct defic
vulnerabilities in the system.

2.6 Assess management of supply chain risk: determine the extent]
range of risks from contractors and other users across the supp

systems, applications, and data.
2.1.2 Determine whether policies and procedures are

implemented as intended.

2.7 Evaluate security awareness and training program: determine
organization establishes and implements effective training poli

Note: The use of “should” statements within key practices does
explicitly stated in criteria. Auditors using this guide should app
determining which key practices and audit steps to implement.

1. Review security policies and procedures to ensure they include elements such
as legal and regulatory requirements.

2. Interview management personnel with information security and privacy
responsibilities to determine whether policies and procedures are implemented as
intended.

3. For selected policies and procedures, determine the extent to which they are
periodically tested for compliance and assess their enforcement.

National Institute of Standards and Technology (NIST) SP 800-53 Revision 5:
Risk Assessment (RA)
RA-1 Policy and Procedures

NIST Cybersecurity Framework Version 1.1:

ID.GV-1 (Identify Governance): Organizational cybersecurity policy is established
and communicated.

ID.RA-1 (Identify Risk Assessment): Asset vulnerabilities are identified and
documented.

ID.RM-1 (Identify Risk Management Strategy): Risk management processes are
established, managed, and agreed to by organizational stakeholders.

NIST SP 800-30 Revision 1
NIST SP 800-37 Revision 2
NIST SP 800-100




Data Co n‘hdenilallty Is the data accessible to only the

Threats appropriately authorized people and
systems?

" Data
" Risk Integrity
Range of Risk Assessment Threats

What impact and effects to Can unapproved data

the data is the organization changes occur?
willing to accept?

2.3
2.4 Revie

Data Availa blllly Will the data always be accessible
Threats as needed, when needed?

Souste GAO

2.5 Review plans of actions and milestones

2.6 Assess management of supply chain risk

2.7 Evaluate security awareness and training program
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1 and privacy

IDENTITY & ACCESS ﬁANAGEMENT

wl e security policies on hiring,

er, termination, and performance
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d) Secu

e) Something else




o Continuous Monitoring

orga

networks

Source: GAO analysis of National Institute of Standards and Technology SP 800-137; images: mari adobe.com, adobe.com. | GAO-23-104705

* Discusses 5 key practices for

reviewing this component




Indepe

5.4 Review Autor

Monitoring Results

5.5 Assess Security Event
|dentification, Logging,

and Retention

Compliance Monitoring Change Monitoring

Effective monitoring determines  Compliance monitoring verifies that Change monitoring identifies changes
the ongoing effectiveness of required risk response measures are to organizational systems and

the implemented risk response  implemented. environments of operation that may
measures. affect security and privacy risk.

Source: GAO analysis of National Institute of Standards and Technology continuous monitoring guidance; images: marinashevchenko/stock.adobe.com, pixtumz88/stock.adobe.com. | GAO-23-104705




? 6.2

6.3 Asses esting Jcapabili’ries

6.4 Assess incident




: Agency user : Cyber threat Y "
( Instrumentation ] ( cEr ] (Contractor reportlng} { T ]
[ | | | Inform process

\l/ improvement

5 Declare Determine ¢ Adjust detection
START incident investigation scope SO EIL tools

Collect and Perform technical New signs of
preserve data analysis compromise?

Execute Activity
eradication plan detected?
3rd party analysis
support (if needed)

Preparation

Detection and analysis

Containment Recover system(s) Post-incident

Eradication and recovery and services activities

Coordination

Source: Cybersecurity and Infrastructure Security Agency, Cybersecurity Incident and Vulnerability Response Playbooks (Arlington, VA: November 2021). | GAO-23-104705
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c) Continuity of operations plan

d) Business continuity plan
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ﬁ) 7.1 Rey
O 7.2 Assess ste » mage and interruptions

7.3 Assess testing of cont

7.4 Review the documented lessons learned




~ Document  Implement lessons
lessons learned learned :

Update the plan Test the plan or conduct table Document the Implement changes, such as
annually to account for  top exercises at a frequency contingency plan test improved training, based on
lessons learned and determined by organizational results and lessons lessons learned.

changes to the requirements. learned in an

information system. after-action report.

Source: GAO analysis of National Institute of Standards and Technology contingency planning guidance; images: marinashevchenko/stock.adobe.com, pixtumz88/stock.adobe.com. | GAO-23-104705
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c) Real-wor ow implementation

d) A mixture of all of the above
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