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Intentional Supply Chain Exploit
§ Two researchers from the University of Minnesota.
§ Intentionally submitted malicious code into Linux Kernel.
§ Permanently banned from future submissions.

Trust is difficult to gain, even harder to prove, and easy to destroy in an instant…



What (and who) is in our software?
How many other malicious contributions have been 

injected into the packages we're pulling into our 
systems and applications? What code is in our 

systems? And, who developed it? 

https://xkcd.com/2347/

98% of code bases, 
even proprietary, 

now contain open-
source software.

67% of code bases 
contain at least one 

license conflict.

73% of code bases 
have at least one 

license issue.

The average code base contains 445 open-
source components.How ‘bout security?

75% of code bases 
contain FOSS with 

unpatched 
vulnerabilities

82% of code bases 
contain open-

source components 
that are at least four 

years out of date.

49% of code bases 
with open-source 
contain high-risk 
vulnerabilities.

43% contain 10+ year old vulnerabilities.
2019 Open Source Risk and Security Analysis (OSSRA) report



Pushwoosh



Our Exposure…

NOT an American Company

The Story…



The Missing Calculation?

Software Trust Intelligence and Analytics

Contributor 
Geolocation 

Flagging

Contributor 
Frequency and 

Liveness

Contributor 
Relationships 

by Degree

Contributor 
Alternate ID 

Analysis

Using open-source intelligence to understand 
community participants, their credentials, 

relationships, interactions, and source code content 
to establish trust in open-source software.



Relative risk “score” rolls up 
from analysis of each 

dependency.

Specific (line by line) 
contributions flagged as 

warnings/errors.

Contributors and 
vulnerabilities associated 
across multiple packages.

Recursive scanning and 
deep analytics across all 

packages and contributors.
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Back to Pushwoosh…



No Contributions in America



Thousands in Russia



With Russian and Hidden Influencers O
SIN

T + Analysis



Open Source Package Intelligence

Preserve Historical Contributions

Enhanced Contributor Data

Enhanced Data Security & Control

Collection and Analysis O
SIN

T + Analysis



Open Source Package Intelligence

Preserve Historical Contributions

Enhanced Contributor Data

Enhanced Data Security & Control

Collection and Analysis
A method for asynchronously collecting and analyzing OSINT from hundreds (or thousands) of sources O

SIN
T + Analysis



Collectors

Services that automatically scale up and down in clusters based on load.

Analysis
Engines

Collection and Analysis
A method for asynchronously collecting and analyzing OSINT from hundreds (or thousands) of sources



GraphDB

LinkedIn
Reddit

Hacker.net
Etc…

Geo Analysis
Nationality Check

Work/Skills History
Etc.

Collectors
Analysis
Engines

Collection and Analysis
A method for asynchronously collecting and analyzing OSINT from hundreds (or thousands) of sources



GraphDB

Scale up or down as needed…

Collection and Analysis
A method for asynchronously collecting and analyzing OSINT from hundreds (or thousands) of sources



Open Source Package Intelligence

Enhanced Contributor Data

Data Security and Control

Collection and Analysis

Preserve Historical Contributions
Pulling history from pre-GitHub packages (i.e., capture and merge contributors from Source Forge)



Preserve Historical Contributions
Pulling history from pre-GitHub packages (i.e., capture and merge contributors from Source Forge)



Preserve Historical Contributions

Open Source Package Intelligence

Data Security and Control

Collection and Analysis

Enhanced Contributor Data
Contributor commit date range, signing details, repo popularity, activity, etc.



Enhanced Contributor Data
Contributor commit date range, signing details, repo popularity, activity, etc.



Enhanced Contributor Data
Contributor commit date range, signing details, repo popularity, activity, etc.

795,818 
“Unknown” 
commit line 

locations vs 401



Enhanced Contributor Data

Preserve Historical Contributions

Data Security and Control

Collection and Analysis

Open Source Package Intelligence
Versioning, issues, popularity, timezones, and signing
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Open Source Package Intelligence
Versioning, issues, popularity, timezones, and signing



Open Source Package Intelligence

Enhanced Contributor Data

Preserve Historical Contributions

Collection and Analysis

Data Security and Control
Properly handling and protecting personally identifiable information (PII)



Data Security and Control
Properly handling and protecting personally identifiable information (PII)

Collection & Analysis Infrastructure

Collector
Clusters

Raw 
Collected 
Data

Masking

Analysis
Clusters



The Solution?

Build software bill of materials (SBOM) to identify all packages and 
dependencies

Track Trust Analytics through all integrated packages and all dependencies

Flag CVEs and other code vulnerabilities throughout entire dependency 
chain and associate their "blame" with contributor networks

Correlate code contributions with analytics of concern (geography, liveness, 
connectedness, code quality, past vulnerabilities, outside influences, etc)

Automate inspection of flagged and concerning code based on Trust 
Analytics (and eventually... automate resolution though code transformation)

Helps identify 
weaknesses by 

valid contributors

Identify ALL code 
found in the 

integrated package

Flags potential 
contribution issues 

beyond CVEs

Identify quality of 
development 

teams

Specify and 
resolve current and 
future code issues



Bad actors cannot hide (for long)… 
Their “signatures” will trigger warnings and errors, preventing intentionally or accidentally 

submitted code vulnerabilities and eventual system exploit.

Preventing Supply Chain Exploits
§ Analytics can help flag unusual check-ins for analysis.
§ Unusual developer activity can trigger deeper analysis.
§ Once caught, bad actors will forever be flagged.
§ All future code will be labeled as suspect until trust is 

reestablished.



INFO@DARKSKYTECHNOLOGY.COM 




