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• The products must use 

standardized primitives.

• Certification requires

compliance with NIST

standards.

• Engineers and system 

architects need 

functions that are not 

covered by the 

standard.

• Due to cost and effort

constraints no new

primitives can be

implemented.

Motivation
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Ascon includes 

Authenticated Encryption 

with Associated Data 

(AEAD) and Hashing 

schemes.

It does not include a 

dedicated PRF/Message 

Authentication Code.

It can be used as a nonce-

based MAC by setting the 

plaintext as empty.

Motivation
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Our Target and Solutions

• Unprotected implementations.

• 64-bit and 128-bit security.
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Ascon-PRF
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Full-State Keyed Sponge
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B. Mennink, “Understanding the duplex and its security,” Cryptology

ePrint Archive, 2022

Security

• The Ascon-PRF security is dominated by the capacity c. 

• To target 128-bit security, we can set c=128, r=192 and use 8 

rounds per call.

• In order to use 6 rounds per call, we need to set c=256 and r=64.
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B. Mennink, “Understanding the duplex and its security,” Cryptology

ePrint Archive, 2022

Security

• FSKS security requires DT < 2c. 

• We use 12 rounds for all calls of FSKS, since the full state is 

updated every time.

• The difference between instances refers to the number of calls

needed to generate the tag.
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Implementation Strategy

• Iterative implementation.

• Different unrolling levels.

• The number of permutation rounds depends on the security level targeted and 

the rate of the scheme.

• The Ascon family uses 6 rounds for 64-bit security with rate 64.

• The Ascon family uses 8 rounds for 128-bit security with rate 128.

• The Ascon family uses 12 rounds for initialization and finalization.
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G. Bertoni, J. Daemen, S. Hoffert, M. Peeters, G. Van Assche, and R. Van Keer, 

“Farfalle: parallel permutation-based cryptography,” IACR Transactions on 

Symmetric Cryptology

Farfalle

• 6 rounds for all instances of the 

permutation (except key 

derivation).

• A 320-bit Galois LFSR for the 

compression rolling function.

• The extraction rolling function is 

not needed in the MAC use case.
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Implementation Strategy

• 6-stage pipelined implementation.

• The permutation can process six 320-bit blocks simultaneously.
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Implementation results on Xilinx Artix-7 FPGA
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Efficiency



Seagate  | 14

Final notes

• Farfalle offers a very interesting efficient PRF based on the Ascon permutation.

• The drawback is that this efficiency comes from parallelism and is for long messages.

• A standard Ascon implementation is serial.

• For a serial implementation, FSKS is still more efficient than Ascon-PRF even with more rounds per permutation.

• The only hidden cost is that FSKS requires more XORs for absorption.


