Overview of NIST PQC Standardization
(additional call for signatures) =

Dr. M‘a;x"i”m e Bros
NISTPQC

NATIONAL INSTITUTE OF
N H rSTANDARDSANDTECHNOLOGY Wednesday, September 27t", 2023

U.S.DEPARTMENT OF COMMERCE



Additional call / Onramp call

Initial Round 1 Round 2 Round 3 Round4
call
_*A—*Aq
2017 2018 2020 2022 ~ 20247
Round 1
_*AQ
Initial call 2023

* New Standards



The candidates

* [June 2023] 50 submissions Already 10" attacks >\é
* [July 2023] 40 accepted
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Linear algebra
Hard
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NoJ{11}",

Abelian group

Elliptic curve

y=x>+ax+b Points in IF,, ‘“

An isogeny ¢ between curves E; and E, is
E, a group homomorphism E; — E,.
(usually defined by its kernel)

-~ _-"" Isogeny

e 9(P+Q) = ¢(P) +¢(Q)
\;1/\




The categories NST

Hamming weight
Ae’ =T

System of
Quadratic

Multivariate Euclidian norm
Equations Ae' =s' Map two curves

Security of

symmetric

Multivariate MPC-ith Lattice Symmetric  Isogeny



N=1p
Code-based keygens in a few words
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Keygens in a few words

« Hide the structure of a structured code »
Binary Goppa code Q-Cyclic - Sparse Q-Cyclic instance of Ae' = s!



BIKE (QC-MDPC) : Quasi-Cyclic - Sparse

Row echelon form / Gaussian elimination
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Polynomials modulo (X™—1)

Fo[X]
R:= ECC[ann
(X" —1) :
sk = (A,B) = ( X3+X +1) € R?

pk = (1,A™'B) = (1, X* + X3 + X?) € R?



Feel free to contact me for more info on:
- multivariate-based cryptography

- code-based cryptography

maxime.bros@nist.gov

NIST



