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The candidates
• [June 2023] 50 submissions 
• [July 2023] 40 accepted

Already 10! attacks 
as of today



The categories

Multivariate MPC-ith Lattice Code Symmetric Isogeny

You know it!



Multivariate based-crypto

𝑓!(𝑥!, 𝑥", … , 𝑥#)
𝑓"(𝑥!, 𝑥", … , 𝑥#)

⋮
𝑓$(𝑥!, 𝑥", … , 𝑥#)

(
𝑥! + 2𝑥%
2𝑥! + 2𝑥"
𝑥! + 𝑥"

+
𝑥!" + 𝑥"" + 𝑥"𝑥% + 2𝑥%"

𝑥!𝑥" + 𝑥"" + 𝑥"𝑥% + 𝑥%"

𝑥!" + 𝑥!𝑥" + 𝑥!𝑥% + 𝑥"𝑥%

😀

😱

𝔽![𝑥", 𝑥#, … , 𝑥$] 

Multivariate Quadratic (MQ)



The categories

Multivariate MPC-ith Lattice Code Symmetric Isogeny

You know it!

System of 
Quadratic 

Multivariate 
Equations



Linear algebra
Basic

𝐴 𝑠

𝑒

𝑛

𝑘 𝑘

𝑛
𝐴𝑒⊺ = 𝑠⊺

All entries in 𝔽& 

Given 𝐀, 𝐬 → Find 𝒆



𝐴 𝑠

𝑒

𝑛

𝑘 𝑘

𝑛
Add a constraint 
on the ``weight’’

Linear algebra
Hard



The categories

Multivariate MPC-ith Lattice Code Symmetric Isogeny

Euclidian norm 
𝐴𝑒⊺ = 𝑠⊺

You know it!

Hamming weight
𝐴𝑒⊺ = 𝑠⊺

System of 
Quadratic 

Multivariate 
Equations



Symmetric

OWF OWF OWF

𝑥! 𝑥" 𝑥%

𝑦! 𝑦" 𝑦%

F(𝑥!) F(𝑥") F(𝑥%)

F(𝑦!) F(𝑦") F(𝑦%)

sk

pk



Symmetric

OWF OWF OWF

𝑥! 𝑥" 𝑥%

𝑦! 𝑦" 𝑦%

F(𝑥!) F(𝑥") F(𝑥%)

F(𝑦!) F(𝑦") F(𝑦%)

sk

pk

A LOT of improvements: 
• Merkle trees (FTS)
• Winternitz (OTS)
• etc.
• SPHINCS+

Sign 010 = 𝐹 𝑥! 𝐹 𝑦" 𝐹 𝑥#



The categories

Multivariate MPC-ith Lattice Code Symmetric Isogeny

Euclidian norm 
𝐴𝑒⊺ = 𝑠⊺

You know it!

Hamming weight
𝐴𝑒⊺ = 𝑠⊺

Security of 
symmetric 
primitives

System of 
Quadratic 

Multivariate 
Equations



Isogeny

𝑦 = 𝑥+ + 𝑎𝑥 + 𝑏

Elliptic curve

Points in 𝔽$

Abelian group

An isogeny 𝜙 between curves 𝐸, and 𝐸- is 
a group homomorphism 𝐸, ⟶ 𝐸-. 

(usually defined by its kernel)

EC-DL



The categories

Multivariate MPC-ith Lattice Code Symmetric Isogeny

Euclidian norm 
𝐴𝑒⊺ = 𝑠⊺

You know it!

Map two curves

Hamming weight
𝐴𝑒⊺ = 𝑠⊺

Security of 
symmetric 
primitives

System of 
Quadratic 

Multivariate 
Equations



McEliece “Aleknovich – Kyber – HQC”

Classic McEliece
(Binary Goppa codes)

… and many variants!
(RS, GRS, etc…)

HQCBIKE
(MDPC codes)

NIST 4th Round

Code-based keygens in a few words



McEliece “Aleknovich – Kyber – HQC”

Classic McEliece
(Binary Goppa codes) HQCBIKE

(MDPC codes)

Q-Cyclic instance of 𝐴𝑒⊺ = 𝑠⊺

Matrix-vector product

« Hide the structure of a structured code »

Row echelon form / Gaussian elimination

Q-Cyclic - SparseBinary Goppa code

Keygens in a few words



Row echelon form / Gaussian elimination

BIKE (QC-MDPC) : Quasi-Cyclic - Sparse

𝑅 ≔
𝔽- 𝑋

(𝑋/ − 1) ≅ 𝐶 ⊂ 𝔽-/ ×/

𝑠𝑘 ≔ A, B = 𝑋% + 𝑋 + 1, 𝑋#+𝑋 + 1 ∈ 𝑅"

𝑠𝑘 ≔

1 0 0 1 1 0 1 0 1 1
1 1 0 0 1 1 0 1 0 1
1 1 1 0 0 1 1 0 1 0
0 1 1 1 0 0 1 1 0 1
0 0 1 1 1 1 0 1 1 0

p𝑘 ≔

1 0 0 0 0 0 1 1 1 0
0 1 0 0 0 0 0 1 1 1
0 0 1 0 0 1 0 0 1 1
0 0 0 1 0 1 1 0 0 1
0 0 0 0 1 1 1 1 0 0

𝑝𝑘 ≔ 1, A&!B = 1, 𝑋% + 𝑋# + 𝑋" ∈ 𝑅"

Polynomials modulo (𝑋/−1)



Feel free to contact me for more info on:

- multivariate-based cryptography

- code-based cryptography

maxime.bros@nist.gov


