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Cryptographic Technology Group, Computer Security Division

Calling for Threshold Schemes for:

« What: A door sill, crossed to enter a new space + Classic NIST-standardized crypto primitives » How threshold-friendly are the primitives? "I

« Where: into the Advanced Cryptography space - » Assess the quantum gap (pre-quantum

-
A VN
»

(advanced features; secure data in use; multi-party protocols) features not yet ready as pOSt'quantum)

Signing Encryption KeyGen — Hashing RNG

« Whether: dv? h hould i « Securely compose the building blocks
L » Post-quantum (PQ) & lightweight primitives

The “NIST Threshold Call” process will: PQ PQ Lightweight
signatures encryption AEAD

 gather a body of usetul reference material

Threshold Schemes are helping us cross
the Advanced Cryptography “Threshold”:

(AEAD = authenticated encryption with associated data) + Toward technical recommendations / future processes

» help prepare for tuture recommendations . Advanced cryptographic primitives: » Secure data in use (e.g., compute over encrypted data)

(NISTIR 8214C: NIST First Call for Multi-Party Threshold Schemes) » Privacy-preserving collaborative computations

— Zero-knowledge proofs (ZKP) Adoption

— Attribute-based encryption (ABE) @ . .
Threshold Schemes | | A ation J Led by the .MPT C (mu1.t1 party threshold cry_.pto)

— Fully-homomorphic encryption (FHE) EePrwe: & PEC (privacy-enhancing cryptography) projects

% Corruption threshold: the system is — Multi-party computation (MPC) building blocks

Upcoming

secure even if f parties are malicious.

"  Final version of NIST IR 8214B, on Threshold EADSA
O Participation threshold: the crypto
operation needs /i parties in agreement. NIST Workshop on Multi-Party Threshold Schemes o Final version of NIST IR 8214C, the Threshold Call
» Expressions of interest for future submissions F_\% + Submissions deadline (2nd half of 2024) 0
; a U
o b s » Feedback useful for the threshold process e Qubscribe to the
> i B YT 2
. | I NG \ « Examples of techniques of interest ane g MPTC & PEC
. - . . forums (mailing lists).
N5 A Trivia: 3 days (Sep. 26-28); 300+ registrations from ~240
Secret-sharing Multi-party computation countries; 26 external talks; 9 NIST talks; 1 open session. =
stores the key in a (MPC) performs operation Also relevant: 3 PEC-STPPA events since Nov. 2022 S

distributed manner without recombining the key (Special Topics on Privacy and Public Auditability)
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