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There’s always a disclaimer, right?



If we track the workflow in a 
manufacturing environment, 

it is easy to trace the data flow.





























Layout of Handbook –
Scenarios and Best Practice Suggestions

• Describe specific situation 
• So, what’s the problem (…and the risk)?
• What to do about it NOW and SOON
• Why mitigating the risk matters to the supply chain



2.1 Scenario – Unnecessary Administrative Access





More common situations in a SMB manufacturing 
environment that introduce risk:

1. Outdated operating systems due to machine (OT) 
compatibility

2. The use of USB flash drives on a shop floor
3. Sharing data with Tier 2, 3, 4…

Covered in Handbook Scenarios



1. Limited resources (dollars, time, and people)
2. Expertise in their industry: Manufactured product (not IT and 

cybersecurity)
3. Existing proven business processes that have worked for YEARS 

(if it’s not broken – don’t fix it!)

SMB Manufacturers Have:



APPENDIX A – Acronym & Agency Guide
APPENDIX B – Resource List of Topical Guides

Handbook also includes…



Next Steps
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