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▪ ATNA-CIPHER, LLC. (aka ACL) is the incubation entity for the development of an accordion and tweakable 
style encryption cipher(+/-mode.) , namely, “atnaCM.”

▪ As NIST is not seeking a full proposal submission at this time; ACL would like to highlight some key features 
in the following 5 broad are categories as recommendations for an Accordion Mode.

1. Enciphering Properties like Key Sizes, Block Cipher Sizes and Tweakable Block sizes

2. Parallelism relating to large input sizes

3. Confirmation of keys like encryption, integrity, etc.

4. Fast Drop Tags for Authenticated Encryption

5. Padding Attacks Prevention for all tweaks and enciphering properties

▪ Subsequent slides present each ones of these topics in some light detail.

▪ Note: In the slides, messages like payloads/packets are 1-unit of encryption from a possible larger set.
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Enciphering Properties (1)
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▪ Cryptography is consistently changing; however, future adaptability has 
been tedious and difficult,

▪ e.g., PQC finalization, Legacy RSA deprecation, SHA-1 deprecation or Next-gen Cryptographic Adaptation of ECDHE ECDSA. 

▪ Currently, Cipher Blocks are integral multiples of 128-bits, AES-128  or Rijndael-256-256 (i.e., 2*128-bit.)

▪ Cipher Key Sizes and generally multiples of 16-bytes, 24-bytes or 32-bytes, i.e., AES-(128/192/256).

▪ Recommended hash sizes as per CNSA 2.0 are (SHA-384) 48-bytes, (SHA-512) 64-bytes or SHA-3 Hashes 
as integral multiples of 128-bits.

▪ Disk or Container Block Sizes are in Powers of Two, i.e., 2n where, n ∈ 9,10, … , 𝑛 − 1 , 𝑛  (multiples of 128-bits)

▪ (𝑛𝑜𝑡𝑒: 𝑏𝑙𝑜𝑐𝑘𝑠 𝑐𝑎𝑛 𝑏𝑒 𝑠𝑚𝑎𝑙𝑙𝑒𝑟 𝑡ℎ𝑎𝑛 512 𝑖𝑛 𝑠𝑚𝑎𝑙𝑙𝑒𝑟 𝑠𝑦𝑠𝑡𝑒𝑚𝑠)

▪ Due to interoperability between HW registers (32/64/128/256)-bit and Encryption units, 
▪ Architectures define blocks in multiples of Cipher Block Sizes (i.e., 128-bits), e.g., AES-NI/ARM: AES-128, AES-256, AES-512, etc.
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Enciphering Properties (2)
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▪ Most implementations are limited to 4096 cipher blocks per request, (e.g., TLS, Missing 
Jumbo in MACSec)

▪ Given these factors, it would be highly preferable for Accordion modes to,

▪ Define Accordion Cipher-Blocks, Hashes and Keys as multiples of 128-bits. (90% cases)

▪ For other sizes, padding rules must be defined and security validated/assured. (10% 
cases.)

▪ Update number of cipher blocks to 16384 (i.e., 214 ) from 4096 (i.e., 212)

▪ with Rijndael-256-256, it has the necessary future proof single payload size support. 

▪ This RISC style approach permits Accordion HW designs to be compatible, efficient 
and within safe manufacturing bounds.
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Parallelism
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▪ Current architectures support three levels of pipelined Parallelism.
▪ Key Schedule Parallelism (like current AES key schedules)
▪ Encryption Stage Parallelism like the 14 stages of AES (128-bit block, 256-bit keys)
▪ Tweakable Block (like AES-NI encryption in multiples of 128-bit)

▪ New designs should introduce two more multiprocessing methods
▪ Per Message Parallelism: For large packets, implementations can support multi-

processing across multiple AES units.
▪ Integrity or MAC parallelism: Most implementations miss multi-processing MACs or 

integrity checks.
▪ This initiative should prove out as the most important performance enhancement.

▪ These 5-levels of parallelism are recommended for Accordion modes. 
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Confirmations
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▪ The penalties of missing/failing a decryption in a pipeline (e.g., HW) are 
▪ Costly in proportion to speed.
▪ Most HW complete ops. in two passes. (HW packet recirculation is common.)
▪ Using Key Confirmations prevent such penalties and utmost important in AEAD.

▪ All messages should be confirming both Integrity and Enciphering Keys, 
however, some applications may keep them optional.
▪ Persistent or resident encryption like disk and storage may not need this.

▪ Implementations can include other confirmations like enciphering or domain 
parameters for better application related security assurances.

▪ This will be a highly preferable feature set for the Accordion mode.
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Fast Drop Tagging
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▪ Fast drop tags is a method to achieve message parallel cross-compatibility and confirmations 
(e.g., keys.)

▪ Many current modes push items like Flow Control and Attack Prevention to the upper layers.
▪ These layers may allow DoS attacks if not using AEAD ciphers over upper-layer headers,

1. Inline – DoS as packets can get queued in the stack until flow control processing.
2. No upper bound – An attacker can DoS replay in leaps shortening the window.

▪ In compromised and mirrored hypervisors, VMs and containers, it may be possible to mirror ciphertext based on 
protocol knowledge, e.g., SPI, RTSP headers to a compromised unit with an upper layer side-channel in JavaScript, 
e.g., attacks on multicast groups.

▪ While subject to bad implementations, such attacks have been known to occur in the past.

▪ Not all systems can incur the costs of Enclaves, or Cloud/Global TPMs and HSMs.
▪ Fast Drop Tags implementing bounds on flow control and providing service segmentation 

adaptation and assembly in cipher-modes to thwart or eliminate such attacks.
▪ It is highly preferable for Accordion designs to include this functionality.
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Prevention of Padding 
Attacks (1)
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▪ Previous cipher-modes have had some issues with the first-two blocks 
(CTR/CBC) (due to implementation error) leading to 
▪ The introduction of authenticated encryption like AES-GCM.
▪ Repetition Padding Attacks due to Chosen Plaintext and Chosen Ciphertexts + padding.
▪ Attacks from late-stage verification of cryptographic algorithms (a FIPS 140-2/3 release is 

usually 6 months after an initial release.)

▪ Padding and enciphering must support, both bits and byte modes.
▪ Bit-Mode is for IoT and other stream applications like MPEG bit-fields.
▪ Variable Bit-padded cipher blocks are more difficult to crack than Byte-padded cipher 

blocks. 
▪ Currently less than 96-bits can be brute-forced. This applies to certain fields securely 

encrypted, however, the field itself can be brute-forced or rainbow tabled.
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Prevention of Padding 
Attacks (2)
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▪ Implementations must use different padding bits for Integrity Calculations 
and Enciphering Padding Schemes.
▪ Additionally necessary to support integrity checking at intermediate nodes in transport without 

decryption.

▪ It should be a must to provide the proofs and results alongside submissions
▪ Theoretical Proofs of IND CCA1, CCA2 and IND-CPA, IND-CPA2
▪ Formalized testing of the same and provided under the new FIPS ACTS (i.e., CAVP test).

▪ This is already a required property of an Accordion mode.
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Accordion Compliance 
Section 3
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▪ Modes must support selecting parameters to comply with the 3 types mentioned in Section 
3. of the Accordion requirements.
▪ ACL postpones the discussion of its atnaCM details until the final requirements of 

Accordion mode making some adjustments if necessary.
▪ Approaches of Accordion Mode should support

▪ Segmentation – Allowing or preventing access to sub-segments of ciphertext.
▪ Such support should allow random-access to ciphertext sub-segments.

▪ As kernel sk-buffs (Linux), mbuffs (BSD) only allow a tail increment of (36/40)-bytes.
▪ Current Verification Tags  or MAC(s) must be within this limit to prevent 

performance loss due to fragmenting an sk-buff in two.
▪ Also simplifies message exchange across the OS kernel to user space interfaces.

▪ Should support extendibility and adaptability methods due to diverse application needs.
▪ Should facilitate backdoor free, data search in the encrypted form and law enforcement.
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Accordion Compliance 
(Misc.)
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▪ Approaches of Accordion Mode should support
▪ Segmentation – Allowing or preventing access to sub-segments of ciphertext.

▪ Such support should allow random-access to ciphertext sub-segments.
▪ As kernel sk-buffs (Linux), mbuffs (BSD) only allow a tail increment of (36/40)-bytes.

▪ Current Verification Tags  or MAC(s) must be within this limit to prevent 
performance loss due to fragmenting an sk-buff in two.

▪ Also simplifies message exchange across the OS kernel to user space interfaces.
▪ Should support extendibility and adaptability methods due to diverse application needs.
▪ Should facilitate backdoor free, data search in the encrypted form and law enforcement.
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Accordion Feedback
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▪ Parameter Lengths – Key (n * 128-bit), Tweak (n * cipher-block-length), data-input (any size 
with efficient lengths (90% cases) and inefficient lengths (10% cases)

▪ 256-bit cipher blocks – Yes, in short, any multiple of 128-bits.
▪ Security Goals – many, in general – known attack free at 256 bit. min strength, PRF: Keyed, 

min 384-bits (~strength 192 bits or more)
▪ AEAD – Yes, in general: support all three operational cases in Accordion Requirements, 

however, there may be algorithms that a preferred in each case.
▪ Potential Design Strategies – SW/HW/FW Codesign, Facilitate fast path applications
▪ Performance Targets – At optimal rates, it should be faster than comparable AES-GCM.
▪ Please review the document ”ATNA Accordion Cipher-mode Proposal Summary” submitted 

alongside this presentation for some additional information.
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