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Supply Chain Security as an (inter)national 
priority
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But, what “should” we do?
And, what’s everyone else doing?
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Doing secure software supply chain science: 
empirical studies to answer those questions

Andrey Kiselev/stock.adobe.com 
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Chatham House Rules and other 
non-disclosures of company/agency 
identification
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chrt2hrt / stock.adobe.com
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But, what “should” we do?
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Oh, so many guiding frameworks … 
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And also …  
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Proactive Software Supply Chain Risk Management 
(P-SSCRM) framework

800-161
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P-SSCRM Framework - Lifecycle View
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P-SSCRM Framework (4 Groups, 15 Practices, 73 Tasks) 

Governance 
(23 tasks)

Product 
(19 tasks)

Environment 
(23 tasks)

Deployment 
(8 tasks)

● Perform compliance 
(5)

● Develop security 
policies (6)

● Manage suppliers (5)

● Train (3)

● Assess and manage 
risk (4)

● Develop security 
requirements (2)

● Build security in; 
software security (5)

● Manage component 
choices (5)

● Discover 
vulnerabilities (4)

● Manage vulnerable 
components (2)

● Safeguard artifact 
integrity (6)

● Safeguard build 
integrity (7)

● Secure 
environment (10)

● Respond to 
vulnerabilities (6)

● Monitor 
intrusions/
violations (2)
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Mapping of “all the things” to “all the things”

Bi-directional 
equivalence
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Task Naming Convention

P.2.1:  Security Design Review

Group

Practice 

Task
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Layout of P-SSCRM (v1.0)
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Task coverage with all the frameworks #[#unique]
Framework Governance Product Environment Deployment Total

P-SSCRM 23 19 22 8 73

EO / SSDF 11 14 4 5 34/34

Self-attestation 8 12 4 5 23/34 SSDF

BSIMM 17 [1] 14 2 4 37/125

SLSA 2 1 3 0 6/6

NIST 800-161 20 [5] 10 9 5 [1] 44/183

OWASP SCVS 1 5 5 0 11/11

S2C2F 3 7 [1] 3 2 [1] 15/15

CNCF SSC 4 6 13 [8] 1 [1] 24/24
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Empiricism 

Andrey Kiselev/stock.adobe.com 
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And, what’s everyone else doing?
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Interview study

Good Studio /stock.adobe.com 
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� Nine companies
� Seven large (1000s)
� Two medium (100s) 

� Early adopter / progressive companies
� 61 interviews of approximately 1.5 hours 

(12/22 – 10/23)
� 1 Chief Information Security Officer (CISO)
� 27 Governance (software security group, risk 

management, vendor management)
� 23 Product (architect, developer, testers) 
� 10 Environment/Deployment (DevOps, Product 

Security Incident Response (PSIRT))



Where everybody’s at
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G.1 Compliance (5)

G.2 Policy (6)

G.3 Suppliers (5)

G.4 Training (3)

G.5 Risk (4)

P.1 Sec Req (2)

P.2 Soft Security (5)

P.3 Comp & Cont Choice (5)P.4 Discover Vuln (5)

P.5 Comp & Cont Mgmt (2)

E.1 Artifact (6)

E.2 Build (7)

E.3 Devel Environment (10)

D.1 Disclosure (6)

D.2 Monitor (2)

Average



Top 10 Tasks 
(4 Governance, 1 Product, 4 Environment, 1 Deployment)
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Task ID Task Name Firm Average
E.3.1 Authentication 1.00
P.4.2 Automated security scanning tools 0.97
G.4.1 Role-based training 0.97
E.2.7 Build output 0.94
G.2.3 Roles and responsibilities 0.92
E.3.7 Boundary protection 0.91
G.1.2 Software licenses 0.89
G.2.6 Protection of information at rest 0.86
D.1.3 Vulnerability disclosure 0.86
E.3.2 Environmental separation 0.84



Bottom 11 (due to tie) Tasks 
(3 Governance, 4 Product,  3 Environment, 1 Deployment)
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Task ID Task Name Firm Average
E.2.6 Reproducible Builds 0.03
P.5.1 SBOM consumption 0.03
P.3.3 Require signed commits 0.08
G.1.4 Deliver provenance 0.08
P.3.5 Prevent component vetting bypass 0.14
G.1.3 Produce attestation 0.17
D.2.2 Build process monitoring 0.18
G.1.5 Deliver SBOM 0.19
E.3.9 Ephemeral credentials 0.22
E.2.3 Defensive compilation and build 0.25
P.3.2 Trusted repositories 0.25



Oops! Accidental dependency vulnerability

22

Yingyaipumi/stock.adobe.com
Seventyfour i/stock.adobe.com



Code dependencies as an attack vector
Code dependencies as a weapon

23Siridhata/stock.adobe.com
Sergey Nivens /stock.adobe.com



Key Takeaways
� Adoption of Tasks is dangerously low

� Product Practice P3:  Manage component & 
container choices (5 tasks):  average adoption: 0.23
�P.3.1 Component and container choices: 0.39

�P.3.2 Trusted repositories: 0.25

�P.3.3 Require signed commits: 0.08

�P.3.4 Vetted third-party repositories:  0.31

�P.3.5 Prevent component vetting bypass:  0.14

� Product Practice P5:  Manage vulnerable 
components (2 tasks): average adoption = 0.24
�P.5.1 SBOM consumption: 0.03

�P.5.2 Dependency update:  0.44

� Environment Task E.2.2:  Verify dependencies and 
environment:  average adoption 0.28 
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Stock.adobe/Balint Radu 



Key Takeaways

� Third-party vendor’s security/compliance is rarely 
re-reviewed:  Product Task P.4.5 average adoption 
– 0.58 
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Stock.adobe/bearsky23 



Build infrastructure as an attack vector 

26



Key Takeaways

� Adoption of Tasks is dangerously low
� Environment Practice E2 Safeguard Build Artifacts (7 

tasks): average adoption 0.42

�E.2.1 Release policy verification: 0.33

�E.2.2 Verify dependencies and environment: 0.28

�E.2.3 Defensive compilation and build: 0.25

�E.2.4 CI/CD automation and protection: 0.47

�E.2.5 Secure orchestration platform: 0.64 

�E.2.6 Reproducible builds: 0.03

�E.2.7 Build output: 0.94
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Large Language Models (LLMs) as an attack 
vector 
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Key Takeaway
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Stock.adobe/WavebreakMediaMicro 



Another cross-cutting Takeaway 

The community is having a technical challenge with building 
and maintaining a comprehensive asset inventory:  
Governance Task 0.2.4 average adoption is 0.41
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https://www.cornerstoneresults.com/danger-lurks-in-your-inventory/



chrt2hrt / stock.adobe.com
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Point of View:  
The SSDF is a 
lot, but not 

enough 

Software 
Supply Chain 

Risk 
Management 
(P-SSCRM > 

SSDF > SBOM)

Executive 
Order [Self-

Attestation] = 
SSDF > SBOM

Executive 
Order = 
produce 

Software Bill 
of Materials 

(SBOM)

Executive 
Order on 

Improving the 
Nation’s 

Cybersecurity

Struggle for 
software 

security as a 
priority
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-- Summit attendees



What we would not know if we looked 
only at the SSDF
�Components and containers flow pretty 

freely into an organization without 
vetting or pre-screening

�A Solarwind—type of attack through the 
build infrastructure could happen pretty 
easily
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Stock.adobe/great19 



What we 
would not
know if we 
looked only 
at the SSDF
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Almost no one is requiring SBOMs from 
their suppliers or using an SBOM to react 
to security incidents or to identify 
which components need to be updated

The “screws need to be tightened” on 
the security requirements of third-party 
suppliers and continued compliance 
with these requirements.



What we would not know if we only 
looked at the SSDF

� Attack vectors that could lead to unauthorized or 
accidental access and alteration of project 
artifacts are still viable.

� Attack vectors through the development 
environments are pretty secure. 
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Call to Action

� Close down the novel 
attack vectors through 
adoption of newer tasks

� Develop tools to make 
securing the software 
supply chain easier
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Future work

� Publishing P-SSCRM and empirical results 

� Risk-based task adoption based on 
current state of supply chain attacks

� Mapping tasks to MITRE ATT&CK TTPs 
mitigations and more NIST controls

� Expanding mapped standards to include 
more non-US sources

� More interviews, longitudinal studies 

� Feedback and collaboration welcome!
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� Synopsys colleagues

� Sammy Migues

� Jamie Boote

� Ben Hutchison

� Yahoo colleagues

� Chris Madden 

� DJ Schleen

� Robert Hines

� NIST 

� Karen Scarfone

� All the interviewees

� NSF
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Stock.adobe/Vjom 



Resources
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P-SSCRM v0.4

http://tinyurl.com/2p8xx2b9




