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Falcon (NIST 2017) Mitaka (Eurocrypt 2022)

• Restricted parameter choices

• Hard implementation

• Fast

• Short signature

• Security NIST I,V

• More parameter choices

• Simpler implementation

• Fast

• Signature 15% larger

• Loss of 20-30 security bits

ANTRAG: Make the best of both worlds

POST-QUANTUM HASH-AND-SIGN OVER LATTICES
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HASH-AND-SIGN OVER LATTICES

Sign(𝐦, 𝐬𝐤Λ, 𝛾):

› 𝐜 ≔ 𝐻(𝐦)

› 𝐯 ← CloseVectorΛ,𝛾 𝐜

› 𝐬 ≔ 𝐜 − 𝐯

› Return 𝐬𝐢𝐠 ≔ 𝐬. cv

𝛾

Λ ⊂ ℝ𝑑

Verify(𝐦, 𝐬𝐢𝐠, 𝐩𝐤Λ, 𝛾):

› Accept iff 𝐬𝐢𝐠 ≤ 𝛾 and 𝐻(𝐦) − 𝐬𝐢𝐠 ∈ Λ. 

𝐶𝑉𝑃𝛾
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Sign(𝐦, 𝐬𝐤Λ, 𝛾):
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› 𝐬 ≔ 𝐜 − 𝐯

› Return 𝐬𝐢𝐠 ≔ 𝐬. cv

𝛾
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𝐶𝑉𝑃𝛾

Verify(𝐦, 𝐬𝐢𝐠, 𝐩𝐤Λ, 𝛾):
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cv

𝛾

Λ ⊂ ℝ𝑑

Remarks:

› Security : related to Close Vector Problem (CVP) hard 
to solve without 𝐬𝐤.

› Smaller DiscreteGaussianSampler 𝐬𝐤Λ,⋅ : better security. 

→ need 𝐬𝐤 of « good quality », i.e short basis.

𝐶𝑉𝑃𝛾Sign(𝐦, 𝐬𝐤Λ, 𝛾):

› 𝐜 ≔ 𝐻(𝐦)

› 𝐯 ← DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜

› 𝐬 ≔ 𝐜 − 𝐯

› Return 𝐬𝐢𝐠 ≔ 𝐬. 

HASH-AND-SIGN OVER LATTICES
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• 𝒦 = ℤ 𝑋 /(𝑋𝑛 + 1) ≈ ℤ𝑛 and 𝑞 is a prime

(𝑓, 𝑔)

(𝐹, 𝐺)

(1, ℎ)

(0, 𝑞)

NTRU LATTICES
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• 𝒦 = ℤ 𝑋 /(𝑋𝑛 + 1) ≈ ℤ𝑛 and 𝑞 is a prime
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• 𝒦 = ℤ 𝑋 /(𝑋𝑛 + 1) ≈ ℤ𝑛 and 𝑞 is a prime
• Small polynomials 𝑓, 𝑔 ∈ 𝒦
• Small 𝐹, 𝐺 ∈ 𝒦 such that 𝑓𝐺 − 𝑔𝐹 = 𝑞
• Large ℎ ≔ 𝑓−1𝑔 mod 𝑞
• Λ𝑁𝑇𝑅𝑈 ≔ { 𝑢, 𝑣 ∈ 𝒦2|𝑣 = 𝑢ℎ mod 𝑞}
• The secret key 𝑠𝑘 is the trapdoor. 𝑠𝑘 =

𝑓 𝐹
𝑔 𝐺 𝑝𝑘 =

1 0
ℎ 𝑞

Λ𝑁𝑇𝑅𝑈 ⊂ ℤ2𝑛

NTRU Trapdoor generation

NTRU LATTICES
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GAUSSIAN DISTRIBUTIONS
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• Gaussian Distribution 𝒩ℝ,𝑐,𝜎
ℝ
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• Gaussian Distribution 𝒩ℝ,𝑐,𝜎
ℝ

• Discrete Gaussian Distribution on ℤ: 𝐷ℤ,𝑐,𝜎 𝑐

𝜎

ℤ

• Discrete Gaussian Distribution on Ring ℛ: 𝐷ℛ,𝑐,𝜎
ℛ

GAUSSIAN DISTRIBUTIONS
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EFFICIENT DISCRETE GAUSSIAN SAMPLING
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KGPV sampler

[Kle00,GPV08]

⋯𝑏1 𝑏2𝑛∈ ℤ2𝑛×2𝑛

Falcon’s

Trapdoor 𝐬𝐤
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[Pre15]
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KGPV sampler

[Kle00,GPV08]

⋯𝑏1 𝑏2𝑛∈ ℤ2𝑛×2𝑛

Falcon’s

Trapdoor 𝐬𝐤

Hybrid sampler

[Pre15]

𝒃𝟏 𝒃𝟐 ∈ 𝒦2×2

Mitaka’s

Trapdoor 𝐬𝐤

⋯𝐯𝑭𝒂𝒍𝒄𝒐𝒏 =

2𝑛 Discrete Gaussian

Samplers on ℤ

𝐯𝑴𝒊𝒕𝒂𝒌𝒂 =

2 Discrete Gaussian

Samplers on 𝒦

[Pei10]
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KGPV sampler
Quadratic

⋯𝑏1 𝑏2𝑛∈ ℤ2𝑛×2𝑛

Falcon’s

Trapdoor 𝐬𝐤

Hybrid sampler
Quasi-linear

𝒃𝟏 𝒃𝟐 ∈ 𝒦2×2

Mitaka’s

Trapdoor 𝐬𝐤

⋯𝐯𝑭𝒂𝒍𝒄𝒐𝒏 =

2𝑛 Discrete Gaussian

Samplers on ℤ

𝐯𝑴𝒊𝒕𝒂𝒌𝒂 =

2 Discrete Gaussian

Samplers on 𝒦

[Pei10]

EFFICIENT DISCRETE GAUSSIAN SAMPLING
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Hybrid sampler
Quasi-linear

𝒃𝟏 𝒃𝟐 ∈ 𝒦2×2

Mitaka’s

Trapdoor 𝐬𝐤

𝐯𝑴𝒊𝒕𝒂𝒌𝒂 =

2 Discrete Gaussian

Samplers on 𝒦

[Pei10]

FFO sampler [DP16]
Quasi-linear

Falcon’s tree: complicated

Trapdoor 𝐬𝐤

𝐯𝑭𝒂𝒍𝒄𝒐𝒏 =

2𝑛 Discrete Gaussian

Samplers on ℤ

ℚ 𝑋 /(𝑋𝑛 + 1)

ℚ 𝑋 /(𝑋𝑛/2 + 1)

ℚ 𝑋 /(𝑋𝑛/4 + 1)
ℚ

⋯
⋯

⋮
⋮

EFFICIENT DISCRETE GAUSSIAN SAMPLING
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c

Falcon

𝐯𝑭𝒂𝒍𝒄𝒐𝒏
𝐬𝐢𝐠𝑭𝒂𝒍𝒄𝒐𝒏

𝐬𝐢𝐠𝑭 ∝ 𝐬𝐤 𝐹𝐹𝑂≈ 1.17 𝑞

Mitaka

𝐯𝑴𝒊𝒕𝒂𝒌𝒂

c

𝐬𝐢𝐠𝑴𝒊𝒕𝒂𝒌𝒂

2.04 𝑞 ≈ 𝐬𝐤 ℎ𝑦𝑏𝑟𝑖𝑑 ∝ 𝐬𝐢𝐠𝑴

SAMPLER/SIGNATURE’S SIZE
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with ⋅ defined by the sampler .  

Goal: reduce 𝛼.

The security of the scheme depends on the quality 𝛼 of the trapdoor

𝛼 =
𝐬𝐤

𝑞
=

1

𝑞

𝑓 𝐹
𝑔 𝐺

QUALITY 𝛼 AND TRAPDOOR GENERATION
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with ⋅ defined by the sampler .  

Goal: reduce 𝛼.

› Observation: 𝛼 only depends on 𝑓, 𝑔.

› Falcon’s method: Sample 𝑓, 𝑔 from a small 𝐷ℤ𝑛,0,𝜎
With a reasonable number of repetitions

we can find 𝑓, 𝑔 with 𝐬𝐤 ≤ 𝛼(𝜎) 𝑞.

› Our method:

The security of the scheme depends on the quality 𝛼 of the trapdoor

𝛼 =
𝐬𝐤

𝑞
=

1

𝑞

𝑓 𝐹
𝑔 𝐺

ANTRAG: Annular Trapdoor Generation

𝛼ℎ𝑦𝑏𝑟𝑖𝑑 = 1.14

QUALITY 𝛼 AND TRAPDOOR GENERATION
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ℤ𝑛 ≈ 𝒦 ∋

𝑛

𝑓𝑖𝑥
𝑖 = 𝑓 𝑓 𝜁1 , ⋯ , 𝑓 𝜁𝑛 ∈ ℂ𝑛

DFT

ANTRAG: ANNULAR NTRU TRAPDOOR GENERATION
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• For fixed 𝛼ℎ𝑦𝑏𝑟𝑖𝑑 = 𝛼, we want to find 𝑓, 𝑔 such that for ∀𝑖 ≤ 𝑛

ℤ𝑛 ≈ 𝒦 ∋

𝑛

𝑓𝑖𝑥
𝑖 = 𝑓 𝑓 𝜁1 , ⋯ , 𝑓 𝜁𝑛 ∈ ℂ𝑛

DFT

𝑞

𝛼2
≤ 𝑓 𝜁𝑖

2 + 𝑔 𝜁𝑖
2 ≤ 𝛼2𝑞

ANTRAG: ANNULAR NTRU TRAPDOOR GENERATION
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𝑖

𝛼 𝑞𝑞/𝛼

ℂ
0

𝑓 𝜁𝑖 , 𝑔 𝜁𝑖 𝑖≤𝑛
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ANTRAG: ANNULAR NTRU TRAPDOOR GENERATION (1)

𝐷𝐹𝑇 representation

ℂ
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𝛼 𝑞𝑞/𝛼0

Sampling 

𝑛 uniform

points 
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ANTRAG: ANNULAR NTRU TRAPDOOR GENERATION (1)

𝐷𝐹𝑇 representation

ℂ

𝑖

𝛼 𝑞𝑞/𝛼0

𝐷𝐹𝑇

𝛼 𝑞𝑞/𝛼0

𝑖

Sampling 

𝑛 uniform

points 

Rounding

error

15

ሚ𝑓

𝑔

𝐷𝐹𝑇−1

ℝ𝑛 representation

ℤ𝑛

Coefficient Rounding

𝑓

𝑔



𝑖

𝛼 𝑞𝑞/𝛼0

𝐷𝐹𝑇 representation

ℂ

𝑖

𝛼 𝑞𝑞/𝛼0

Sampling

𝑛 uniform

points 

See error

analysis in 

AsiaCrypt23

paper

𝐷𝐹𝑇

𝑖

𝛼 𝑞𝑞/𝛼0

ANTRAG: ANNULAR NTRU TRAPDOOR GENERATION (2)
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Formal security
• Same as Falcon

→ Security of keys : based on NTRU assumption

→ Security of signatures : based on GPV framework

SECURITY OF ANTRAG’S TRAPDOOR
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Concrete security
• Signature forgery: 

→ Improved trapdoor for hybrid sampler => signature has the same security level as  Falcon’s

• Key recovery:

→ Usual attacks: same as Falcon 

→ Attack from the structure of Antrag: voided due to rounding error

Formal security
• Same as Falcon

→ Security of keys : based on NTRU assumption

→ Security of signatures : based on GPV framework

SECURITY OF ANTRAG’S TRAPDOOR

ANTRAG’s trapdoor has the same security level as FALCON’s

17



Classical sec (bits)

Key size (bytes)

Sign size (bytes)

Keygen (𝑚𝑠)

Signing (𝜇𝑠)

Verification (𝜇𝑠)

512

Falcon Antrag-1r Antrag-1s

123 123 122

896 896 768

666 666 590

6.4 5.7 6.1

202 115 120

27 24 42

PERFORMANCE: FALCON VS ANTRAG
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1024

Falcon Antrag-5r Antrag-5s

284 284 257

1792 1792 1664

1280 1280 1208

19.1 19.1 15.4

399 240 238

58 49 88

Antrag-Xr parameters are fully compatible with Falcon

• Same format for keys and signatures 

• The verification algorithm of each accepts signatures from the other.

 Antrag-Xs parameters are optimized for the signature’s size/security

• Shorter keys and signatures while maintaining the same security level.



CONCLUSIONS

19

Antrag : Novel technique to generate high quality trapdoors for the hybrid Gaussian sampler 

→ gives much simpler signature scheme with improved performance + no security loss

→ supports all NIST security levels (I to V)

→ achieves full verification compatibility with Falcon or shorter keys and signatures.

ia.cr/2023/1335 github.com/mti/antrag_opt

ia.cr/2023/1335
github.com/mti/antrag_opt


THANK YOU!
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