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About VOX 

UOV 

Let Fq be a fnite feld with q elements and o < v be integers. The 
number of equations in UOV scheme is equal to o, the number of 
variables is given by n = v + o. 
UOV’s central map F = (f (1), . . . , f (o)) : Fn → Fo consists of oq q 
polynomials of the form � � 

f (k)(x1, . . . , xn) = (x1, . . . , xn) 
∗ v 

∗ o×v 

∗ v×o 

0o 
(x1, . . . , xn)

⊤ 

which is quadratic in x1, . . . , xv (vinegar variables) and linear in 
xv+1, . . . , xn (oil variables). 
The secret key of UOV is (F , S) where S is a random linear map 
S : Fn → Fn . The public key of UOV is P = F ◦ S.q q 
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About VOX 

UOV+̂ 
In the UOV+̂ variant, the frst t polynomials of the central map 
F = (f (1), . . . , f (o)) : Fn → Fo is substituted with random q q 
quadratic map, and an additional random linear map T : Fo → Fo 

q q 
is applied to mix totally random polynomials with structured 
polynomials. 
The public key of UOV+̂ is P = T ◦ F ◦ S. 

o 

t 

o − t 

v 

Figure: Shape of the central map F of UOV ̂+. 
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About VOX 

QR Variant 

Let Fq be a fnite feld with q elements. Let V > O, c be integers 
and set v = Vc , o = Oc , N = V + O, n = v + o = Nc . 
We also fx a ring homomorphism ϕ from the extension feld Fqc to 
c-by-c matrix ring over base feld Fq. 
The idea of QR variant is to substitute each random c-by-c block 
of the matrices introduced in the secret key (F , S, T ) and public 
key P into a matrix of the form ϕ(a) for some a ∈ Fqc . 
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About VOX 

QR Variant 
As a result, from the central map of QR variant we can construct 
an equivalent UOV+̂ instance with secret key (F , S, T ) defned 
over Fqc and public key P = T ◦ F ◦ S, by pulling back each 
c-by-c block to the corresponding element on Fqc . � � 

∗ v ∗ v×of (k)(x1, . . . , xn) = (x1, . . . , xn) (x1, . . . , xn)
⊤ 

∗ o×v 0o 

⇓ substitute � � 
ϕ(ai ,j )V ϕ(ai ,j )V ×Of (k)(x1, . . . , xn) = (x1, . . . , xn) (x1, . . . , xn)

⊤ 

ϕ(ai ,j )O×V 0o 

⇓ pull-back� � 
(k) ai ,j V ai ,j V ×Of (X1, . . . , XN ) = (X1, . . . , XN ) (X1, . . . , XN )

⊤ 

ai ,jO×V 0O 
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About VOX 

VOX 

VOX is just UOV+̂ combined with QR variant! 

t 

o − t 

o 

t 

o − t 

v 
O = o/c 

V = v /c=⇒ 

Figure: Shape of the central map F of VOX after pull-back. 
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About VOX 

Recommended Parameters of VOX 

Variant q O V t c Security 
VOX-Ix 251 4 5 6 13 145 
VOX-Iy 251 5 6 6 11 151 
VOX-Iz 251 6 7 6 9 150 
VOX-IIIx 1021 5 6 7 15 209 
VOX-IIIy 1021 6 7 7 13 219 
VOX-IIIz 1021 7 8 7 11 215 
VOX-Vx 4093 6 7 8 17 287 
VOX-Vy 4093 7 8 8 14 276 
VOX-Vz 4093 8 9 8 13 293 

Table: Recommended parameters of VOX. 
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The MinRank Problem 

The MinRank Problem 

MinRank attack usually constructs a MinRank problem and solve 
for it. 
The MinRank problem asks for a linear combination of given 
matrices that has a specifc rank. 
General linear combinations of full rank matrices are usually full 
rank again, and this problem is shown to be NP-hard. 
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The MinRank Problem 

Methods for Solving the MinRank Problem 

For a m-by-n matrix M, how to determine if it has rank r? 

▶ Minors method: Calculate the r minors of the matrix. 
▶ Kipnis–Shamir method: Calculate the n − r dimension kernel 

space of the matrix. 
▶ Support-Minors method: Formally write out the r dimension 

row space of the matrix, and concatenate each row above it, 
calculating the (r + 1) minors of the augmented matrix. 
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The MinRank Problem 

Methods for Solving the MinRank Problem 

For minors method and Kipnis–Shamir method, we usually consider 
the Groebner basis of the ideal generated by equations; 
For Support-Minors method, we usually use bilinear XL-algorithm, 
which multiplies monomials to equations and solve for linear system 
of the monomials. 
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Practical Attack 

Our First Observation 

This attack is frst observed in the NIST UOV submission. For the 
central map of UOV with v vinegar variables, o oil variables and o 
polynomials, if we take out the last column of every matrix and 
combine them together to form a new matrix, this new matrix will 
have rank at most v . 

o 

v 

This is trivial since v > o for UOV scheme. 
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For the central map of UOV+̂ with v vinegar variables, o oil 
variables, t random polynomials and o polynomials in total, if we 
take out the last column of every matrix and combine them 
together to form a new matrix, it will have rank at most v + t 
when t < o. 

o 

v 

t o − t 

This is still trivial since v > o > o − t. 
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Practical Attack 

Our First Observation 

For the central map of VOX over Fqc with V = v/c vinegar 
variables, O = o/c oil variables, t random polynomials and o 
polynomials in total, if we take out the last column of every matrix 
and combine them together to form a new matrix, it will have rank 
at most V + t when t < O and V < o − t. 

t o − t 

O 

V 

For VOX’s parameters we have O ≤ t, so the rank is at most 
V + O, which is still trivial. (See next page for parameters) 
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Practical Attack 

VOX’s Parameters (Recap) 

We have 2O > t ≥ O for the parameters of VOX. 

Variant q O V t c 
VOX-Ix 251 4 5 6 13 
VOX-Iy 251 5 6 6 11 
VOX-Iz 251 6 7 6 9 
VOX-IIIx 1021 5 6 7 15 
VOX-IIIy 1021 6 7 7 13 
VOX-IIIz 1021 7 8 7 11 
VOX-Vx 4093 6 7 8 17 
VOX-Vy 4093 7 8 8 14 
VOX-Vz 4093 8 9 8 13 

Jintai Ding 

Practical and Theoretical Cryptanalysis of VOX 



Preliminaries Our Attacks SNOVA Scheme 

Practical Attack 

Our First Observation 

The aforementioned steps yields a matrix F̃N with V + O rows and 
o columns. 
Notice that we can do the aforementioned steps using the last 
second column of each central map matrix instead, and get another 
matrix F̃N−1. Combining F̃N−1 and F̃N vertically, and the new 
matrix will have rank at most 2V + t, which is nontrivial since we 
have 2O > t now. 

t o − t 

O 
V 
O 
V 
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Practical Attack 

Our Second Observation 

We denote F̃i to be the (V + O)-by-o matrix generated by i-th 
column of each central map matrix, and denote P̃i to be the 
(V + O)-by-o matrix generated by i-th column of each public key 
matrix. 
We fnd that there exists a pair of matrices (S , T ), such that 

(P̃1, . . . , P̃N )(S
−1)⊤ = (SF̃1T , . . . , SF̃N T ) 

Therefore there exists x1, . . . , xN , y1, . . . , yN ∈ Fqc such that � PN ˜ 
� h i � � h 

˜ 
i 

i=1 xiPi SF̃  
N−1T S 0 FN−1PN ˜ = = · · T 

Pj S ˜ 0 S ˜ 
j=1 yj FNT FN 

has rank at most 2V + t, which is a MinRank problem. 
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Practical Attack 

Our Practical Attack 

Recall that MinRank problem is usually solved using Kipnis–Shamir 
method or support-minors method. 
In general support-minors method performs better. 
We frst tried support-minors but fnd it did not work. 
However, Kipnis–Shamir method was very efcient. 
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Our Practical Attack 

We used Kipnis–Shamir method to transform this MinRank 
problem into a system of quadratic polynomials over xi , yj and 
additional variables. 
Let r = 2V + t. Recall that the target matrix we want is a 
2(V + O)-by-o matrix. Therefore if it has rank r , it must have a 
dimension 2(V + O) − r left kernel space. Therefore our matrix 
equation is � PN 

�� � P̃ii=1 xiZ I2V +2O−r · PN Pj 
= 0(2V +2O−r)×o 

j=1 yj 
˜ 

from which we get (2V + 2O − r) · o quadratic equations. 
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Practical Attack 

WE BROKE ALL THE INSTANCES OF VOX! 

We conducted our experiment using Magma on a server with CPU 
a 2.40GHz Intel Xeon Silver 4214R CPU. 

Variant dreg Running Time (second) Total Memory Usage (MB) 
VOX-Ix 3 0.170 32.09 
VOX-Iy 3 0.510 32.09 
VOX-Iz 3 27357.799 6147.06 
VOX-IIIx 3 0.440 32.09 
VOX-IIIy 3 0.790 32.09 
VOX-IIIz 3 26.170 157.69 
VOX-Vx 3 1.240 64.12 
VOX-Vy 3 1.870 64.12 
VOX-Vz 3 51.530 256.00 

All parameters of VOX are practically broken!!! 
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Practical Attack 

Theoretical Analysis 

For an estimation of the solving degree of the quadratic system we 
get, we introduce the work of Nakamura, Wang and Ikematsu. 
In their paper they introduced Dmgd which is the smallest total 
degree of monomials with negative coefcients in Qd 

=1(1 − t0ti )o 
i Qd(1 − t0)2V 

=1(1 − ti )r i 

where d is the number of rows we choose in [ Z I ]. 
This value Dmgd is believed to bound from above the solving 
degree, and gives an upper bound for the complexity estimation. 
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Practical Attack 

Theoretical and Experimental Results of Practical Attack �2V +dr+Dmgd 
�ω 

Here we take ω = 2.376 and use C = Cfeld toDmgd 

estimate the complexity, where Cfeld = 2 log2(q
c )2 + log2(q

c ). 
Dexp is the practical degree of regularity (maximal step degree) 
during the experiment. 

Variant d Dmgd log2 C Dexp Running Time (second) Total Memory Usage (MB) log2 Crevised 

VOX-Ix 1 5 55.67 3 0.170 32.09 42.51 
VOX-Iy 1 6 63.55 3 0.510 32.09 43.41 
VOX-Iz 1 7 71.36 3 27357.799 6147.06 44.04 
VOX-IIIx 2 4 58.87 3 0.440 32.09 45.27 
VOX-IIIy 1 5 60.97 3 0.790 32.09 46.03 
VOX-IIIz 1 6 69.11 3 26.170 157.69 46.61 
VOX-Vx 2 4 61.70 3 1.240 64.12 47.61 
VOX-Vy 1 5 63.83 3 1.870 64.12 48.08 
VOX-Vz 1 6 72.41 3 51.530 256.00 48.80 

Clearly this theoretical analysis is not accurate. We tried to 
understand why but it is an interesting challenge. 
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Another Theoretical Attack 

The Idea of the Theoretical Attack 

Recall that the idea of QR variant is to substitute each random 
c-by-c block of the matrices introduced in the secret key (F , S, T ) 
and public key P into a matrix of the form ϕ(a) for some a ∈ Fqc . 
The point is that if c = c1c2 is a composite number, such c-by-c 
block can be divided into smaller c1-by-c1 blocks, and such division 
is compatible with the subfeld structure. 
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Another Theoretical Attack 

As such we can construct an equivalent UOV+̂ instance over Fqc1 

′ ′with V = c2V vinegar variables, O = c2O oil variables, t random 
polynomials and o polynomials in total. 
The basic idea is to perform the attack on the subfeld Fqc1 instead. 
As long as c2O > t and c2V < o − t, the attack is applicable. 

t o − t 

c2O 

c2V 

Jintai Ding 

Practical and Theoretical Cryptanalysis of VOX 



Preliminaries Our Attacks SNOVA Scheme 

Another Theoretical Attack 

Estimated Complexity of Another Theoretical Attack 

λ q O = o/c V = v/c c c2 t log2 C 
128 251 

251 
6 
5 

7 
6 

9 
10 

3 
2 

6 
6 

112.46 
49.64 

192 1021 5 6 15 3 7 69.48 
256 4093 7 8 14 2 8 48.04 

Table: Estimated complexity of MinRank attack over the intermediate 
feld Fqc1 on VOX parameters. 

We did not perform any practical attack on this. 
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About SNOVA Scheme 

The attack idea is to observe that an SNOVA scheme over l-by-l 
matrices over Fq with v vinegar matrix variables and o oil matrix 
variables should be considered as a plain UOV scheme over Fq with 
lv vinegar variables and lo oil variables, instead of l2v vinegar 
variables and l2o oil variables that was asserted by submitters. 
This results in some complexity loss in cryptanalysis, in particular 
when l = 2. 
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About SNOVA Scheme 

Our analysis result is listed below in the left part, compared with 
the complexity given by submitters in the right part. 

SL (v , o, q, l) K-S Reconciliation Intersection 
(28,17,16,2) 109/181 117/192 77/275 

I (25,8,16,3) 223/617 174/231 680/819 
(24,5,16,4) 322/1221 191/286 1015/1439 
(43,25,16,2) 167/293 178/279 276/439 

III (49,11,16,3) 477/1373 231/530 1919/1631 
(37,8,16,4) 485/1861 292/424 1508/2192 
(61,33,16,2) 249/453 262/386 395/727 

V (66,15,16,3) 635/1841 307/707 2547/2178 
(60,10,16,4) 822/3205 360/812 2831/3602 

We would like to point out that our attack can be easily corrected 
by adjusting the parameters. 
The details of the attack are left to the next talk. 
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