0 CLOUD.GOV (&) Pages

Deploying Federal
Websites Faster with the
Cloud.gov Pages ATU



Government agencies have a
mission to accomplish —

and most of the time,
technology itself isn’t the mission.




The three Hard Problems in government
that block agencies from accomplishing their mission

1. Contracts to buy things 2. Hiring staff is hard 3. Regulatory compliance
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Micro, small, and medium agencies struggle even more in
this ecosystem to accomplish their mission.



More than 4,000 pages
of requirements

(that increase and change in scope every year)




We use our position, context, and
expertise inside government

to help agency customers
solve the three Hard Problems .




What problem is Cloud.gov solving?

Need Solve the mission need Deliver

agency-identified Internal or external; app, website or workflow Per agency mission

Imagine that an office or an agency with a mission needs to stand
up a website, or possibly operate a small database to collect data
or run a workflow pertinent to their regulatory mission. It may be
public-facing or government-facing.



What problem is Cloud.gov solving?

Need Contract vendor Build the app Get an ATO Deliver

agency-identified Services for AWS/Azure/etc Software development “Authority To Operate” Per agency mission
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In total, delivering a small mission-focused project using
technology can take 3+ years from start to finish. All of these
steps are hard, and many mission-focused agency staff get little
help because their organizations are too small or aren’t structured
to help them.



What problem is Cloud.gov solving?

Need IAA w/ Cloud.gov Build the app Get an ATO Deliver

agency-identified Services for cloud hosting Software development “Authority To Operate” Per agency mission

M

Cloud.gov helps agencies ship a small mission-focused technology
project in as little as four months. This means agency staff can
meet mission needs faster and spend less time on contractual and
compliance burdens. Getting to DONE faster saves money and
frees up staff to focus on the mission and not on the logistics.



CLOUD.GOV IS:

A shared cloud computing service that
helps agencies deliver websites and web
applications securely so agencies can
accomplish their real work.



Cloud.gov is a Platform
as a Service (PaaS).

It is based on open source
Cloud Foundry and built
on AWS GovCloud.

It has baked-in federal
security compliance with
FedRAMP moderate
authorization.
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How do we help solve

engineering and compliance for
government teams?




Solving engineering

Make infrastructure as simple
and fast as possible



Secure baseline
Engine upgrades

Backups

Persistent disk

Physical access



Solving engineering: Principle 1

Manage as much as possible for

the customer







Solving engineering: Principle 2

Make everything self-service




Description

Default Value

storage

Number of GB available
to the database instance

10

enable_functions

Boolean to enable
functions, procedures,
and triggers on MySQL
databases

false

version

Specifies a supported
major version in RDS
(must be in quotes)

PostgreSQL:
15 , MySQL
8.0

backup_retention_period

Specifies a number of
days to retain daily
snapshots.

14

binary_log_format

Specifies the format for
MySQL binary logging.
Only supported for
MySQL database plans.
Valid options: ROW ,
STATEMENT , MIXED .

enable_pg_cron

Boolean to enable
pg_cron extensionon

PostgreSQL databases
(requires PostgreSQL 12.5
and above; see example
below for details)

false




Solving engineering: Principle 3

Simplify




1. Manage as much as possible
for the customer
2. Make everything self-service

3. Simplify



Customer Customer Customer
system system system

Managed service configuration * Secure container

Cloud. : '
oud.gov runtime * User management * Networking

AWS Managed service offerings * IAM * Virtual machines -

Manage physical infrastructure




What is Pages?



PAGES IS:

The easiest way for agencies to quickly
build, host, and manage public websites
compliant with federal regulations.



Pages - Site Deployment Workflow
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Why do agencies choose Cloud.gov Pages?

Support for modern web
frameworks

React, Vue, Angular, Svelte, 11ty, Gatsby
and more all run easily on Pages.

Custom domain support

Customers’ first 5 custom web domains are
included with any Pages agreement.

Free USWDS starter templates

Get a simple, accessible, and 21st Century
IDEA-compliant site running in minutes.

Unlimited preview URLs

Review and share work-in-progress for any
open Pull Request.



Pages works
best for:

(&) Pages

Simple static sites (Gatsby, Eleventy, etc)
Single Page Apps (React, Vue, Svelte, etc)
Publicly accessible content (no authentication)
FISMA Low data & security requirements
Rapid prototyping / proofs-of-concept
Content sites like blogs or documentation

Teams with limited engineering resources and
modest support needs

Web content managers with multiple sites to
maintain



Pages Automated
Site Reports

Federal websites must be
accessible and secure to comply
with OMB Memo 23-22 and other
ATO requirements.

Pages now monitors customer
sites for common security and
accessibility issues and provides
guidance for fixing them.

Please remember that automated testing tools are limited and can only detect some issues.

Accessibility reports for
https://federalist-1a4f517b-aed9-42ce-80b1-a61f0629c65d.sites.pages-

dev.cloud.gov/preview/cloud-gov/cg-site/update-1link-checker-workflow

(all pages)
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Please remember that automated testing tools are limited and can only detect some issues.

Vulnerability report for
https://federalist-1a4f517b-aed9-42ce-86b1-a61f8629c65d.sites.pages-
dev.cloud.gov (all pages)

SEVERITY COUNT
I o We've found 7 unsuppressed results in 45 places across this site.
CEIX °
m 6 I Unsuppressed Results
LOW RISK 6 SEVERITY FINDING
INFORMATIONAL 4 CIEIMETED  Application Error Disclosure in 2 places
Total results 16 QLD  sub Resource Integrity Attribute Missing in 12 places
All unsuppressed results 7 LOW RISK Cross-Domain JavaScript Source File Inclusion in 12 places
LOW RISK Private IP Disclosure in 6 places
This report was generated for build £785
scanned on Mon, 19 Aug 2024 15:54:10 LOW RISK Server Leaks Version Information via "Server" HTTP Response Header Fie
LOW RISK Strict-Transport-Security Header Not Set in 1 place
LOW RISK Timestamp Disclosure - Unix in 11 places

2\ suppressed or informational results

SEVERITY FINDING

{ MEDIUM RisK ] Absence of Anti-CSRF Tokens in 12 places

[ MEDIUM RisK ] Content Security Policy (CSP) Header Not Set in 13 places
[ MEDIUM RISK ] Source Code Disclosure - ActiveVFP in 8 places

[ MEDIUM RisK ] Source Code Disclosure - SQL in 2 places

Permissions Policy Header Not Set in 11 places

INFORMATIONAL

Comments in 11 places

Modern Web Application in 12 places

[TLITAIITY®  Re-examine Cache-control Directives in 12 places

LTSI  storable and Cacheable Content in 11 places

Medium risk findings (6)
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Who's using
Cloud.gov Pages?

e 19 federal agencies
e 48 interagency agreements
e 145 active websites

e 65+ million visitors per year

The Americans with
Disabilities Act (ADA)
protects people with
disabilities from
discrimination.




What is the Pages Authority to

Use (ATU)?




Why Does It Matter?

Federal agencies are required to meet
strict compliance and security standards
before deploying websites. The ATU
process

by providing them with
pre-filled templates and documentation.




Simplifying the ATO process

We do more so that agencies are responsible for less

Cloud Cloud.gov Cloud.gov
Infrastructure Platform Pages
Provider Service Service




More inherited controls, less work

Inherited from cloud.gov Pages Shared Agency Common System-Specific

6s [15]3  [37

Total controls for FISMA Low Impact system



What is the
Authority to Use
(ATU)?

Authority to Use (ATU) is a consolidated set
of documents that contain security and
compliance information for Low Impact
information resources like public websites.

It defines a process for reviewing the
security and compliance status of
government websites, which is required of
every agency to deploy and operate a
website.



What's included in the ATU
documentation package?

e Security Impact Categorization

e Privacy Threshold Analysis (PTA)

e Main ATU Template including website default diagram
e Configuration Management Plan (CMP)

e Contingency Plan (CP)

e Incident Response Plan (IRP)

e Control Guide based on the FedRAMP Rev5

e Recent vulnerability and code scan reports

e Sample ATU Letter

We provide everything an agency needs to be compliant.

GUIDANCE:
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The ATU Process

In four simple steps

Gather the necessary
documentation

Perform an ATU Security
Assessment

Schedule an ATU
evaluation and decision

Continue to monitor the
site’s security




Benefits of the Pages ATU Process

Developing a website from scratch typically requires significant investment in IT
equipment, compliance with regulatory standards, and completion of extensive
paperwork. With a Pages ATU, close to 90 percent of agency burden is covered.

Saves agency time
and money

Website owners can
avoid the high costs of
buying IT equipment and
managing extensive
regulatory paperwork.

Streamlines
documentation

Our pre-filled ATU
documentation is
designed to help you
meet security and
compliance requirements
with minimal effort.

Reduces agency
compliance burden

Our customers respond
to fewer controls and
paperwork while Pages
handles the majority of
controls and compliance
activities.

Provides resources
and help

Cloud.gov and Pages
provide extensive and
personalized assistance
including pre-filled
templates and in-house
guided ATU support.



Multiple ATU support options

Whichever approach agencies choose, we're here to help.

Hands-on Support Self-Supported Hybrid Approach
Get hands-on Agencies that prefer a A blend of guided and
assistance from Pages’ Do-It-Yourself (DIY) self-completion support
in-house specialists for approach can optionally for agencies needing
every step of the use our templates and flexibility.

process. guidance provided to

complete the ATU
independently.



Three hard problems

1. Contracts to buy things are hard
and slow

2. Hiring technical staff is hard
and slow

3. Regulatory compliance is hard
and slow

Agencies sign an IAA with GSA
instead of undergoing a contracting
process.

Our approach to engineering means
agencies need less specialized cloud
expertise on their teams and can
focus on their missions.

The Pages ATU covers 90% of
compliance effort, making
regulatory compliance faster and
easier.




More information

Reach out to learn more about our approach, or tell us how you're solving
these problems on your teams!

Source code: https://github.com/cloud-gov

Questions: inquiries@cloud.gov

Federal Platform Engineering Community:
https://github.com/GSA-TTS/federal-platform-engineering-cop

) cLoub.Gov &) Pages
cloud.gov cloud.gov/pages
support@cloud.gov pages-support@cloud.gov

#cg-support #cg-pages



