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DISCLAIMER: any mention of entities, equipment, materials, or services throughout this talk is for information only; it does not imply 
recommendation or endorsement by NIST, nor is it intended to imply best available solution for any given purpose.
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Security and Privacy Controls for Information Systems and 
Organizations Introductory Course

Based on NIST SP 800-53, Security and Privacy Controls for Information 
Systems and Organizations, explains the concepts of security and privacy 
controls and introduces the SP 800-53 control catalog
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Assessing Security and Privacy Controls in Information Systems 
and Organizations Introductory Course

Based on NIST SP 800-53A, Assessing Security and Privacy Controls in 
Information Systems and Organizations, explores a methodology and set of 
procedures for assessing and monitoring the effectiveness of SP 800-53 
controls selected and implemented.
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Control Baselines for Information Systems and Organizations 
Introductory Course

Based on SP 800-53B, Control Baselines for Information Systems and 
Organizations, provides an overview of the security and privacy control 
baselines and guidance for tailoring security and privacy control baselines 
to best support the management of organizational and system risks.
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Course Basics

• https://csrc.nist.gov/Projects/risk-management/rmf-courses
• Free of charge and no registration required
• Course player viewable on laptops, tablets, and smart phones

On-demand

• No defined order for completing the courses
• No quizzes -- provided for informational purposes only
• Transcript of the narration is available

Self-paced /
Self-guided

• Certificate of course completion is provided as a courtesy
o Does not attest to any qualifications, knowledge, or skill level
o NIST does not issue CEC or CPE credits

Certificate of 
Completion

• Organizations may integrate course materials into Awareness and Training program
o Download PowerPoint presentation
o Request Learning Management System (LMS) format

Course 
materials

https://csrc.nist.gov/Projects/risk-management/rmf-courses
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Course Access

https://csrc.nist.gov/Projects/risk-management/rmf-courses

https://csrc.nist.gov/Projects/risk-management/rmf-courses
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Downloadable version (PowerPoint)
• Does not include the certificate of completion

• Users must review and agree to the terms of 
use for each course.
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If you are unable to access the Google Form to access the terms of use
• Download and submit the PDF form and submit to sec-cert@nist.gov

• Please allow up to 5 business days for response if you submit the PDF form

Learning Management System (LMS) formats
• The narrated course content is available in AICC, cmi5, Experience API (xAPI), and 

SCORM (1.2, 2004)

• Submit request to sec-cert@nist.gov with course(s) requested, format requested, and 
a valid email address for receiving the requested material
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https://csrc.nist.gov/csrc/media/Projects/risk-management/documents/RMF%20Courses/Request_for_RMF_Introductory_Courses_fillable_form.pdf
mailto:sec-cert@nist.gov
mailto:sec-cert@nist.gov
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Backup Slides
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Security and Privacy Controls for Information Systems and 
Organizations Introductory Course

Based on NIST SP 800-37, Risk Management Framework (RMF) for 
Information Systems and Organizations: A System Life Cycle Approach for 
Security and Privacy, provides an overview of a methodology for managing 
organizational risk
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