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Migration to Post-Quantum Cryptography (PQC) 
Project Goal

Initiating the development of practices to ease migration from 
the current set of public-key cryptographic algorithms to new 
standardized algorithms published by NIST that are resistant 
to quantum computer-based attacks



Migration to PQC Project CRADA Collaborators

• Amazon Web Services, Inc. (AWS)
• Cisco Systems, Inc.
• Cybersecurity and Infrastructure Security Agency (CISA)
• Cloudflare, Inc.
• Crypto4A Technologies, Inc.
• CryptoNext Security
• Dell Technologies
• DigiCert
• Entrust
• HP, Inc.
• HSBC
• IBM
• Information Security Corporation
• InfoSec Global
• ISARA Corporation
• JPMorgan Chase Bank, N.A.
• Keyfactor

• Kudelski IoT
• Microsoft
• National Security Agency (NSA)
• NXP Seminconductors
• Palo Alto Networks
• PQShield
• QuantumXChange
• SafeLogic, Inc.
• Samsung SDS Co., Ltd.
• SandboxAQ
• Santander
• SSH Communications Security Corp
• Thales DIS CPL USA, Inc.
• Thales Trusted Cyber Technologies
• Utimaco
• Verizon
• VMware, Inc.
• wolfSSL



MIGRATION TO PQC PROJECT FOCUS

• Complement NIST PQC standardization effort
• Tackle challenges with adoption, implementation, and 

deployment of PQC
• Engage with the community including industry 

collaborators and across government to bring 
awareness to the issues involved in migrating to post-
quantum algorithms

• Coordinate with standard developing organizations and 
government and industry sectors community to 
develop guidance to accelerate the migration

• Support US Government PQC initiatives (White House 
NSM-10 (M-23-02), CISA, NSA CNSA 2.0, etc.)



MIGRATION TO PQC PRELIMINARY DRAFTS
PUBLIC COMMENT PERIOD ENDED FEBRUARY 20, 2024

• NIST SP 1800-38B, Quantum Readiness: Cryptographic Discovery
• (1) a functional test plan that exercises the cryptographic discovery tools to determine 

baseline capabilities; 
• (2) a use case scenario to provide context and scope our demonstration; 
• (3) an examination of the threats addressed in this demonstration; 
• (4) a multifaceted approach to start the discovery process that most organizations can 

start today; and (5) a high-level architecture based on our use case that integrates 
contributed discovery tools in our lab.

• NIST SP 1800-38C, Quantum Readiness: Testing Draft Standards for 
Interoperability and Performance

• (1) identification of compatibility issues between quantum ready algorithms, 
• (2) resolution of compatibility issues in a controlled, non-production environment, and 
• (3) reduction of time spent by individual organizations performing similar interoperability 

testing for their own PQC migration efforts.



MIGRATION TO POST-QUANTUM CRYPTOGRAPHY
 DISCOVERY WORKSTREAM

• Exploring the use of discovery tools to detect and report the 
presence and use of quantum vulnerable cryptography in 
systems and services, and the use of output from the tools to 
inform risk analysis for prioritizing actions to move away from 
quantum-vulnerable cryptography.



• PROJECT WEBSITE

• HTTPS://WWW.NCCOE.NIST.GOV/CRYPTO-AGILITY-CONSIDERATIONS-MIGRATING-POST-
QUANTUM-CRYPTOGRAPHIC-ALGORITHMS

• PROJECT COMMUNITY OF INTEREST (COI)

• WHO SHOULD BE IN OUR COMMUNITY OF INTEREST?

• REQUEST TO JOIN EMAIL: APPLIED-CRYPTO-PQC@NIST.GOV

• CONTACT THE PQC PROJECT TEAM

• APPLIED-CRYPTO-PQC@NIST.GOV

• BILL NEWHOUSE

• WILLIAM.NEWHOUSE@NIST.GOV 
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