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Risk Management Framework 
(formerly the FISMA Implementation Project) 
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ADDRESSES

CYBERSECURITY 
& PRIVACY
RISK

APPLICABLE TO 

ALL TYPES
OF SYSTEMS & 
ORGANIZATIONS

MANDATED BY 

OMB A-130 
FOR FEDERAL AGENCIES

The NIST Risk Management Framework (RMF) program conducts the research, development, and outreach to 
issue a portfolio of standards and guidelines to manage information security and privacy risk and fulfill NIST 

responsibilities under the Federal Information Security Modernization Act (FISMA).

PROVIDES LINKS TO 
OTHER KEY SUPPORTING

NIST PUBS
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3 - Cyber Supply Chain Risk Management 

5 - Protecting Controlled Unclassified Information

2 - RMF NIST Interagency Reports (IR)

1 - Federal Information Processing Standard (FIPS)

6 - RMF Quick Start Guides
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RMF Publication Ecosystem

4 - Privacy Engineering Program

NIST CSRC

53A
REVISION 5

ASSESSING
SECURITY AND PRIVACY CONTROLS

IN INFORMATION SYSTEMS
AND ORGANIZATIONS

SP 800-53A

161
REVISION 1
CYBER SUPPLY CHAIN RISK
MANAGEMENT PRACTICES

FOR SYSTEMS AND
ORGANIZATIONS

SP 800-161

171
REVISION 3

PROTECTING 
CONTROLLED UNCLASSIFIED

INFORMATION IN NONFEDERAL
SYSTEMS AND ORGANIZATIONS

SP 800-171

171A
REVISION 3

ASSESSING SECURITY
REQUIREMENTS FOR

CONTROLLED UNCLASSIFIED
INFORMATION

SP 800-171A

172A
ASSESSING ENHANCED

SECURITY REQUIREMENTS
FOR

CONTROLLED UNCLASSIFIED
INFORMATION

SP 800-172A

RMF for 
Small 

Enterprises

QSG



FY2025 Plans and Priorities
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RESEARCH & 
PUBLICATIONS

FIPS 200

IR 8011

SP 800-18

SP 800-60

SP 800-172

SP 800-172A

IMPLEMENTATION & 
USER RESOURCES

CSF 2.0 – RMF Quick Start Guide

IR 8011 Community of Interest

Federal Cybersecurity & Privacy 
Professionals Forum

Additional content into 
Cybersecurity & Privacy Reference 
Tool (CPRT) and Online 
Informative References (OLIR)

CROSS-FRAMEWORK 
COLLABORATION

Risk Management Work Roles 
with NICE

Ongoing Collaboration with 
Privacy Engineering & C-SCRM

SP 800-53 PUBLIC 
COMMENT WEBSITE

Ongoing feature development and 
use for collecting public comments 
and issuing updates



Future Plans

5

 Additional RMF Publications in CPRT & OLIR Mappings

 Expand SP 800-53 Comment Site to include SP 800-171, 
800-171A, 800-172, 800-172A

 Create capability to customize/create “overlays”



STAY IN TOUCH
CONTACT US

@NISTcyber

https://nist.gov/rmf

sec-cert@nist.gov
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