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Risk Management Framework

(formerly the FISMA Implementation Project)

The NIST Risk Management Framework (RMF) program conducts the research, development, and outreach to
issue a portfolio of standards and guidelines to manage information security and privacy risk and fulfill NIST
responsibilities under the Federal Information Security Modernization Act (FISMA).
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FY2025 Plans and Priorities

RESEARCH &
PUBLICATIONS

FIPS 200

IR 8011

SP 800-18

SP 800-60

SP 800-172

SP 800-172A

e

CSF 2.0 — RMF Quick Start Guide
IR 8011 Community of Interest

Federal Cybersecurity & Privacy
Professionals Forum

Additional content into
Cybersecurity & Privacy Reference
Tool (CPRT) and Online
Informative References (OLIR)

CROSS-FRAMEWORK

COLLABORATION P 4 ~

SP 800-53 PUBLIC

COMMENT WEBSITE
Risk Management Work Roles
with NICE
Ongoing feature development and
Ongoing Collaboration with use for collecting public comments
Privacy Engineering & C-SCRM and issuing updates



Future Plans
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November 7,2023: NIST issues SP 800-53 Release 5.1.1 and SP 800-53A Release 5.1.1 in the Cybersecurity and Privacy Reference Tool (CPRT). For more information, see: CSRC News Al COMPUTER SECURITY RESOURCE CENTER o8l

800-53 Release 5. FAQ (updated). A detailed listing of the changes is also available for SP 800-53 and SP 800-534.

Thank you to those who submitted comments during the expedited comment period.

November 1,2023: The expedited 2-week public comment period is closed. NIST is adjudicating comments and plans to issue SP 800-53 Release 5.1.1 in November 2023, PROJECTS CYBERSECURITY AND) PRIVACY REFERENCE TOOL

October 17, 2023: NIST opens a 2-week expedited public comment period on draft controls for October 17-31, 2023, and plans to issue SP 800-53 Patch Release 5.1.1in November 2023

.‘ " . . R . . .
and submit comments on the proposed new control by selecting the "Candidates” button below. For more information, see: CSRC News Article and the SP 800-53 Release 5.1.1 FAQ Cybersecu"ty and Prlvacy Reference TOO'. CPRT

Please direct questions and comments to: 800-53comments@list.nist.gov.
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The Cybersecurity and Privacy Reference Tool (CPRT) highlights the reference data from NIST publications without the constraints of PDF files. This enables stakeholders to interactively browse,
m Suggest a new SP 800-53 control or control enhancement search, and export the data in a structured format that is human- and machine-consumable. For example, you can use the search tool to locate reference data in each publication and then download
the reference data for each publication in MS Excel or JSON.

m Suggest a change to an existing SP 800-53 control or control enhancement We will be adding more NIST datasets to this catalog. See the CPRT Roadmap for future planned functionalities,
Candidates Wiew proposed changes to the 5P 800-53 controls Reference Dataset Publication Title Status Released
View proposed changes awaiting release SP BOO-171ARev3 Assessing Security Requirements for Controlled Unclassified Information, 3.0.0 Final 05/14/2024
SPBO0-171 Rev 3 Protecting C 1] ified Information in Systems and O jizati 3.0.0 Final 05/14/2024
View status of candidate and propesals awaiting release.
MICE Components v1.0.0 Workforce Framework for Cybersecurity (NICE Framework) (MIST SP 800-181 Rev 1), 1.0.0 Final 03/05/2024
Tracking Number: [ Find |
© i mework v2.0 MIST Cybersecurity Framework, Version 2.0 Final 02/26/2024

SP B00-66 Rev 2 the Health Portability and ity Act (HIPAA) Security Rule: A Cybersecurity Resource Final 02/14/2024
Guide, 2.0.0
SP B00-221A Information and C icati (ICT) Risk O Final Final 11/17/2023
SPB00-53ARev5.11 Assessing Security and Privacy Controls in Inform n Systems and Organizations, 5.1.1 Final 11/07/2023
SPB00-53B Rev5.1.1 Control ines for Information Systems and izati 5.1.1 Final 11/07/2023
5P 800-53 Rew 5.1.1 and Privacy Controls for Information Systems and Organizations, 5.1.1 Final 11/07/2023
SP B00D-172A Assessil Security Requirements for Controlled Unclassified Information, 1.0.0 Final 03/01/2022
SSDF Secure Software rk (SSDF): ions for Mitigating the Risk of Seftware Vulnerabilities, Final 02/03/2022
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