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THE NASA SEWP
PROGRAM

United States Government Contract
Vehicle for ICT (Information &
Communication Technology) and
Audio/Visual (AV) Solutions

* Utilized by every Federal Agency

* 140+ Contract Holders - primarily
Resellers/Integrators

* QOver 9700 Manufacturers and Service
Providers

* Annual Obligated Value Over $12.5B

* Accounts for about 16% of the
government’s IT budgetary spend.*

(*78B in FY23 according to Gov)




THE NASA SEWP
PROGRAM

The NASA SEWP Program Management
Office performs many roles in support
of Government Acquisition:

Oversee and monitor Contract Holders
and Industry Relations

Mediate actions between Government
and Industry

Support, track, and verify supply chain
relationships

Expedite addition of current and
emerging technology based on
customer requirements

Inform the Government customer on
overall Contract processes and specific
policy-related aspects of their
acquisition




NASA SEWP AND
SUPPLY-CHAIN RISK
MANAGEMENT

The SEWP Program has participated in
The Open Group throughout their 25-
year history with particular focus on:

* Long time participation in Security Forum
* Open Trusted Technology Forum

* Recent activity in IT4IT and Architecture
Forums

Participation has provided a better
Program Understanding:

* Global range of IT-related Issues

* Industry concerns, solutions, conflicts and
differences (Governments tend to consider
Industry to be a monolithic entity)

* Supply Chain issues and some paths forward



Standards Crosswalk
ISO 20243 & NIST 800-161
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Presenter Notes
Presentation Notes
Specific mapping of 20243 to the applicable federal standards, including NIST 800-161, NIST IR 7622, DOD 5000.90, and NIST 800-161rev.1
Did this with ATARC and assistance from SCRM SMEs in industry and government (CISA, DOD, MITRE)


NST

National Institutes of
Standards and Technology

SP 800-161

; reco oot The Open Group

are they exa be p )
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processes? If so, how?

Self-Assessed
Open Trusted Technology Provider™ V1 K
O-TTPS 1.1.1 (ISO/IEC 20243:2018)


Presenter Notes
Presentation Notes
Specific mapping of 20243 to the applicable federal standards, including NIST 800-161, NIST IR 7622, DOD 5000.90, and NIST 800-161rev.1
Did this with ATARC and assistance from SCRM SMEs in industry and government (CISA, DOD, MITRE)


National Institutes of

Standards and Technology

SP 800-161

The Open Group

 There is onIy one Suppl ontrol En ':_rrl_éement pertlfled
Control in NIST 800 161 ‘that | 43 SCRM cannot satisfy and does Self-Assessed

Open Trusted Technology Provider™ V1
not address. O-TTPS 1.1.1 (ISO/IEC 20243:2018)

At the time of release we knew NIST was developing 161rev.1. We also knew that we

/) wanted to revisit the other foundational ISO standards that NIST considered.



Standards Crosswalk
MNIST 800-161rev.1
150 27001 and 27036
MASA Solutions for Enterprise-Wide Procurement
Executive Sponsors:  Joanne Woytek [Program Director], Theresa Kinney (Deputy Director), and
Gearge Nicol [Deputy Directo
MASA Solutians for Enterprise-Wide Procurement

Study Lead: Jon Johnzon, Strategic Ac T,
NASA Solutions for Enterprise-Wide Procurement

EXECUTIVE SUMMARY

lszues and concerns around the federsl supply chain remain arevalent in today's feceral sector. Palicy
makers and cognizant federal agencies are warking hard to implement in hat can help secure
the information found within federsl systems, reduoe risk through curment manufacturing practices and

reshoring incentives, and elevate the transparency and accountability surraunding cyber rizk throughout
the federal supaly ch

NASA SEWP 35 a program believes in the use of commercial standands a5
s 3 call often lamented by federal CI0s when speaking about
ar ather zeemi

a means to help acdress this
ssues around secwr

need. Thi

intractable problems that they face. The call to use commercial standards
understandable 3s it means that we have o speak in a language that incustry understands, and
consicers industry practices.

Tha Nationzl Institute of Standards and Technology isues publications that serve 2= the language of
gowernment. They are recommendations for applying particular practices or controls in the feders

sector to sddress certain technical problems arownd ICT systems, security, identity, risk, and a host of
ather izsues. What mal zhip between the commercial

o not know is the inter-retati

practices leveraged by indusiry and the NIST recommendations applied within the federal sector. This

is can be consicered a case study in showing that relationship.

This analysis foouses on the relationship between NIST C-5CRM recommendations found in 800-161rev.1

and some

f the |50 standards identified by NIST that influenced what they created. As you seein the

. these standards map to many
when anga,

the recommended controls that RIST asks agencies to consider

i buying decisions.

However, iti:

important to nate this analysis does not daim suffidency in addressing cyber risk in the
federal sector. Inother wonds, 150 standards are in-and-of themselves not proof of fit to & particular
need, or under particulzr conditions. That determination would be based on the context of what is

being bought, for what purposes, to advance what mission. Further, both commencial stancards and

NIST recommended aractices change aver time, so what may be relevant today may not temermow.

= relationship exists between 150 standands and NIST
recommendations, and leveraging commercial standards can be seen 2 3 starting point i applied
knawledgasly and sparapria

What can be concluded, howeve:
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NIST SP 800-
161 Rev 1

Cybersecurity Supply Chain
Risk Management Practices for
Systems and Organizations

Id a standard prove to meet a
nded controls, would be to identify a
vernment and industry to prove competency
 of practices and show how they may account for identified
provider actions recommended by NIST.

NIST

To what extent are ISO 27001 and ISO 27036 standards applicable to NIST 880-161rev.1? How do the
standards relate to one another? Can they be mapped to determine if they complement or contradict
one another? To what extent can they be used by agency buyers to help fulfill their obligations
associated with NIST 161rev.1?




NIST SP 800-

161 Rev 1

Cybersecurity Supply Chain
Risk Management Practices for
Systems and Organizations

NIST

The Res

Name Role

Generic Stakeholder

1 Enterprise Executive Leadership

CEO, CIO, CO0, CFO, CISO, Chief Technology Officer (CTO), Chief
Acguisition Officer (CAQ), Chief Privacy Officer (CPO), CRO, etc.

2 Mission and | Business Management
Business

Program management [PM], project managers, integrated project team
(IPT) members, research and development (R&D), engineering (SDLC

Pracess aversight), acquisition and supplier relationship management/cost
accounting, and other management related to reliability, safety, security,
quality, the C-SCRM PMO, etc.

3 Operational System Management [Architects, developers, system owners, QA/QC, testing, contracting

personnel, C-SCRM PMO staff, control engineer and/or control system
operator, etc.

o

broken up accordingly:

‘Each control was identified to see if there was a

corresponding action required by the supply
base. Out of the 182 controls, 66 were
identified (approximately 36% or just over 1/3)
as a recommendation with identified
accountability, responsibility, or action on
behalf of the private sector supplier base.



ontrol:
he value of each

. Purpose - Why the control should be implemented:
Guidance - How the control should be implemented;
Other information - Explanatory text or referenced to other

related documents
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ISO/IEC 27036 — Information
Security for Supplier ey |
Relationships AL : for the

. |

heir supplier

Annex B “Corres ‘Objectives from Clauses 6 and 7.”
27002 controls and this docur - laid out 23 respective controls found in
appendix provides a table that maps the =~ applied to the Acquirer (Buyer) and the

controls identified to 49 control groups found Supplier (Seller) side of the contractual
in ISO 27002, and proved to be particularly equation.

useful when conducting the analysis.

/




NIST SP 800-
161 Rev 1

Cybersecurity Supply Chain
Risk Management Practices for
Systems and Organizations

NIST

spreadsheet and «

ISO/IEC 27036 — Information
Security for Supplier
Relationships

Then each individual ISO standard was reviewed to see
if an identified standard or description appeared to
satisfy the associated NIST Control.




NIST 800-53 serves sed by other
NIST publications, including NIST 800-171rev.2 and NIST 800-
161rev.1.

Therefore, any control number of ISO 27001 that had been
mapped by NIST 800-171 as being complimentary to that effort

/could be used to provide a quality review of the study’s mapping.

@

tandards and Technolog;
SP 800-171

NIST SP 800-
161 Rev 1

Cybersecurity Supply Chain
i ices

Risk Management Practices for
Systems and Organizations

NIST



Presenter Notes
Presentation Notes
The study found that 28 of the 66 supplier controls were identified by NIST as already being mapped in NIST 800-171rev.2. It was also discovered that 6 of the controls were found to have no relationship between the NIST controls and those found in the ISO standards. Not all of the NIST controls identified in 161, however, were identical to those found in 171. Therefore the remaining 22 NIST and associated standards map were revisited and reinterpreted for consistency. The study ensured that the mapping was modeled off the table and justifications provided in 171. 
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NIST

basket of I
« Some of the N '

combining the Inform on t requirements - :

of 27001 with the Supplier Management activities DOJIEC 21000 Information

found in 27236-2 ;

Still other NIST controls were only capable of being met

by mapping exclusively to ISO 27236-2

Security for Supplier
Relationships

%



accol

15% of the |nd|V|dua vendc
addressed by either ISO standar

.27001 @27001 & 27036 [@27036-2 @No Standard Applicable

85% of the recommendations stated by NIST can be
satisfied by a company holding ISO 27001 and 27036.




~ We don’t cover the role of
attestation.
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