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Why? - TLS 1.3 handshake

+ supported_group

Key Exchange Algorithms List
+ signature_algorithms

Authentication Algorithm List
+ key_share

Ephemeral Classical + PQ Public Keys

ClientHello

+ key_share

Classical Public Key + PQ Ciphertext

ServerHello

{ EncryptedExtensions }

{ Certificate }          
Server Certificate and Certificate Chain  

{ CertificateVerify }          

PQ Signature over transcript

{ Finished }      

{ Finished }

Client Server

TCP handshake
1 Round-Trip (RTT)

1 RTT
If the PQ ephemeral public key and 

certs introduce an extra x ms, the 

handshake % increase is H=x/2RTT. 

0.25 → 1.5 KB

3 → 16+ KB

0.25 → 1.4 KB

(@ 1Mbps, 15 extra KB → x=120ms

(@ 1Gbps, 15 extra KB → x=0.12ms )
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PQ TLS Handshake Studies
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Great metric for

▪ Algorithm vs Algorithm in TLS 1.3 performance comparison

Good indicator of 

▪ Time-To-First-Byte (TTFB) Performance

But what does it mean about application performance

▪ 30% PQ TLS 1.3 handshake slowdown 30% application slowdown

▪ 25% PQ TLS 1.3 handshake slowdown 25% slower browser experience
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TLS 1.3 Handshake Time

≈

≈
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Google PageSpeed Insights

▪ First Contentful Paint (FCP)

▪ Largest Contentful Paint (LCP)

▪ (Experimental) Time to First Byte (TTFB)

▪ Cumulative Layout Shift (CLS)

▪ Interaction to Next Paint (INP)

Other Applications
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What is perceived performance?

After page is loaded

DNS redirect + 

TLS + 

Redirect time + 

request-response

Loading page content
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Why? - TLS 1.3 handshake vs TTFB 

+ supported_group

Key Exchange Algorithm List
+ signature_algorithms

PQ Authentication Algorithm List
+ key_share

Ephemeral Classical + PQ Public Keys

ClientHello

+ key_share

Classical Public Key + PQ Ciphertext

ServerHello

{ EncryptedExtensions }

{ Certificate }          
Server Certificate and Certificate Chain

{ CertificateVerify }          

Signature over transcript

{ Finished }      

Client Server

TCP handshake

1 RTT

1 RTT

{ Client Request } 

{ Server 1 Byte Response } 

{ Finished }

1 RTT

The TTFB % increase is x/3RTT 

(=0.66*H).

If the PQ ephemeral public key and 

certs introduce an extra x ms, the 

handshake % increase is H=x/2RTT. 

0.25 → 1.5 KB

3 → 16+ KB

0.25 → 1.4 KB
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Why? - TLS 1.3 handshake vs TTFB vs TTLB 

+ supported_group

Key Exchange Algorithm List
+ signature_algorithms

PQ Authentication Algorithm List
+ key_share

Ephemeral Classical + PQ Public Keys

ClientHello

+ key_share

Classical Public Key + PQ Ciphertext

ServerHello

{ EncryptedExtensions }

{ Certificate }          
Server Certificate and Certificate Chain

{ CertificateVerify }          

Signature over transcript

{ Finished }      

Client Server

TCP handshake

1 RTT

1 RTT

{ Client Request } 

{ Finished }

3 RTTs

The TTFB % increase is x/3RTT 

(=0.66*H).

If the PQ ephemeral public key and 

certs introduce an extra x ms, the 

handshake % increase is H=x/2RTT. 

The TTLB % increase is x/5RTT 

(=0.40*H).

{ 100KB Data Transfer } 

0.25 → 1.5 KB

3 → 16+ KB

0.25 → 1.4 KB
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2 0 0  K I B  T R A N S F E R ,  1  M B P S ,  0 %  L O S S ,  3 5 M S  R T T ,  I N I T C W N D = 2 0 M S S
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Why Time-To-Last-Byte?

0 500 1000 1500 2000 2500

Classical

PQ

TTLB (ms) Handshake (ms)
140ms 139ms
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1 M B P S ,  2 0 0 M S  R T T ,  I N I T C W N D = 2 0 M S S
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TTLB % increase

10% loss0% loss

The classical connection TTLB percentiles at 200KiB 

are [4.6, 7.1, 10.1] seconds

The classical connection TTLB percentiles at 200KiB 

are 2.3 seconds
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P Q  T T L B  C D F ,  2 0 0  K I B  T R A N S F E R ,  3 5 M S  R T T ,  I N I T C W N D = 2 0 M S S  

( C L A S S I C A L  T T L B S  W E R E  S I M I L A R )

Cumulative Distribution Function (CDF)
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1. TTLB may be a better application performance indicator.

2. Handshake impact may overestimate the effect on the connection by y/(y+2) %

3. PQ impact on TTLB drops as data transfer size increases

▪ <20% for >50KB of data

4. Low bandwidth connections see more impact from PQ

▪ The impact is less significant for sizable data transfers

5. Network instability affects classical and PQ connections similarly.

6. But yes, let’s still find ways to alleviate the PQ handshakes. 
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Takeaways
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Thank you!

Panos Kampanakis

kpanos@amazon.com

Will Childs-Klein

childw@amazon.com
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