Welcome to the
Federal Cybersecurity & Privacy
Professionals Forum Quarterly Meeting

The meeting will begin at 9:00 AM Eastern.
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If you have technical issues with WebEx Events, contact: sec-forum@nist.gov

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE

February 27, 2024| 9:00 AM —11:45 AM
Virtual Meeting



Virtual Meeting Etiquette & Reminders

Due to the number of
attendees, WebEx Events
automatically mutes all
participant microphones
and cameras.

Q&A and Chat are NOT
derated.
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Please be kind and courteous
to others.

Federal Cybersecurity & Privacy Professionals Forum

Please enter questions
and comments for
presenters in the
WebEx Q&A.

Do not send questions via
direct message to the
host/panelists or in the Chat.

For technical issues with

WebEx Events, contact:

sec-forum@nist.gov




Forum Quarterly Meeting FAQ

Will this event be recorded?

When will slides be posted?

Forum quarterly meetings are not If granted permission by the speakers,
recorded unless requested by the slides will be posted within 10 business
presenter. No sessions from the 2/27/24 days on the event site.

Forum Meeting will be recorded.

Can | get CEUs for attending? Where is the event site?
Yes, however, you must self-report to https://csrc.nist.gov/Events/2024/
your certifying organization. NIST forum-meeting-february-27-2024

provides a form to self-submit, available
for download on the event site.
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Forum Quarterly Meeting Agenda

December 5, 2023| 9:00 AM - 12:00 PM ET | WebEx Virtual Event

Welcome and Announcements
9:00 AM ET Katherine Schroeder, Forum Co-Chair, Computer Security Division (CSD), NIST
Claire Barrett, Forum-Co-Chair, Office of Information Systems Management (OISM), NIST

The NIST Phish Scale: Consider User Context in Phishing Awareness Programs
9:10 AM ET . .
Shanee Dawkins, Ph.D. and Jody Jacobs, M.S., Human-Centered Cybersecurity Researchers, NIST
10:00 AM ET Use Case: Cyber Supply Chain Risk Management Implementation Procedures and Guidelines
' David Trzcinski, Deputy CISO, Office of Personnel Management (OPM)
NIST Cyber Supply Chain Tool and Privacy Protections
10:45 AM ET Anne Andrews, Division Chief, Research Protections Office, NIST
Hung Trinh, IT Specialist, Computer Security Division, NIST

Closing Remarks
Katherine Schroeder, Forum Co-Chair, Computer Security Division (CSD), NIST

11:45 AM ET Meeting Adjourned

11:30 AM ET
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Announcements and Updates from
NIST Computer Security & Office of
Information Systems Management




Upcoming NIST Events

vm4  Information Security and Privacy Board (ISPAB) Meeting
March 20, 2024 — March 21, 2024

Fifth PQC Standardization Conference

April 10, 2024 — April 12, 2024

=== NIST Workshop on FMCP
July 23, 2024 — July 25, 2024
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Learn more and register:

https://www.nccoe.nist.gov/get-

involved/attend-events

https://csrc.nist.gov/events

https://www.nist.gov/news-events/events
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https://www.nccoe.nist.gov/get-involved/attend-events
https://www.nccoe.nist.gov/get-involved/attend-events
https://csrc.nist.gov/events
https://www.nist.gov/news-events/events

Update on NIST Publications

Recent Releases

Draft NIST IR 8504 Access Control on
NoSQL Databases

Draft SP 800-60 Rev. 2, iwd, Guide for
Mapping Types of Information and
Systems to Security Categories

Draft SP 800-55 Vol. 1 & 2, Measurement
Guide for Information Security

Pre Draft Call for Comments SP 800-100
Rev. 1, Information Security Handbook: A
Guide for Managers

https://csrc.nist.gov/publications



https://csrc.nist.gov/publications

Review of Membership and Rules of
Participation




The NIST Phish Scale: Consider User
Context in Phishing Awareness Programs

Shanee Dawkins, Ph.D. and Jody Jacobs, M.S., Human-
Centered Cybersecurity Researchers, NIST

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
EEEEEEEEEEEEEEEEEEEE



Use Case: Cyber Supply Chain Risk
Management Implementation
Procedures and Guidelines

David Trzcinski, Deputy CISO, Office of Personnel
Management (OPM)

National Institute of
Standards and Technology
U.S. Department of Commerce



NIST Cyber Supply Chain Tool and
Privacy Protections

Anne Andrews, Division Chief, Research Protections
Office, NIST

Hung Trinh, IT Specialist, Computer Security Division,
NIST

National Institute of
Standards and Technology
U.S. Department of Commerce



NATIONAL INSTITUTE OF
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Thank You for Attending the Federal Cybersecurity &
Privacy Professionals Forum Quarterly Meeting!

Today’s slides will be posted within 2 weeks; CEU form is available via:
https://csrc.nist.gov/Events/2023/forum-meeting-February-27-2024

Continue the discussion at FCSM@list.nist.gov

Save the date our next virtual quarterly meeting:
May 21, 2024

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S.DEPARTMENT OF COMMERCE


https://csrc.nist.gov/Events/2023/forum-meeting-February-27-2024
mailto:FCSM@list.nist.gov
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