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Current State

App and API
Security 1s Broken




Ever-widening gap between findings and resolution
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Challenge

Mindset
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Lesson:

Gatekeeping, cajoling, and policy
enforcement at best doesn’t scale
and is often harmful
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Gatekeeping,
Cajoling, and
Policy Enforcement

at best, do not scale
at worst, are harmful

GrawtOng ers & 1d¥i5r Maeeh eponee

Gatekeeping can’t keep up with the
accelerating pace of development

Cajoling is time-consuming and soul-
crushing work

Policy enforcement is confrontational

At best you get a “checkbox” response
(read “not etfective™)

Policies are rarely context sensitive and
often out of date with modern development
approaches

golicies selectively enforced seem arbitrary,
ut...

Full “audits” are TMI and depressing
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Bottom line:
This “transformation blueprint”

approach to advancing the state of the
practice WORKS

Comcast teams that went through the program
had..

1/6™ as many vulnerabilities

in production

it...
cost 1/4™ as much

to run as the traditional approach, and

we

scaled to over 600 teams
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Challenge

Identifying and
Prioritizing Practices

]
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Why not just adopt...

NIST, SANS, OWASP, and/or PCI, Lesson:
etc.? Adopting industry standards

without transformation and
prioritization is a recipe for

Don’t all say the same thin )
Y 5 frustration and false starts

. Target security specialists in both
terminology and approach

Fail to specify adaptations needed

for a dev-centric approach Don’ t adopt'
. Too many practices = overwhelming M 0
dp.
. Not prioritized p

Fail to consider your unique context
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Example list of weighted practices

Critical elements

Non-security engineering practices (DevOps)
(5%) Working agreements document (Kanban entrance criteria, definition of done, etc.)
(15%) Ephemeral build and test infrastructure [prerequisite for B.1-B.4 practices below]
(5%) Minimal e2e/integration/api testing coverage >25% [prerequisite for IAST]
(3%) Robust e2e/ integration/api testing coverage >80%

Security practices done by the development team
(16%) Runtime application security (ADR/AVM)
(15%) Critical clean for the 3'd party code you import (aka SCA, SBoM, ADR/AVM)
(10%) Critical clean for the 15t party code you write (SAST, IAST, ADR)
(8%) High clean 3" party
(6%) High clean 15t party
(8%) Secrets management — No secrets in source code repositories

Security practices done with the help of resources external to the team

(5%) Threat modeling done with a security architecture expert on cadence determined by risk
(10%) Pen testing on cadence determined by risk

Starts with non-security
practices. Emphasizes
engineering excellence &
makes security practices
efficient and effective

Prioritization and
Gamification

No “points” for scanning.
Only for getting and staying
“clean” (<1 day MTTR)

Shallow onramp. Ex: severity,
15t vs 3™ party, but there are
alternative ways to slice it
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Challenge

Coaching
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Lesson:

Coach
is the first new key role

Lesson:

Coach gradual improvement and
get to “culture” on a few
practices out of a weighted list
before expanding
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There are no for the team’s current state of
maturity.

The only thing a team gets for is

Failure to improve.

Use the “points” from your practice list to gamify
improvement.
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Practice adoption states

Thoughts > Words - Action - Culture

(ThWAC)
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Culture

Actions

Thoughts

Unknown

We have fully adopted this practice

We're in the process of adopting this practice
We're making plans to adopt this practice

We have not put much thought into this practice

Unknown, Unassessed, or Needs follow up

2
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Gradual
practice
maturity
growth via
coaching
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Transformation Blueprint Visualizations
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Transformation.dev

Detfine your practice blueprint
Map it to any standard

Your teams get Al-driven coaching and gamification

https://transformation.dev
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What’s next?

- Questions?

- Connect: https://LinkedIn.com/in/LarryMaccherone
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