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Ms. Cynthia Carpenter, Director, DCIO(CS) DIB Operations
o Contributes to and synchronizes Industry facing
cybersecurity and supply chain risk management
standards, policies, and procedures
o Leads implementation of DIB CS and ICT-SCRM
Strategies

20+ years experience in the private sector as a software
developer and product manager, engineering products to
adhere to NIST standards and integrating with DoD’s identity
management programs

B.S., Computer Science from University of Delaware

M.S, Information Systems from George Washington University

Certified Information Systems Security Professional
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M2 Understanding The Threat

* Threat actors seek to conduct malicious activity within the DIB.

« Adversary attacks on, through, and from information and communication
technology (ICT) can happen at all levels of the supply chain.

« DoD and the DIB have a joint responsibility to manage risk at all levels of
procurement and throughout the lifecycle of those products, services,
systems, and infrastructure.
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| DoD CIO Progress

« Published ICT SCRM Assurance Strategy and Implementation Plan in June 2024
» Released Memo on Accelerating Secure Software in April 2025, announcing Software Fast Track

(SWFT) Initiative)
» 3 RFls associated with SWFT
» 90-Day Deadline for
Framework and Implementation
Plan

DoD Strategy and Implementation Plan ft::r
ICT and Services Supply Chain
Risk Management Assurance
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DEPARTMENT OF DEFENSE
€000 DEFENSE PENTAGON
WASHINGTON D C 20301-800C

APR 2 b 2005

MEMORANDUM FOR SENIOR PENTAGON LEADERSHIP
COMMANDERS OF COMBATANT COMMANDS
DEFENSE AGENCY AND DOD FIELD ACTIVITY DIRECTORS

SUBJECT: Accelerating Secure Software

Department of Defense (Do) Cybersecurity and Supply Chain Risk Management
(SCRM) practices within the Department must adapt and keep pace with software development
and the increasing complexity and evolution of supply chain risk.

Lengthy, outdated eybersecurity authorization processes frustrate agile, continuous
delivery. Additionally, widespread use of open-source software, with contributions from
developers worldwide, presents a significant and ongoing challenge. The fact that the
Department currently lacks visibility into the origins and security of software code hampers
software security assurance

To overcome today's secure software adoption challenges, 1 am directing the
development of a Software Fast-Track (SWFT) Initiative. This
Department’s adoption in best practices to obtain, develop, and field secure software. The SWFT
Initiative will define clear, specific: (1) cybersecurity and SCRM requirements; (2) rigorous
software security verification processes; (3) secure information sharing mechanisms; and (4)
Federal Government-led risk determinations to expedite the cybersecurity authorizations for
rapid software adoption.

The DoD Chief Information Officer (C10), in coordination with the Under Secretaries of
Defense for Acquisition and Sustainment, Intelligence and Security, and Research and
Engineering will develop and submit the SWFT Framework and Implementation Plan within 90
days.
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SWFT Concept

Industry partnership is key
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Continuous
Monitoring
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v
Leverage technology to automate
continuous monitoring

Suppliers will know how DoD
will assess for authorization
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oD | References

April 24, 2025 Memo RE Accelerating Secure Software:
https://dodcio.defense.gov/Portals/0/Documents/Library/Memo-AcceleratingSecureSoftware.pdf

RFI on SWFT Tools, https://sam.qgov/opp/753c9598b7904657b528e9de39efdee8/view

RFI on SWFT External Assessment Methodologies:
https://sam.qov/opp/4a79c3e777c24d14a69d6c090950a755/view

RFI on SWFT Al: https://sam.gov/opp/7ca9ff30bad5407db7de079f7bf397c0O/view

June 4, 2025 NIST SP 800-18r2, an Initial Public Draft (ipd) of Developing Security, Privacy, and
Cybersecurity Supply Chain Risk Management Plans for Systems, for public comment

June 6, 2025 EO: https://www.whitehouse.gov/presidential-actions/2025/06/sustaining-select-efforts-to-
strengthen-the-nations-cybersecurity-and-amending-executive-order-13694-and-executive-order-14144/

June 7, 2024 DoD Strategy and Implementation Plan for ICT and Services Supply Chain Risk Management
Assurance: https://dodcio.defense.gov/Portals/0/Documents/Library/ICT-ServicesSupplyChain-RMA.pdf

NIST SP 800-37r2, Risk Management Framework for Information Systems and Organizations:
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf

DoD SCRM Taxonomy V 2.0:
https://www.dau.edu/sites/default/files/webform/documents/30116/DoD %20SCRM%20Taxonomy%20Version
%202.0%20250122%20RELEASABLE.pdf
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