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Empowering Our Customers’ INNOVATION

VALUE PROPOSITION

Maximize customers’
R&D capabilities and multiply
their productivity

MISSION

Empower innovators
to drive human
advancement

SYNOPSYS

Our Technology, Your Innovation®

PURPOSE

To power innovation today
that ignites the ingenuity
of tomorrow
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CREATING THE LEADER in Engineering Solutions from Silicon to Systems

SYNopsys @ /\nsys

Leader in Silicon Design Leader in Simulation & Analysis

PROVIDES EXTENDS ACCELERATES

comprehensive solutions Al leadership in EDA creation of intelligent products by
for the entire silicon design process and simulation to accelerate bringing silicon expertise across
including multi-die simulation & analysis customers' innovation systems verticals
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THE LEADER in Engineering Solutions from Silicon to Systems

#1
in EDA

LEADER

in advanced node designs

PIONEER
in Al-powered EDA

~$9B

Revenue (TTM)

~28K

#2

in silicon IP

LEADER

in interface & foundation IP

PIONEER

in IP nodes & standards

>25%

Employees R&D Investment

#1

in simulation & analysis

LEADER

in multi-physics

PIONEER

in simulation-related Al & digital twin

38

Countries
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THE DRIVING FORCE of Transformative Technology
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THE FUTURE of Al-Powered Engineering Workflows

Copilot »» Autopilot

FULL AUTONOMY
Agentic ADAPTIVE LEARNING

MULTI-AGENTS

AGENTS

Generative LLMs

L1 . L3 L4 LS

Assisting Acting Orchestrating Planning Decision Making
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The Birth of the Semiconductor and the first and second Era’s

Jack Kilby
Texas Instruments
Filed March 1959
First Integrated
Circuit

Intel® 8088
1980

29,000 Transistors
3000nm Process Node

Robert Noyce
Fairchild Semi
Filed July 1959
First Planar IC

AMD Epyc™ Rome
2019

39.5B Transistors

7nm Process Node

Semiconductor
device
fabrication

Transistor count

MOSFET scaling
(process nodes)
20 um - 1968
10 um - 1971

6 um - 1974
3 um-1977
1.5 ym - 1981
1 um - 1984
800 nm — 1987
600 nm - 1990
350 nm - 1993
250 nm - 1996
180 nm - 1999
130 nm - 2001
90 nm - 2003
65 nm - 2005
45 nm - 2007
32 nm - 2009
28 nm - 2010
22 nm - 2012
14 nm - 2014
10 nm - 2016 °
7 nm-2018
5 nm - 2020
3 nm - 2022

Future
2 nm ~ 2025
1 nm ~ 2027

Synopsys
Founded

Here

Dennard Scaling Core Era

Moore's Law: The number of transistors on microchips has doubled every two vears
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Multicore Era
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“Day of Reckoning”

Predicted by Gordon Moore

“It may prove to be more economical
to build large systems out of smaller
functions, which are separately
packaged and interconnected.”

Courtesy Intel
Source: https://newsroom.intel.com/wp-content/uploads/sites/11/2018/05/
moores-law-electronics.pdf
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Birth of the Heterogeneous Multi-die Era

We are here

101 Dennard Scaling Core Era Multicore Era Heterogeneous Era
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Source: original statistical data up to 2020 compiled by K. Rupp; new plot data 2020 to 2040 are MKS estimates

AMD Instinct™ MI300.

— Accelerator Complex Die (XCD)

VO Die (I0D) ~

" CPU Complex Die (CCD)

AMOD Infensty Fabnc'™
AP Imerconnect

AMD ¢\

HBM3 —
8 physical stacks
AMD Instinct™ MI300A: 128 GB (8H)

AMD Instinct™ ME300X: 192 GB (12H)

(a) MI300 Die information
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(b) MI300 modular architecture

S

NVIDIA.

Nvidia Blackwell™

2024

104B Transistors

4nm Process Node — TSMC 4NP
Hit the Silicon Reticle Limit so

2 Blackwell Die are packaged
together in the final array for a
total of 208B Transistors

2023

146B Transistors for M1300A
153B Transistors for M1300X
5 & 6nm Process Nodes
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Innovations in Standardization for the Heterogenous Multi-Die Era
Growing Need for Chips and chiplets to be Compliant and interoperable

Technology
Standards
Bodies

A

INTERNATIONAL-

JEDEC

N4
IEEE

spsemr

Existing standards
need to adapt and
extend to meet
industry use case
demands

High Bandwidth Interconnect
Specification Bodies

PC| > Ultra £thernet
EXPRESS‘ ———Consortium

Compute <~ NVIDIA
CHAL"E  NVLINK
‘E1UCle UALInk <25

Universal Chiplet
Interconnect Express

Critical innovations need to be achieved by
teams of key market participants to develop
solutions that will encourage market adoption
through deployment of compliance testing and
interoperability programs that assure different
vendor implementations interoperate

System
Specifications
Bodies

DPEn

. Com pute
‘ PI'DJECt

__Caliptra
These are examples
for the HPC and
Data Center market
that develop best
practices and
specifications with
key system
companies like
Microsoft, Google,
Dell and HPE
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Other Critical Innovations that have not yet been Standardized

Silicon Lifecycle Management
— Enabling monitoring and maintainability over a devices lifetime
— Instrumental in developing digital twins of devices in operation

In-silicon visibility & insight is key

We can no longer afford to be
blind to what is happening
inside the chips ...

Monitor - Embedded monitors and structures
are integrated early in the design phase

Transport - Data from the monitors s gathered
and transported to a unified SLM database

Analyze - The data from the embedded monitors
Is analyzed throughout the device lifecycle

Act - Based on this analysis, insightful decisions
can be made in real lime at any lifecycle stage

e . gL ey .
Silicon Lifecycle Management (SLM) enables optimizations at each stage of the semiconductor lifecycle

© 2025 Synopsys, Inc.



Open Compute Project
Moving HPC/Datacenter Industry

Guidance and Specifications Forward

Compute Project ®

.. |ocp
SAFE

. __OPEN

_Caliptra

Open-Source Hardware Development

CHIPS
ALLIANCE

THE

L LINUX

FOUNDATION

__Caliptra

The Open Compute Project (OCP) is a collaborative community focused on
redesigning hardware technology to efficiently support the growing demands
on compute infrastructure

The OCP hosts a series of specifications, industry guidance, whitepapers,
templates, and more based on a curated Contribution Model

Key members include Microsoft, Google, Nvidia, Meta, Intel, AMD, Arm,
Ampere, Seagate & Supermicro

The focus is on solving the most pressing problems of the industry including
several security topics including OCP SAFE and the Caliptra Specification.

CHIPS Alliance organized as the first Open Source for Semiconductor
Hardware IP and EDA tools

Hosted under the auspices of the Linux Foundation and follows all of the
same Linux Foundation rules and procedures as the software projects that
the Linux Foundation hosts including working groups like...

The Caliptra project founders include Microsoft, Google, AMD & Nvidia who
are the primary developers of the Caliptra opensource hardware and
software for an Attestation Root of Trust based on code contributions from
the founders and maintained by all of the member companies

© 2025 Synopsys, Inc.
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Caliptra — A Root-of-Trust for Attestation & Measurement : Caliptra

cabor submpem Trasamak » Caliptra is an open-source hardware and software
- - product jointly developed by the members of the Caliptra
- Working Group and the community that uses it contribute
back their bug fixes, recommended patches, etc.
| I » The founders and primary Contributors are Microsoft,
e Google, Nvidia & AMD
g | = — BEEEE « Over 20 different implementations have been developed
= =X Rest of SOC E into final semiconductor products from all of the member
] companies and many more
T AXI P f » Caliptra was spawne_d by the founders'.desi.re to improve
= = — s = — = the security an.d quality of |mplementqt|ons in product that
[ = | — = _ s come from a diverse array of companies.
- It was a response to guidance from NIST 800-193
O — T » - Itincludes TCG DICE & SPDM 1.x Attestation in the
ﬁ overall architecture
ol priniisdo] b gy m Mancfacarer dentny aignes 1o TCG OICE A
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Increasing Government Influence on the industry

In addition to compliance to industry standards Government Mandate by Legislation various
Government Agencies have a growing interest in regulating silicon and systems aimed at increasing
their cybersecurity and readiness to confront emerging threats in a dynamic world environment

Representative Government
Acts & Directives

loT Cybersecurity
Improvement Act

Cyber Security

and Resilience Bill
* X %

“ CYBER x *
RESILIENCE D'.R!f:.% L

* *
Naj x4 *

T3’ DigiProd
LiH, Pass

Representative Standards Representative Regulatory

Agencies Agencies

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

* *

© 2025 Synopsys, Inc. 16



Growingly Complex and Untrusted Silicon Supply Chain

Leading to Many Potential Attack Points and Variety of Attacks in Production Process

Chip Maker Foundry OSAT Distributor ODM-OEM CM (EMS) Merchant Gl
Customer
Design Manufacture Package Provision - Design Assemble Provision Operate
EII 1] @ 6
O,
.LI = R P
Reverse Eng. Overproduction Gray Market Counterfeits Trojans/Clones Tampered Dev. Hacks/Malware DDoS Attacks
Source: Tom Katsioulas
USA USA China/Malaysia Taiwan/China Taiwan/China Taiwan/China WW WW
Lower Threat Lower Threat Vietnam Malaysia/Vietnam Malaysia/Vietnam Malaysia/Vietnam High Threat Hiah Threat
ww Taiwan High Threat High Threat High Threat High Threat s Ag © da
High Threat High Threat USAJ/EU for USA/EU USA/EU USA/EU ssume
Advanced Packing Lower Threat Lower Threat Lower Threat

Lower Threat

As the value of confidential IP or data related to Al increases the insider threats become greater
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Government & Industry acting on Semiconductor Supply Chain Standards

Moving Industry Guidance Forward _ _ _ y
» Hosting a series of Workshops on Semiconductor Traceability & Provenance

aimed at determining what s is needed in guidance and potential regulation

N H « Next workshop is in October 21st at NIST in Gaithersburg, MD

National Institute of » Gathering insights to needs and requirement from industry

Standards and Technology » Previous presentations from industry technology suppliers

U.S. Department of Commerce * Next will be members of Hyperscaler industry like Microsoft, Google, Meta,
IBM, Dell & HPE and Automotive industry like GM, Bosch & Stellantis, plus
Government like DOD, DOC, DOE & DHS

Standardization being Explored
» Conducting a Semiconductor Traceability and Provenance Phase 0

exploration of the industry gaps & requirements to determine what
standardization is possible and practical to deliver to the Semi industry

» Current participants in addition to Synopsys include NIST, IBM, Microsoft,

/l S e l l I I Rambus, Cadence, Intel, AMD, Qualcomm, Micron, Stellantis, Airbus,

Lockheed, Global Foundries & Samsung

» The working group will wrap up work by the end of 2025 and make
recommendations on what is required

» Current stage of work is a survey of existing industry solutions

© 2025 Synopsys, Inc. 18



Conceptual Solution to fill the gaps with a SRAM PUF “fingerprint”

There is presently a gap in the manufacturing where an individual identity does not exist for use to track the product
through the earliest stages of processing until it can have an ID injected by test equipment. This has various
weaknesses from a pedigree and provenance perspective, but what if we were to derive an intrinsic identity based
on the unique physical properties of the chip itself, “like a fingerprint”? SLM

EDA _

Cloud ﬁ
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ustomer
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PKA Cert
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)

Reverse Eng. Overproduction Gray Market Counterfeits Trojans/Clones Tampered Dev. Hacks/Malware DDoS Attacks

Source: Tom Katsioulas
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Strong Security Starts in Hardware — Building it from the Ground Up

If You Don’t Have a Root of Trust in Hardware, Software-Only Security Solutions are...

Easy to Easy to debug Easy(ier) to attack Easy to
reverse engineer (while running) with side channels tamper with

Hardware Security is the foundation Software on unprotected
hardware...

Applications |

Operating System ,\ | I\
Hypervisor @
Firmware

Hardware

is a castle built on quicksand

© 2025 Synopsys, Inc.



Complete Silicon Security Solution

Market-Leading Toolbox of Configurable Cryptographic Building Blocks

Crypto Cores: Symmetric & asymmetric crypto engines, including the
latest standards-compliant Post-Quantum Cryptography (PQC)

Securit
Physical Unclonable Functions (PUFs): Market-leading IP that Cryptography pmtocj
generates keys from unique physical properties of SoCs and since keys 17 Accelerators

are never stored, PUFs eliminate the risk of key extraction

Random Number Generators: Market-leading IP that generates
random numbers that are required for most cryptographic functions

Cryptography Software Library: Comprehensive suite of encryption Trusted Interface

and certificate processing functions for embedded applications Execution Security
Environments

Secure Boot SDK: Allows developers to implement secure boot using
software-only constructs or with Synopsys offload engines

Proven in 1.5B+ Data Center, loT, Consumer, Automotive & Mobile Chips

© 2025 Synopsys, Inc. 21



Protecting Against Side-Channel Attacks

Side-Channel Countermeasures to Prevent Leaking Sensitive Information

' T

There are more

Paul Kocher, Joshua Jaffe, and Benjamin Jun

side-channel
... Use a
combination
of different
Countermeasures: Countermeasures: Countermeasures: countermeasures
Constant-time Constant-weight Constant-time

algorithms codes algorithms
Activity masking Noise generation Activity masking




What is Quantum Computing?

Quantum Computing
IS about building a
computer and
algorithms that
exploit quantum
phenomena, like
superposition and
entanglement (first
computer: 1998)

Image source: IBM Q System One

Quantum algorithms have
the potential to solve some
difficult problems (e.g.,
factoring large numbers)
much faster than an
algorithm on a classical
computer can

Synopsys Confidential Information © 2025 Synopsys, Inc. 23



Quantum Computing Attack Expectations

Table 1 - Impact of Quantum Computing on Common Cryptographic Algorithms

300 Effect of quantum computing on security of RSA

—Classical security (GNFS)
—Pos(-quant_um security (Shpr's algorithm)

&

8

8

security strength (bits)
2

0 2000 4000 6000 8000 10000 12000 14000
RSA key size (bits)

Classical Security Algorithms have
limited defenses against Quantum
attack causing the bit strength and
therefore the processing cost of

maintaining their use to skyrocket.

16000

Cryptographic Algorithm

Type

Purpose

Impact from large-scale
quantum computer

AES Symmetric key | Encryption Larger key sizes needed
SHA-2, SHA-3 | = Hash functions | Larger output needed
RSA Public key Signatures, key | No longer secure
establishment

ECDSA, ECDH Public key Signatures, key | No longer secure
(Elliptic Curve exchange
Cryptography)
DSA Public key Signatures, key | No longer secure
(Finite Field Cryptography) exchange

Public-key

I8

CNSA 2.0

CRYSTALS-Dilithium
CRYSTALS-Kyber

Symmetric-key
Advanced Encryption Standard (AES)
Secure Hash Algorithm (SHA)

' Software and Firmware Updates
Xtended Merkle Signature Scheme (XMSS)
. Leighton-Micali Signature (LMS)

© 2025 Synopsys, Inc. 24



It's a Matter of Time...

2024 OPINION-BASED ESTIMATES OF THE LIKELIHOOD
q OF A DIGITAL QUANTUM COMPUTER ABLE
TO BREAK RSA-2048 IN 24 HOURS, AS FUNCTION OF TIME

Range between average of an optimistic (top value) or pessimistic (bottom value)
interpretation of the likelihood intervals indicated by the respondents

100%
INTERPRETATION
OF RESPONSES
¥ optimistic
i 80% MW pessimistic
< 17%
=
-
n
W
2 60%
(@]
@)
o
=
v .
—_ 4 P bae '
; i 34% ! u 39% ‘the shaded
) J wrov are
O ! grey area
é corresponds to
g the 25-year
a 20% timeframe, not
14% y ¥ 19% explicit
considered in
the
. 5% questionnaire
0%
5y 10y 15y 20y 25y* 30y

WITHIN THIS MANY YEARS FROM NOW

Quantum Threat Timeline Report 2024,
Global Risk Institute

Based on predictions,
there is still time to
prepare for Quantum
Computing threat

However, there Is
another threat:

“Harvest now,
decrypt later”

© 2025 Synopsys, Inc.
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NIST Initiative on Post-Quantum Cryptography

Moving Standardization Forward

RYPTION ‘Wl | w NEW ENCRYPTTON
STANDARDS Al | STANDARDS .~

e .. 2C (SFZ . I in &
5 e THI

. 1 | l

POST QUANTUM
ENCRYPTION

Quantum-Readiness:
Migration to Post-Quantum

Cryptography

CYBERSECURITY INFORMATION SHEET

Post-quantum cryptography (PQC) are

cryptographic algorithms designed to be

secure against cryptanalytic attacks by
quantum computers

National Institute of Standards and
Technology (NIST) is driving the
standardization process for quantum-
resistant public-key cryptographic algorithms

© 2025 Synopsys, Inc.
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Post-Quantum Cryptography — Migration Needs to Start Now

CNSA v2.0: Quantum Resistant Commercial National Security Algorithm Suite

__ Algorithm | _Specification public Key Cryptography:

GENERAL PURPOSE ALGORITHMS RSA, ECC

AES FIPS 197 Use 256-bit keys

ML-KEM FIPS 203 ML-KEM-1024 l

ML-DSA FIPS 204 ML-DSA-87

SHA FIPS 180-4 SHA-384 or SHA-512 DIIIQ Post-Quantum Cryptography:
ALGORITHMS ALLOWED IN SPECIFIC APPLICATIONS ML-KEM, ML-DSA, LMS/XMSS

All parameters

LMS NIST SP 800-208
approved
XMSS NIST SP 800-208 ~  parameters '
approved
SHA3 FIPS 202 2442%-384 or SHA3- f;‘ - -
@ SRAM PUF

All National Security Systems need to comply by 2035
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NIST Proposed Timelines for PQC Transition

NIST IR 8547 Initial Public Draft (Nov 2024)

Algorithm Type m Standard Deprecated Disallowed

Finite Field DH

Key
Establishment

Digital Signature

and MQV

Elliptic Curve
DH and MQC

RSA

ECDSA

EdDSA

RSA

SP 800-56A

SP 800-56A

SP 800-56B

FIPS 186

FIPS 186

FIPS 186

112 bits of security strength
= 128 bits of security strength
112 bits of security strength
= 128 bits of security strength
112 bits of security strength
= 128 bits of security strength
112 bits of security strength
= 128 bits of security strength
= 128 bits of security strength
112 bits of security strength
= 128 bits of security strength

After 2030

After 2030

After 2030

After 2030

After 2030

The time to start preparing for PQC transition is now!

After 2035
After 2035
After 2035
After 2035
After 2035
After 2035
After 2035
After 2035
After 2035
After 2035
After 2035

© 2025 Synopsys, Inc.
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Public-key
CRYSTALS-Dilithium

Expected Phased in approach of industry adoption o

Be aware of that that systems we all maintain need to be Quantum Ready
by 2030 and for some aspects required adoption has already started!

We are here ‘

2022 | 2023 2024 2025 2026 | 2027 - 2028 - 2029 | 2030 | 2031 | 2032 - 2033
*E Software/ firmware signing : - -
o | ! i ! . ! . | !
E
E‘ | Tradil:n;;n::;&:imking | | | /’Wm
ﬁ Operating systems 7 7 //,/ 7 // :.
et | —
//’7 Option and testing - CMSA Suite 2.0 default and preferred o Exclusive use of CNSA Suite 2.0
Core work Microsoft QSP Strategy Quantum risk zone
.. 20142022 2023 | 2024 | 2025 | 2026 | 2027 | 2028 | 2029 RN NEEE IR e E R I EE R AP E Y I Y E Make sure your Supply Chain
® o =
| . i is Quantum-Ready so you
Microsoft P ReREh | Guted deadiing deadiine 2

are safe from the threat !

g
deadlines

PQC early availability
within Microsoft
products and services
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Questions & Answers




THANK YOU
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Our Technology, Yo
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SYNOPSYS'

Backup
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