A National/Global Imperative: Establishing the

Foundational Framework for Microelectronics Supply
Chain Security
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Agenda

Key Topics in Microelectronics Supply Chain

1. Supply Chain Visibility

2. Study, Problems of Organizational Mapping

3. Challenges in Part Number and Manufacturer Identification
4. Solving these Challenges

5. Impacts to National Security and to Critical Infrastructure

6. Conclusion
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Why It is Important
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“Supply Chain Visibility: DoD is still building visibility into the
sub-tiers of the microelectronics supply chain; until there is
greater visibility, it will be difficult to identify certain supply chain
threats, vulnerabilities, and risks. Visibility is further eroded by
system-level (next-level assembly comprised of multiple
microelectronics components) manufacturers who simply seek

Securing Defense-Critical Supply Chains the lowest cost producers and are source agnostic.”

An action plan developed In response to
President Biden's Executive Order 14017

February 2022

https://media.defense.gov/2022/Feb/24/2002944158/-1/-1/1/DOD-E0-14017-REPORT-SECURING-DEFENSE-CRITICAL-SUPPLY-CHAINS.PDF



Supply Chain Visibility Still Remains a Challenge
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How President Biden’s 100-Day Supply Chain Review Sets the ‘ Counterfeit Chinese Parts Slipping Into U.S. Military Aircraft: Report
Stage for New American Supply Chain A year-long investigation conducted by the Senate Armed Services Committee found
Only by adopting a whole-of-government approach to supply chain resilience — more than one million suspected counterfeit parts made their way into the Department
and by leveraging cutting-edge visibility tools — can we hope to tackle - - of Defense's supply chain and were bound for use by "critical” military systems.
today's multifaceted supply chain challenges. [source] [source] )
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Chinese Alloy in F-35 Parts Not Likely Security,
AFRL concerned about alleged ‘counterfeit’ ejection Safety Risk, Says Pentagon Acquisition Chief
- F-16 seat parts federal lawsuit contends [source] S e “The contractor self-reported that an alloy that goes into a
i i o e ~ L | £ 5 magnet was made in China...” [source] )
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The US Needs A Strategy To Secure Microelectronics — Not Just Funding
Instead of throwing subsidies around indiscriminately, the authors argue, the US government
needs to invest only in crucial new technologies while crafting policy incentives to shift industry

behavior. [source|
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https://www.daytondailynews.com/local/afrl-was-concerned-about-alleged-counterfeit-ejection-seat-parts-federal-lawsuit-contends/W3XLBRJRPBCOZKAW6WGQDW4YKM/
https://www.sdcexec.com/safety-security/risk-compliance/article/21307397/interos-how-president-bidens-100day-supply-chain-review-sets-the-stage-for-new-american-supply-chain
https://abcnews.go.com/Blotter/counterfeit-chinese-parts-slipping-us-military-aircraft-senate/story?id=16403599
https://breakingdefense.com/2021/03/the-us-needs-a-strategy-to-secure-microelectronics-not-just-funding/
https://news.usni.org/2022/09/09/chinese-alloy-in-f-35-parts-not-likely-security-safety-risk-says-pentagon-acquisition-chief

Lack of Transparency & y|5|b|I|ty Counterfeit Products
in the Supply Chain

Complex combination of . , Unpredictable Threats &
physical & digital components - Uncertainties to the Supply Chain

Slow Response to Recalls

Changing Regulatory
Requirements

¥ Global Supply Chain
S

Unknown Trustworthiness of
Suppliers
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Multiple Tiered Supply Chain
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Our draft of a simple concrete supply chain flows

R
o o

W 7

gMITE © Siemens | Sept-2025 | Michael Durkan | Dir, ,Gp\{er_nlment Projects and Industry Standardss | Siemens Digital Industries Software | Where today meets tomorrow.



The Electronics Value Chain Faces Challenges - Uniqueness of Each Domain

Man ufacturlng

10 © Siemens | Sept-2025 | Michael Durkan | Dir, Government Projects and Industry Standardss | Siemens Digital Industries Software | Where today meets tomorrow. SI E M E N S



Significant Human Effort to Create IP

PN=BAS21-7-F
CAP=10pf
Current=200ma
Voltage=1.25V

Mount=surface
Diode=Standard
Manu.=ACME

Part Attributes

rotbek

Aéceptab

Manufacturing Process

Symbol

Stencil Calculations

Footprint

-

Acceptable

goooo

Simulation

3D Model : :
Pin Contact for DFM Design Density

11 © Siemens | Sept-2025 | Michael Durkan | Dir, Government Projects and Industry Standardss | Siemens Digital Industries Software | Where today meets tomorrow. SI E M E N S



Manufacturer
ldentification

»
Studies showing the complexity of simply kno?\#ng y urry
Supply Base




Statistics by TTI

]

TTI, Inc. is a leading authorized global distributor of electronic components, specializing in passive,
interconnect, electromechanical, and discrete components. They serve a wide range of industries by
providing supply chain solutions and technical support.

*  Distribute parts for 249 Brand companies

Customers have presented TTI with over 350,000 variations of these 249 Brand names
 Thatis on average 1,406 different organization name spellings for the same company.

« TTI VP of Quality highlighted widespread nature of the problem of Manufacturer Name Mapping

Manufacturer Name Variation Statistics

Distributor Actual Brands Brand Name Variations Average Variations per Brand

Authorized Distributor TTI 249 350,000+ 1,406
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Mapping Errors and Industry Impact

A Siemens study of over 10 million maps found 21% of manufacturer name alignments needed

manual work.

«  When done manually, 8% of mappings were incorrect, causing over 300,000 errors where this single
supply chain nodes replaced approved manufacturers with unapproved ones.

These mistakes mainly resulted from similar manufacturer names and part numbers.

Summary of Organizational Mapping Issues

Aspect Details
Mapping Error Rate 3% in Siemens study

Multiple supply chain

Industry Scope nodes

Unmatched

Customer Effect
manufacturer names

Non-approved
suppliers enter chain

Security Risk

Impact

Incorrect supplier
identification

Pervasive issue

Unfulfilled orders,
product re-spin

Potential breaches

Frequency of Mapping Errors

Both studies indicate that errors arise at various stages throughout the supply
chain

Widespread Industry Concern
Leading to substantial economic impacts and increased counterfeit risks
Difficulties in Customer Purchases

Challenges in aligning manufacturer names between purchase orders and
distributor systems

This mismatch causes customer orders to go unfulfilled, initiating Product Re-
spin
Associated Security Threats with the introduction of Non-approved Suppliers
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Problems of Organization Mapping

The supply chain is plagued by various inefficiencies that can propagate throughout the Supply
Chain nodes. All of these problems contribute to the risks and integrity of the Supply Chain for the
end customer.

1. Manual labor wastage across the supply chain leads to resource inefficiency, additional costs, but more
importantly shortcuts that compromise supply chain integrity.

2. Research by Aberdeen shows that 24% of companies' engineering resources are wasted due to manual
corrections of design or library data errors.

These inefficiency leads to

Opportunities for un-intended Suppliers and/or parts to get into the Supply Chain.
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Problems of Organization Mapping — Suppliers Perspective

From the perspective of manufacturers, suppliers, and distributors, several factors contribute to the

negative impact:

3. Missed opportunities arise when OEMSs fail to find intended parts in distributors' search databases due to
incorrect organization identifiers.

4. Salespeople may be unable to fulfill customer requests if they don't recognize the manufacturer's name
on the purchase order.

5. Costs arise from tracking down mismatches between manufacturer names on purchase orders and as

recognized by suppliers.
e This is the burden of providing evidence to the customer that the 2 manufacturer names are in fact the same
company.
« The problem is exaggerated through acquisitions and divestitures and manufacturing location changes (where
Cage Codes are not transferrable),
6. Dealing with material returns becomes costly if customers don't recognize the manufacturer's name on

the shipping label.
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Problems of Organization Mapping — Customer Perspective

From a DIB customer perspective, the following factors contribute to the negative impact:

7. Difficulty in joining data from multiple sources for the same part leads to missing and duplicated content.

» Siemens found that 54% of sampled content from 2 different sources couldn't be joined due to different
organization names, potentially costing millions of dollars to re-generate.

8. Unused inventory consumption occurs if parts cannot be found in the warehouse due to alternative
manufacturer names.

9. Incorrect inventory may be received from a non-approved suppliers with a similar name, risking the
introduction of counterfeit parts.

10. Delays in receiving products occur when suppliers cannot reconcile manufacturer names on purchase
orders with their internal systems.

11. Mismatches in organization identifiers may trigger unnecessary product redesigns, incurring additional
COsts.
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How Incorrect Manufacturer Names get into the Product Supply Chain

Source Data Adoption in Product Design

Designers use as provided by external
sources

These non-legal Names propagate to the product BOM

When Designers Select from Distributors or Aggregators
Parts are chosen from third-party websites

Manufacturer identity as defined by these website are inherited into the
design flow.

Organizational Mapping Process
DFM engineers or others map manufacturers during supply chain steps
Mapping can occur at procurement, warehousing, or distribution

Potential for Mapping Errors
Manufacturer A may be incorrectly mapped to Manufacturer B

Consequences - Incorrect Mapping leads to wrong parts in Product BOM

iqueEntityldentifier
xsistring

= TaxidentificationNumber

xs:strin

ionNumber

Legal Organizational Identifiers based on OIA (Organizational Identifiers
Authority) Bodies are not easily accessible, so companies use
abbreviations of organization names for their individual step within the
overall larger supply chain ecosystem.
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The Ineffective Attempt to reduce Fake Suppliers

Domain Acquisition for Security
Companies buy domains to prevent impersonation
Protects against malicious actors acquiring similar

domains Risks and Controls in Product Supply Chains
Risk Area Potential Issue Control Measure
Supply Chain Impersonation Risks Domain Malicious actors Purchase multiple
. i . . Impersonation acquire similar domains domains proactively
Fake Suppliers exploit dynamic supplier ecosystems - - -
o 0 Nega s f Supplier Fake suppliers enter Verify manufacturer
Teams work to identify legitimate manufacturers Impersonation supply chain identities

Prevents selection of unintended or fake suppliers Eroneous or Manufacturer-
Product Data Integrity

counterfeit data/specs  controlled datasheets

Dynamic Supplier Ecosystem Wrong grade parts

_ _ _ . Component used (e.g., commercial Strict part verification
Supplier relationships change over a product's lifetime Substitution Ve mi“t‘f&) processes
. o s Dynamic Supplier Frequent changes Continuous name
Opportunities for Malicious Activity Changes exploited by attackers ~ mapping maintenance
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Visualizing the Component Part Number Evolution during the Product Life Cycle Process

Device Functionality

A simplified functional diagram is
created at the library design stage
e.q. Base Number is
TLC555 .
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Product Logical Design

Electrical configuration during schematic Design refines
the Device identification as in
TLC555C (Vpp Min=2V,0° C
TLC555! (Vpp Min = 3V,
TLC555Q (Vpp Min =5V,

Package Code = PS Package Code =P
& - Pin Plastic Small Qutline 8 - Pin Plastic Dual-In-Line
Package (SOP) Package (DIP)

There is no Part Number modification for
Tube Packing format

Packing Format Code = R for Tape & o

Reel Packing Format

Stages of Part Number Definition

Part numbers change throughout product design evolution

Each stage reflects a different definition

Device Library Design Stage

Defines part functionality with a Base Number (e.g., TLC555)

Product Schematic Stage

Part number expands to show electrical configuration (e.g., TLC555C, TLC555I)

Physical Layout Design Stage

Part number includes package codes for physical configuration (e.g., PW, D, PS, P)

Manufacturing and Packing Formats

Part number modified for packing format (e.g., 'R' for Tape & Reel, absence for Tube)

Stages of Part Number Evolution (Sample)
Stage Part Number Example

TLC555

TLCS55C, TLC555I
TLC555CPW, TLC555ID
TLC555CPWR

Device Library Design
Product Schematic
Physical Layout Design

Manufacturing
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Base functionality
Electrical configuration
Package code

Packing format
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Lack of Standardization in Part Numbers

Lack of Industry Standard for Part Numbers
No universal structure exists for part number definitions

Implementing a standard would be difficult for
manufacturers

Unique Manufacturer Coding Systems

Manufacturer embeds delivery format codes within part
numbers, alongside part specifications

Significance of Single Characters in Part Identifiers

A single character can distinguish between commercial and
military grades

It can also indicate different packing formats

Evolution of Part Numbers During Design and
Procurement

Part number definition change through design, procurement,
and assembly stages

Risks Associated with Character Changes

Key Aspects of Part Number Definition Challenges

Aspect

No Standard Structure

Embedded Codes

Character Significance

Evolution During
Process

Procurement Risks

Description

Part numbers vary by
manufacturer

Delivery format and
specifications in code

Single character can
alter grade, specification,
material composition or
format of the part

Part numbers change
through stages

Final changes affect part
quality/reliability for
intended use.
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Impact

Difficult to implement
industry-wide standard

Complex identification
process

Risk of incorrect or
downgraded parts

Potential for intentional or
accidental changes

Possible degradation
from military to
commercial grade
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Difficulties in Finding True Replacements

Example of Replacement Chain for TLC555 Series

Part Number Can Replace Reversible?

TLC555M TLC555Q No
TLC555Q TLCS55I No
TLC555I TLC555C No
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Component Manufacturers and Part Numbers

Manufacturers may use similar or partial part numbers to
suggest compatibility

This can mislead customers about true replacement options

Complexity with Multiple Variations
Texas Instruments has 15 variations of a base part number
Not all variations share the same datasheet specifications

Difficulties in Finding True Replacements

Obsolete parts are not easily replaced due to specification
differences

Example of Replacement Chain

TLC555M can replace TLC555Q, which can replace
TLC555I, which can replace TLC555C

Substitution is only valid in one direction, not reversible

Importance of Application Criteria

SIEMENS



Risks from Lack of Visibility and Traceability

Lack of Visibility Across Supply Chain Phases
Hinders smooth transitions between supply chain nodes
Creates opportunities for adversaries to exploit gaps

Risks of Component Origin Disguise
Adversaries may hide the true source of components
Compromises supply chain integrity

Iterative Design and Manufacturing Processes
Complexities increase with each iteration
Requires adaptive identification strategies

Need for Robust Identification Mechanisms
Essential for tracking components accurately

Importance of Traceability
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Challenges in Organization Mapping and Data Accuracy

Complexity in ldentifying Supply Chain Organizations Key Issues in Supply Chain Data Management
Difficulty in mapping organizations and their manufactured Challenge Impact Example
parts _ _ _ _ Manual Data Labor intensive, Hundreds extract
Ensuring data security and accuracy is a major concern Extraction error-prone datasheet info

Inconsistent part Specs differ across
specifications sources

Labor-Intensive Data Extraction Processes DEIE) IDISEEEEEEE

Manual extraction from datasheets by hundreds of

individuals leads to inconsistencies Name Hard to join data Different spellings

Structured taxonomies require significant human effort Inconsistencies sets :g;(agiturer
Frequent Data Errors and Discrepancies Lack of Integration issues,  No unified naming
Specification data for the same part often does not match Standardization up to 54% impact  process
across sources
Data errors are common in aggregation and distribution Redundant Duplicated effort at Ea(.:h n.Ode.
maintains Its own

Mapping each node list

Redundant Mapping Efforts Across Supply Chain Nodes
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Limitations of Current Data Aggregators

Current Limitations of Data Aggregators

No Data Aggregator provides fully accurate component data for designers
(Typical Bn of Parts in a Market with Tr of Parts)

Designers must still verify parts against datasheet specifications

Conflicting Information from Multiple Sources

Siemens observes discrepancies when processing the same part from different sources
Part details often clash between sources

Need for Reliable Digital Standards
Inconsistencies highlight the need for improved data practices

Introduction of JEP30 PartModel Standard

JEDEC introduced the digital JEP30 standard in 2018

Aims to digitize data directly from component manufacturers
» Future Direction for Data Accuracy
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| Trusted Supply Chain .

Solving these challenges, *i G
via Trusted Traceability and Digital Threading -, . +A

e
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Data Trust Requirements in Microelectronics

Understanding Data Trust in
Ecosystems

Importance of trust for data sharing and
collaboration

Challenges posed by complex
environments

Key Requirements for Data Trust

Security measures to protect sensitive
information

Transparency in data handling and
usage
Stakeholder Roles in Data Trust

Responsibilities of data providers and
users

Collaboration between multiple parties
Compliance and Regulation

Adherence to legal and ethical
standards

Technological Solutions for Trust

Trojan Insertion Reverse Eng. 'Overproduction Gray Markets Counterfeits IP Theft Hacks/Malware DDoS Attacks
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Trusted Traceability for Supply Chain Assurance

Logistics

Manuf. I I

Il? i

Blockchain
Read

HW Physical

HW Logical PCB Component
Component Parts Searchv.,  Design Design Manufacturing ~ Procurement ~ PCB Assembly, System

satrib it . e, T otllee Prod Systems Integration
Manufactyrer Distribution¥««., = "tee., . geettleest” .
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The JEP30 PartModel Streamlines The Design and Manufacturing Process, via Digital Threading
providing Transparency, & Information Reliability, while reducing Counterfeits

High Level of Trusted Content
Easily Traceable directly back to source of

generation at Component Manufacturer.
https://www.jedec.org/category/technology-focus-area/Zjep30

Calculated Manufacturing Processes
with predictive Yield information

Part Model
TruePart™

\

Optimized Stencil Calculations

Parameterized 3D Models

Electro-Thermal
Simulation

Intelligent Symbols
with Interface
definitions, and

supporting data to
check for design

constraints

Footprints created
to Custom Rules
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Bridging the Chasm in the Electronics Value Chain

{ | 5 N 1 L
e Streamlines design-to-manufacturing collaboration
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pO m p onent \ - verification and validation pgocéss that supports increased levels of Trust and El ectronic ‘
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Electronic T
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A Foundational Approach: Unique Supplier Identification

Multiple Contributors to Supply Chain Issues
Proposal focuses on one key contributor — Organizational Identifiers via GBI's
Other solutions will complement this approach

Importance of a Systematic Solution
Comprehensive and phased actions are needed
Addresses intricate challenges in the supply chain

Step One: Unique Supplier Identification
Identify names of microelectronics suppliers
Creates a foundation for further actions

Leveraging ldentifiers for Traceability
Use unique identifiers to track suppliers

Building Blocks for Future Solutions
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GBI Adoption in Other Industries and CBP Incentives

GBI Introduction in Key Industries
Food, retail, and pharmaceutical sectors are primary

GBI Adoption and CBP Program Overview adopters
Industry GBI Adoption CEP Incentives Limited implementation in other industries
: Expedited customs
High : .
with GBI CBP Program Expansion
_ Custom Border Protection now includes all industries
Hiah Expedited customs Broad dited :
g with GBI roader access to expedited customs processing
Expedited customs Incentives for Using GBI

Pharmaceutical High ith GBI ) _ _
W Faster freight clearance for shipments with GBI

GBI must indicate last departure point before US
arrival

Eligible for
Other Industries expedited customs if
GBIl included

Impact on Shipping Manifests
Requirement to include GBI for customs benefits
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GS1 Standards Gﬁ @) ‘o

Identify: G51 |dentification Mumbers

GLM Global Location Number GTIN® Global Trade item MNumier® S5CC Serial Shipping Container Code EPC'/SGTIN Serialized Global Trade item Mumber  GSIN Global Shipment Igentification Mumber
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Capture: G51 Data Carriers

Barcodes EPC-Enabled RFID Tags

EdbE AUPE 351 DataBar®
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Share: G51 Data Exchange

ITF-14 G51-128 HF RFID UHF RFID
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Wafer Fabrication to Component Component Manufacturer thru Product Assembler to end
Manufacturer Distribution to Product Assembler Customer
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Integrating GBI Data via APIs in Product Creation

Role of Organization Identifiers Authority (OIA) Bodies Key Elements of OIA Data Integration Proposal

OIA bodies provide verified organlzatlonal.data | Stage Action Benefit

Data leveraged through APIs for software integration

. . . . . . EDA Library 'IAr:;(Tgrate OIA data via In_|tr|]ates_]!3(?jl\g creation

Integration into Electronic Design Automation (EDA) Library A SIS B
Stage

EDA library is the starting point for BOM creation Logical Schematic Propagate Ensures downstream

Early integration ensures proper data propagation Design organizational mapping  integration

downstream

_ _ N _ _ Manufacturing Replace manual Improves accuracy and

Expose GBI from Organization Identifier Authority Bodies Software mapping efficiency

APIs replace manual mapping processes
Enables hierarchical verification of organizations

Component Define hierarchies in Verified organization on
Manufacturer GS1, DUNS, GLEIF datasheet

Impact on Product Creation and Manufacturing Software
Facilitate seamless integration into key software tools

Component Manufacturer responsible to populate OIA DBs
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Proposed Flow (via GS1)

1. The platform is populated by the local
GS1 office — for GS1 US, this is Data Hub.

2. Users who wish to populate/create GLNS
for the registry, do this through the local
GS1 office (again GS1 US is Data Hub).

3. The GS1 Global Registry Platform will
have GLNs provided from all 117 GS1
offices.

4, Users who want to search/receive GLNs
from the Global Registry Platform do this
through the local GS1 office.

Global Supply Chain

5. Therefore customers in the US would

access Data Hub to OEM'’s can pull the GLN’s for each
search/retrieve/download data from the of their suppliers in their hierarchal

Registry. supply chain to verify true
organization identity
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Provision and Integration of GBI Information

Provide Seamless GBI Integration Across Transactions
Utilizes sources like GS1, DUNS, and GLEIF for reliable identification
Applies to both digital and physical supply chain activities

Enhance Traceability and Transparency
Improves visibility throughout the supply chain
Reduces risk of malicious interventions and inefficiencies
Integrate into ECAD Library
GBI data embedded in design libraries for propagation
Ensures information flows through all software tools

StreamlinedProcurement and Inventory Processes
OEMs benefit from consistent organizational mapping

Risk Mitigation
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High Level Solution Phases

39

Implement GBI across the EDA tools that can be propagated out to the Industrial Base via EDA Product

upgrades.

* By establishing GBI information into EDA tools, product design can begin with true organization identifiers that will
later propagate to Product BOMs.

* Product updates to the industry can propagate GBI information to existing customer libraries, providing mass
distribution across hundreds of customers.

Establish and fund an existing Exemplar Product to demonstrate the efficacy of the proposed solution.

Introduce the next phase of a comprehensive Traceability system, tracing data from the inception of
product design to the final assembly of the Exemplar Product.
 This includes tracing the validation and verification steps along each node in the supply chain

* Provide investment to expedite the widespread adoption of standardized digital threads for component information
such as the JEDEC JEP30 PartModel.
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High Level Solution Phases

40

4.

Extend Traceability throughout the entire data and material flows, encompassing transportation
logistics, national distribution centers, and export controls.

« Maintain focus on the Microelectronics supply chain from the component manufacturers to the printed circuit board
assemblies, since this is the brains of the end product and the area that has the biggest impact to the product
operational integrity.

* Focus on the ME component manufacturers whose products end up in sanctioned countries, such as the US
companies whose products are found in Russian armaments on the Ukraine battlefield.

Leveraging the traceability anchors that are now established in the supply chain, expand the data
gathering requirements to establish Trust, by gathering provenance data that demonstrate product
integrity and reliability.

« This becomes critical as the Product moves from the design phase to the manufacturing phase

« Extend the Trusted Traceability system to the broader Microelectronics supply chain and into the COTS
(Commercial Off The Shelf) supply parts that are consumed in the critical infrastructure sectors as outlined by Dev
Shenoy in his presentation on the “Workshop on Global Supply Chain Security for Microelectronics
Standardization”, hosted by ANSI.
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Proposed Suggestions and Phased Approach

Phased Actions for Supply Chain Security

Key Actions Objectives

Establish
foundation for
traceability and
transparency

Integrate GBIs, traceability
In transactions, gather
provenance data

Phase 1

Expand traceability to
transport, enhance
system/component data,
analytics, tailor for
COTS/Custom

Increase
assurance,
credibility, and
resilience

Phase 2
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Issuing a Request for Solutions (RFS)

Defines a comprehensive scope to address supply chain
challenges

Leverages and coordinates existing USG initiatives

Phase 1: Laying the Foundation

Integrate Global Business Identifiers (GBIs) at board design
phase

Establish traceability across all transactional steps
Gather provenance data during design and manufacture

Phase 2: Expanding Assurance
Extend traceability to physical product transportation

Enhance data gathering for system integration and
components

Develop analytics and tools for evidence-based assurance

Collaboration for Future Resilience
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Market for Secure Microelectronics

Market for Secure Microelectronics:
National & Economic Infrastructure

n 8V =

Al & Supercomputers Banking, Medical and Other Cyber Security Dept. & Agency Data
DOE, NASA Sensitive Verticals Centers
b AP = DHHS, FDIC, OSHRC 2 _ODNl

5G

Next-Gen Comms Transportation Weapons Systems

National Grid
DHS DOT, NTSB, FAA ~1%
DOE, NRC DOD =1% of demand

Aggregated Market is =24% of U.S. Demand

Access to Measurably Secure ME will serve this critical infrastructure market
®» Domestically designed, manufactured, packaged and tested parts that meet U.S. security and safety standards
= Ensure access to a forecasted aggregated demand of SOTP and Legacy Technologies (designs remain robust over a 10+ year PoP)

' A “whole of nation” approach to access Measurably Secure ME

DISTRIBUTION STATEMENT A. Approved for Public Release
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Role of Secure Microelectronics in
Infrastructure

Vital for national security systems

Supports economic infrastructure
operations

Applications in National Infrastructure
Used in communication networks
Essential for energy grid management

Economic Impact
Drives innovation in technology sectors
Enhances reliability of financial systems

Security Considerations
Protects against cyber threats

Market Demand
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Semiconductors and National Security: The Need for Visibility

1. Semiconductor Industry Warning on Counterfeit Risks
“The catastrophic-failure risk inherently found in counterfeit semiconductors

. . . . places our citizens and military personnel in unreasonable peril.”
Sem Icon d u .C.tO rs as Natio n al Se_cu rlty ESSG!’]tI al S — Brian Toohey, President of the Semiconductor Industry Association, testifying before
Vital for military systems, including communications and the Senate Armed Services Committee in November 2024.

n avi g ation This underscores how counterfeit microelectronics threaten both civilian safety and

. ) ] military readiness. EDN
Integral to advanced weapons like the F-35 Joint Strike
Fighter

2. Senators’ Legislative Action to Block Counterfeit Tech
“From the pandemic to Russia’s attack on Ukraine and other global conflicts, the

. . . last few years have taught us just how important a secure domestic supply chain is
Cha”enges In Supply Chain VISIbIIIty to America’s national security.”
DoD lacks full insight into sub-tier Supp“ers — Senator John Cornyn, in statement supporting the SAFE in Supply Chains Act (July

2024), a bipartisan bill intended to ban U.S. agencies from buying electronics from grey-
market sellers to prevent infiltrations of counterfeit or insecure microelectronics. ASM
International

Limited visibility hinders threat and risk identification

System-Level Manufacturer Practices
Manufacturers prioritize lowest cost, regardless of

3. Senate-Recorded Danger Posed by Fake Microelectronics
“The defense community is critically reliant on a technology that obsoletes itself

source every 18 months, is made in unsecure locations and over which we have absolutely
. 3 no market share or influence.”

Source agnOStICISm further reduces Supply chain This quote stems from a Senate report briefing highlighting how the rapid obsolescence

transparency and insecure sourcing of microelectronics elevate the threat of counterfeit parts infiltrating

defense systems. SpaceNews

Market Influence and Secure Microelectronics

T B L 4. “Operation Chain Reaction — the IPR Center/HSI task force — explicitly targets
Advocates for a “whole of nation” approach : ohaing. wa

counterfeit microelectronics entering DoD and government supply chains, warning
these fakes can ‘imperil the safety of the warfighter’ and delay missions.”

. . — Context: DOJ/HSI/IPR materials and task-force reporting (OCR briefs, 2018-2023 and
Broader Industry Demand for Microelectronics continuing) document criminal cases, seizures and why microelectronics are a top OCR

priority. ipr2.iprcenter.goviprcenter.gov
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https://www.edn.com/counterfeit-components-cost-more-than-us-dollars-sia-testifies/?utm_source=chatgpt.com
https://www.asminternational.org/bipartisan-senate-bill-aims-to-ban-u-s-agency-purchases-of-counterfeit-electronics/?utm_source=chatgpt.com
https://www.asminternational.org/bipartisan-senate-bill-aims-to-ban-u-s-agency-purchases-of-counterfeit-electronics/?utm_source=chatgpt.com
https://spacenews.com/us-senators-laud-mda-model-avoiding-counterfeit-parts/?utm_source=chatgpt.com
https://ipr2.iprcenter.gov/file-repository/ipu-operation-chain-reaction-march-2023.pdf?utm_source=chatgpt.com
https://www.iprcenter.gov/file-repository/ipu-operation-chain-reaction.pdf?utm_source=chatgpt.com

The Case for Identifiers and Traceability

Urgent Need for Identifiers and Traceability
Current systems lack accepted identifiers and secure traceability
Malicious actors threaten reliability and safety

Impact of Counterfeit Microelectronics
Recent incidents highlight risks, including loss of life
Senate report identifies ongoing vulnerabilities
Critical Juncture for Supply Chain Security
Proactive strategies needed to address evolving threats
Proposed Solution: Global Business ldentifiers (GBIs)
Comprehensive Traceability Mechanisms

Securing Products and Data Throughout Life Cycles

Roadmap for Fortification
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5. “A bipartisan Senate-backed bill would bar U.S. agencies from buying electronics
from gray-market sellers — aiming to prevent counterfeit and insecure microelectronics

from entering federal supply chains.”
— Context: legislative response (July 2024) showing Congress moving to cut off
procurement routes that enable counterfeit/gray-market parts. FedScoop

6. “Investigations into explosive-rigged pager/radio devices showed how
counterfeit or tampered electronics in Asian supply chains can be weaponized —
‘not a big leap to go from fake components to supply-chain compromise.’”

— Context: reporting (Sept 2024) on Hezbollah devices and supply-chain tampering
underscored how counterfeit/tampered microelectronics can create direct security threats
to U.S. allies and regional stability. Reuters Financial Times

7. Echoing Supply-Chain Red Flags: “Chip Security Is as Important as Food
Security”

“I believe in global trade. But | also believe that chip security is as important as
food security.”

— Senator Maria Cantwell, Chair of the Senate Committee on Commerce, Science, and
Transportation, opening a hearing with semiconductor industry leaders (2022). While
slightly before 2024, it remains highly relevant—particularly as Europol had just warned of
counterfeiters exploiting chip shortages. U.S. Senate Committee on Commerce

8. Bipartisan Bill to Strengthen Border Protections Against Fakes

“Counterfeits threaten our nation’s economy and can put consumers at serious
risk. ... By boosting information-sharing between Customs and Border Protection,
rights holders and commerce professionals, our bipartisan bill would establish a
straightforward and effective approach to cutting back on potentially dangerous

counterfeit products.”

— Senator Chuck Grassley (with Senator Maggie Hassan), introducing a 2025
amendment (into the FY25 NDAA) empowering CBP to share packaging and shipping
data to help intercept counterfeit imports—including microelectronics that could threaten

U.S. security. Senate Judiciary Committeehassan.senate.gov

SIEMENS


https://fedscoop.com/senate-bill-would-ban-agency-purchases-of-counterfeit-electronics/?utm_source=chatgpt.com
https://www.reuters.com/world/asia-pacific/hack-hezbollah-devices-exposes-dark-corners-asia-supply-chains-2024-09-20/?utm_source=chatgpt.com
https://www.ft.com/content/5c8f5c51-e205-4213-a85a-e6c52963c72c?utm_source=chatgpt.com
https://www.commerce.senate.gov/2022/3/cantwell-opening-statement-at-semiconductor-hearing?utm_source=chatgpt.com
https://www.judiciary.senate.gov/press/rep/releases/grassley-hassan-lead-bipartisan-push-to-curb-counterfeit-imports?utm_source=chatgpt.com
https://www.hassan.senate.gov/news/press-releases/grassley-hassan-introduce-bill-targeting-counterfeit-imports?utm_source=chatgpt.com

Roles and Data Flows in the Supply Chain

Key Participants in the Supply Chain
Chip, board, and system designers initiate the process
Foundries and OSAT providers handle manufacturing and testing

Role of Distributors and Manufacturers
Distributors move parts to product manufacturers
Manufacturers assemble components into finished products
Logistics and Customs Involvement
Freight and distribution hubs manage product flow
Customs houses oversee cross-border movement
Information Dissemination

Product Transformation and Transportation

Complexity of End Products

9. “...alife-and-death matter for American troops”
“The counterfeit part issue ... can fail and render the platform in which they have been
placed inoperable. Such a situation quickly can become ‘a life-and-death’ matter for

American troops, Sen. Kelly Ayotte (R-N.H.) said during a hearing.”
This quote starkly emphasizes how counterfeit parts—without traceability—pose direct
threats to military personnel and mission-critical systems. The Hill

10. “Risk that a potentially hostile power could tamper with them, or even cut off
the supply”

“More than 50 percent of the microelectronics products that the Pentagon buys come from
China ... That raises the risk that a potentially hostile power could tamper with them, or
even cut off the supply, he added. ‘If we can't get them ... in a domestic ecosystem we will
be in trouble because what [China] can do is turn off the spigot.”

This underscores geopolitical vulnerabilities—and how traceability back to trusted sources
could prevent tampering and ensure supply resilience. National Defense Magazine

11. “These supply chains have little or no traceable integrity ... a profound
challenge to national security”

“These supply chains have little or no traceable integrity and often cannot be trusted,
which presents a profound challenge to national security... traceable integrity must be
incorporated into the microelectronic supply chain.”

From a defense-industry expert, this quote directly calls for implementing trusted
traceability to secure microelectronics destined for defense systems.

AFCEA International

12.“...an electronic part may be manufactured for two years, while a defense
system ... may be in service for more than two decades.”
“An electronic part may be manufactured for two years, while a defense system it is used

on may be in service for more than two decades,” according to the Senate report.

This underlines risks from obsolescence and counterfeit parts over a system’s lifespan—
risks that traceability (to validate genuine parts and their provenance over time) could
significantly reduce. SpaceNews
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https://thehill.com/policy/defense/178529-counterfeit-military-parts-from-china-a-clear-and-present-danger-senators-say/?utm_source=chatgpt.com
https://www.nationaldefensemagazine.org/articles/2017/12/19/china-threatens-microelectronics-supply-chain-dod-official-says?utm_source=chatgpt.com
https://www.afcea.org/signal-media/cyber-edge/microelectronics-offer-case-study-securing-defense-critical-supply-chains?utm_source=chatgpt.com
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Impact on Defense Industrial Base and National Security

Role of the Defense Industrial Base (DIB)

Responsible for designing, developing, and delivering
national security capabilities

Faces significant data management challenges

Key Challenges in Defense Data Integration
Issues with Data Integration
Difficulty merging data from multiple sources for the same

Dafa Missing/Duplicated ~ Multipl f S S .
Integration gl DUEIEE = ultiple sources for Results in missing or duplicated information
P Content same part

Challenge Impact Example

Impact on System Integrity

Name _ High Cost to Fix 54% content not Compromises the reliability of critical defense systems
Discrepancies joinable

Findings from Siemens’ Research

Inventory Parts missed due to

Unused Inventory

Detection name variations

Inventory Management Problems

Non-Approved Security Risks Counterfeit/malicious
Suppliers unty parts Risks of Incorrect Inventory

National Security Threats
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Trusted Traceability for Supply Chain Assurance

Implementing End-to-End Traceability in Data and Material Flows

Comprehensive Traceability Across the Value Chain
Tracks data from product design to final assembly and later to EOL

Ensure data & material authenticity and provenance at every stage
with GBI root of trust that enables detailed origin tracing.

Extends through transportation, distribution centers, and export
controls

Key Elements of a Comprehensive Traceability System

Risk Mitigation Through Testing and Verification Stage Traceability Actions St
Multiple tests and verification points throughout the chain N ——
Reduces errors and discrepancies in processes Product Design ECAD integration with Reduces design errors
Adherence to Industry Standards SERCIOE
. . . - PO traceability to
Builds confidence among stakeholdgrs with digital threads e'.g., Procurement manufacturers via GBI En;]ure? gtource
JEDEC JEP30 PartModel standard is the most comprehensive ME authentication Uit ey

Documentation structure in the Industry.
Role of GBI Information
Acts as a key enabler for tracking and verification
Facilitates accurate documentation source identification throughout
the process

Integration with ECAD Libraries introduces widespread
penetration of GBI information into Product Life Cycles

Tracking through hubs Secures delivery,
and customs prevents tampering

Distribution & Logistics

Operational Lifecycle Ongplng tracking and !\/Ialnt{;uns product
verification integrity
Assures complete

End of Life Final traceability checks . ;
lifecycle tracking
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Conclusion

Adoption of Global Business Identifiers (GBIs)

 Facilitates secure and transparent supply chain
operations

* Improves stakeholder confidence and resilience

Integration of Exemplar Product and Traceability
Systems

* Proves out the solution in enhancing trusted supply
chain integrity.

Phased Initiatives for Implementation i

. . < TRUST & TRACEABILITY -
» Guides stakeholders through gradual adoption s
« Allows for scalable and sustainable improvements

Role of US Government Leadership

49 © Siemens | Sept-2025 | Michael Durkan | Dir, Government Projects and Industry Standardss | Siemens Digital Industries Software | Where today meets tomorrow. SI E M E N S



Blockchain, Industrial NFT, and PUF combine to prove Security, Quality

& Authenticity of a ‘Genuine Distributed Product’

Genuine i of N
Distributed Product [um same Security

o N ARRAITTY Physically Unclonable Creator
i ( htficate Function (PUF)
Genuine Distributed Product Unique & Unclonabl
2
Elatﬂij} C
design data.
The NFT also
ensures only
Blockchain-based one copy is
Evidence of Compliance produced per

ﬁ Lotisilass
transaction

Quality

Producer

process using
NFTs to access
and decrypt
manufacturing
instructions
and
specifications
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'8 Authenticity

genumely from
the creator.
The NFT also
allows try-
before-you-buy
in Metaverse
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