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Motivation of SBOMOps Working Group
• Answer the “now what” questions

• Once I generate or receive an SBOM, what do I do with it?
• What additional insights or intelligence can I gain from the SBOM that will 

benefit my organization?”

• Demonstrate benefits of SBOMs for both Producers and Consumers



Goals of Document
Explain SBOM Lifecycle Management
• Graphical depiction of SBOM lifecycle
• Common reference workflow and terminology 

• Used by SBOM  producers and consumers to express their needs 
• Used by solution providers to communicate what functions within the SBOM 

lifecycle they address

Provide practical use cases that exemplify how an organization can 
extract additional value from an SBOM after it has been generated

Improving Risk Management Decisions with SBOM Data 
(Draft April 4, 2025)
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Major Sections of Document
• Explanation of SBOM Lifecycle with associated graphics

• Analysis and synthesis of many sources: CISA, NTIA, NSA, SEI, CERT-In, academia, 
industry SBOM producers and consumers

• Thirteen Use Cases and where they fall in the SBOM Lifecycle
• Narrative Description
• Table of 7 Attributes: 

• Actors
• Business Motivation
• Functional Objectives
• Steps to Achieve Objectives
• NTIA Fields Used
• Added or Cross-linked Data
• Benefits Achieved

• Key Takeaways
• Table of NTIA fields used for each use case
• Table of other data sources cross-linked to SBOM data for each use case



The SBOM Lifecycle and Operations 
Performed on an SBOM During Its Life
Organized into three lifecycle phases and three levels of 
maturity of SBOM operations
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The SBOM Lifecycle: 3 Phases, 3 Levels of Maturity

Basic SBOM Operations

Advanced SBOM Operations

Mature SBOM Operations – Continuous Vulnerability Management
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Use Cases that Illustrate Insights and Value 
Gained from SBOM Analysis

After initial SBOM generation
When linked with other data sources



13 Use Cases Covering Entire SBOM Lifecycle

Use Case # Maturity / Applicability Lifecycle Phase

Most Mature / Broadest Applicability Produce Consume

1 Pre-Deployment CVE Risks x

2 Post-Deployment CVE Risks x

3 Open Source Licensing Risks x x

4 EOL and Non-maintained Component Alerting x x

5 Pre-purchase Risk Assessment x

6 Component Usage Across an Organization x x

Moderately Mature / Moderate Applicability

7 Incident Response x

8 M&A and Investment Risk Assessment x

9 Verification of Accessory Software x

10 Differences in Components Between Builds or Versions x x

Least Mature / Focused Applicability

11 Conformance with Disparate GRC Specifications x x

12 Integrity and Threat Management for OT and isolated networks x

13 Field Servicing of Software-enabled Devices x x
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Deeper Dive into Four Use Cases
Use Case #1 - Pre-deployment Common Vulnerabilities and Exposures (CVE) 

vulnerabilities: Discover vulnerabilities in software products before release. (Ken Z)

Use Case #5 - Pre-purchase risk assessment: Assess software for risks prior to purchase 

or acquisition. (Tim M)

Use Case # 7 - Incident response: Identify all applications that depend on a component 

involved in a security incident. (Tim M)

Use Case # 13 - Field servicing of software-enabled devices. To assist maintenance and 

troubleshooting, field service representatives compare a previously- generated SBOM of a 

device to data collected from an operationally deployed device. (Ken Z)



Use Case 1 – Pre-deployment vulnerabilities and exposures 
Overview  Identify and mitigate vulnerabilities in software components before 
product release to minimize risk, support compliance, and enhance trust.
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Process Steps

Benefits  Proactively secure products before release  Strengthen regulatory 
and customer confidence  Reduce costly post-release patches and liability

Key Actors   Procurement  Regulatory   Engineering   Product Security (PSIRT) 
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Use Case 1 – Pre-deployment vulnerabilities and exposures 

Real-World Examples
- Medical Device Manufacturer: SBOM-based vulnerability 

analysis for FDA cybersecurity documentation requirements
- Cloud Software Vendor: Discover vulnerability, replace 

critical OSS component prior to SaaS launch
- Industrial IoT Supplier: Find and fix outdated cryptography 

libraries in smart meters before infrastructure upgrade

- Automotive Software Supplier: Pre-release SBOM review 
uncovers vulnerable Bluetooth stack in infotainment system, 
mitigate before launch



Use Case 13 – Field servicing of software-enabled devices
Overview  Use SBOMs to maintain, troubleshoot, and verify deployed devices 
over operational life.  By comparing original authorized software inventory against 
live environment, field teams detect unauthorized changes, assess patch status, 
and ensure devices remain compliant over lifetime.
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Process Steps

Benefits  Assure device security and reliability  Enable faster and more 
accurate field maintenance  Reduce risk of unauthorized software changes

Key Actors   Product Security  Field Service   Consumer IT  Consumer Security
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Use Case 13 – Field servicing of software-enabled devices

Real-World Examples
- Hospital: Field techs use SBOM comparisons to detect 

unauthorized software installations on deployed medical 
devices, such as patient monitoring systems

- Power Grid Operator: Field inspections of substations using 
SBOMs to reveal older vulnerable software components 
missed during regular software updates

- Commercial HVAC Company: Field techs use SBOMs to 
troubleshoot mismatched software versions in building 
climate control systems, enabling quick reinstallation of 
correct software and restoration of system functionality



Use Case 5 – Pre-acquisition/purchase risk assessment
Overview  Avoid introduction of new security, compliance, or supportability 
risks from software that is being considered for purchase or acquisition

Process Steps

Benefits  Have risk-mitigating discussions with suppliers  Cross functional 
sharing of risk assessments  Empower procurement in cyber risk mitigation

Key Actors   Procurement   Risk and Compliance   Legal   Security Teams
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Use Case 5 – Pre-acquisition/purchase risk assessment

Real-World Examples

- Critical Infrastructure Provider: Identify components 
originating from sanctioned or restricted suppliers of 
component libraries

- Autonomous Vehicle Vendor: Does commercial SDK 
include components with license obligations requiring 
publication of all source code

- Financial Services Application: Does a candidate 
platform vendor include obsolete or unmaintained 
libraries in their latest product?



Use Case 7 – Incident response
Overview   Enhance incident response processes by enabling faster 
identification, containment, and remediation of incidents (e.g. Log4J)

Process Steps

Benefits  Reduce MTTI/MTTR  Reduce blind spots  Enable strategic 
remediation planning

Key Actors   IT/DevSecOps   Risk and Compliance   Legal   Engineering
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NTIA Minimum Fields Needed for Use Cases

NTIA Minimum Fields Used

Use Case S
up

pl
ie

r

C
om

p
on

en
t

Ve
rs

io
n

O
th

er
 U

ni
qu

e 
ID

s

D
ep

en
de

nc
y 

R
el

at
io

ns
h

ip

A
u

th
or

Ti
m

es
ta

m
p

1. Pre-deployments CVE vulnerabilities ✓ ✓ ✓ ✓ ✓
5. Pre-purchase risk assessment ✓ ✓ ✓ ✓ ✓ ✓ ✓
7. Incident response ✓ ✓ ✓ ✓ ✓ ✓
13. Field servicing of software devices ✓ ✓ ✓ ✓ ✓ ✓ ✓



Added or Cross-linked Data Needed for Use Cases
Data Added or Cross-linked to SBOMs 

to Meet Use Case Objectives
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1. Pre-deployments CVE vulnerabilities ✓ ✓
5. Pre-purchase risk assessment ✓ ✓ ✓ ✓ ✓
7. Incident response ✓ ✓ ✓
13. Field servicing of software devices ✓ ✓ ✓



Key Take-aways

• Many different stakeholders analyze SBOMs across the lifecycle
• Software Producers, Distributors and Consumers
• Engineering, Security, Regulatory, Procurement, Legal, IT, Vendor Management

• Because SBOM data is re-used across the lifecycle, operational 
efficiencies can be gained with a centralized SBOM inventory 

• Use cases correlate additional data with SBOMs to meet objectives
• Most common data:  Vulnerabilities, Licenses, Sanctioned Entities, EOL/EOS
• SBOM-drive workflows reduce security, licensing, compliance and 

maintainability risks

• SBOM lifecycle management is becoming a specialized practice 
• Many opportunities for automation and expansion
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