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Who am I?
Security Data Nerd who derives insight 
from vast stores of cyber data.

Formerly IBM Research, Cyentia Institute
Currently Bitsight

Why are we here 
today?

To better understand cyber risks to 
enterprise generally and the financial 
sector specifically.

Vulnerability management
Cyber threat intelligence
Supply chain risks Risky on stage selfie at RSAC 2023
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Supply chain incidents abound
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Supply chain incidents abound
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How big are supply chains and what do 
they look like?

Which providers are critical to individual 
and aggregate supply chains?

What is the security posture of critical 
providers in the supply chain?
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How do we construct 
supply chain data?
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Detecting product use via scanning
Careful, continuous scans of the Internet 

Groma Internet Scanning Platform
40M+ monitored organizations

~2.7B hostnames 

4.9B routable IP addresses

Not all products are visible!
Non Network Accessible

Client Side Software

Detectable without interference

Can also do security assessments
Vulnerabilities

Exposed Services
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Detecting product use 4th party data
Multiple sources

Specific product usage

Product classification

Expanded set of providers and 
services
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Building supply 
chain data
Identify relationships between organizations 
based on product or service usage.

Use Bitsight scanning data as well as 3rd party 
data

Example
Bentley Systems (Orange circles)
American Based Infrastructure software 
company, Civil engineering and 
architectural design software

27 Products (Blue Dots)

Sized by number of consumers
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Measuring the 
supply chain
Bentley Systems (Orange circles)
American Based Infrastructure software company

27 Products (Blue Circles)

Sized by number of consumers

Navigator has 23 consumers (yellow circles)
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Measuring the 
supply chain
Bentley Systems (Orange circles)
American Based Infrastructure software company

27 Products (Blue Circles)

Sized by number of consumers

Navigator has 23 consumers (yellow circles)

All products 2634 consumers (visually sampled to 
max of 20 per product)
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Measuring the 
supply chain
Bentley Systems (Orange circles)
American Based Infrastructure software company

27 Products (Blue Circles)

Sized by number of consumers

Navigator has 23 consumers (yellow circles)

All products 2634 consumers

All connections between consumers



©2025, BitSight Technologies, Inc. and its affiliates (“Bitsight”). BITSIGHT® is a registered trademark of Bitsight. All rights reserved.©2025, BitSight Technologies, Inc. and its affiliates (“Bitsight”). BITSIGHT® is a registered trademark of Bitsight. All rights reserved.

Understanding the 
global digital supply 
chain
Data

61M connections between 
42k products
528M consumers
12k providers

Measuring the Global Supply Chain
Calibrating supply chain size
Consumers vs Providers

The Critical 99 and Hidden Pillars
Measuring criticality is not so simple
Industry specific Criticality

Cyber Risk in the global supply chain
Geopolitical Risk
Security Risk

Conclusions and recommendations
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Measuring the Global 
Supply Chain
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Supply chain size varies… a lot
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Suppliers have larger supply chains by 2.5x
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Some providers are more important than others
Measuring the importance of a provider is not necessarily a simple task
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The “Critical 99”
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Large providers don’t  always have large market share
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Hidden Pillars
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Hidden Pillars
Some providers serve a relatively small segment of the global supply chain, but a larger segment of specific industries
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Financial Hidden Pillars
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UAE Hidden Pillars
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Geopolitical 
Complications
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Geopolitical Complications

Companies labeled by the 
US DoD as “Chinese 
Military Companies”

33% of US companies rely 
on these companies.
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Security in the Global 
Supply Chain
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Security Performance in the Global Supply Chain
Risk Vectors are aggregate scores computed by Bitsight
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Provider size and security performance
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Supply Chain risk at any size
An EMEA transportation company with 20% global 
market share has an insecure systems rate in the 
worst 25% (in a year, 1 in 9 systems has an insecure 
system finding).

A US-based marketing corporation has 14% global 
market share in the worst 25% botnet infection rate
(in a day, 1 in 8 systems would have a botnet 
infection). 

An APAC manufacturing company has 10% global 
market share and is in the worst quartile for open 
ports (1 in 18 assets has a negative open port finding 
in a year).

A Fortune 500 energy company with 34% global 
market share in the worst quartile of insecure 
systems. 
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Vulnerability risk in Providers

An EMEA manufacturing company with long-
standing open vulnerabilities (many over three 
years old), with five new vulnerabilities added per 
day, more than 181k assets on the open internet, 
and is involved in 26.5% of the global supply 
chain.

A US data center company that takes longer than a 
year to fix the typical vulnerability, with four new 
vulnerabilities per day, serves more than 10% of 
the global supply chain, and has more than 47k 
publicly facing assets.
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Conclusions and 
Recommendations
Supply chains are large and complex

Criticality is industry and region specific

Even large organizations can struggle with 
security

Where to go from here
Enumerate your supply chain. Who is enabling your 
org’s mission?

Evaluate criticality. Which providers are 
indispensable, which are good to have?

Assess your providers’ security. Where do they 
struggle and would an outage impact you?

Reach out. If you can assess their security so can 
attacker’s, let them know what your concerns are.

Look deeper. A third party incident for one of your 
providers could be impactful, what do their supply 
chains look like?

Evaluate your own criticality. Are you a critical 
supplier or hidden pillar? 

https://www.bitsight.com/resources/hidden-pillars-global-supply-chain
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111 Huntington Ave
Suite 2010
Boston, MA 02199
USA

bitsight.com

Thank you!

sales@bitsight.com
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