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Who am 1?

Security Data Nerd who derives insight
from vast stores of cyber data.

Formerly IBM Research, Cyentia Institute
Currently Bitsight

Why are we here
today?

To better understand cyber risks to
enterprise generally and the financial
sector specifically.

Vulnerability management

Cyber threat intelligence

Supply chain risks Risky on stage selfie at RSAC 2023
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Supply chain incidents abound
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Major outages at CrowdStrike, Microsoft

leave the world with BSODs and
confusion

Nobody's sure who's at fault for each outage: Microsoft, CrowdStrike, or both.
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Supply chain incidents abound

BLOG

The Attack on Colonial Pipeline: What We’ve
Learned & What We’ve Done Over the Past Two
Years

Released: May 07,2023

Jen Easterly, CISA Director

Tom Fanning, Chairman and CED of Southern Company and Chair of CISA's Cybersecurity Advisory Committee
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Supply chain incidents abound

BLOG

Tl February 8, 2024

L Okta October 2023 Security Incident
Y6 Investigation Closure

Rele

Jen & David Bradbury
J | 4

Tom
Related Posts: Recommended Actions - Nov 29, 2023 / Root Cause Analysis [RCA] - Nov 3, 2023 [ Security

Incident - Qct 20, 2023

SITSIGHT ©2025, BitSight Technologies, Inc. and its affiliates (“Bitsight”). BITSIGHT @ is a registered trademark of Bitsight. All rights reserved.



Supply chain incidents abound

BLOG
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CYBERCRIME

SolarWinds Likely Hacked at Least One Year Before
Breach Discovery

An analysis of the infrastructure and the malware involved in the attack targeting SolarWinds indicates that the Texas-based IT management
and monitoring company was hacked at least one year prior to the discovery of the breach.
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1. Drecemider |ﬁ I::-..'il
F
An analysis of the infrastructure and the malware invalued in the attack targeting TR
SolarWinds indicates that the Texas-based IT management and menitoring company China Admitted to Veit Typhaon
was hacked at least one year prior to the discovery of the breach. R On S5 S

Infrastructure: Report
SnlarlAfinds has ranfirmed that ennhicticatad rubarenias whirh s heliswad tn ha
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How big are supply chains and what do
they look like?

Which providers are critical to individual
and aggregate supply chains?

What is the security posture of critical
providers in the supply chain?



How do we construct
supply chain data?



Detecting product use via scanning

Careful, continuous sc.:ans of the Internet Microsoft Products Global Footprint
Groma Internet Scanning Platform

40M+ monitored organizations =

~2.7B hostnames

4.9B routable IP addresses
Not all products are visible!

Non Network Accessible

Client Side Software

Detectable without interference
Can also do security assessments

Vulnerabilities

Exposed Services

)
1 1k ™M 1B
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Detecting product use 4th party data

Multiple sources 7 25tmom

Service Provider e Rating ndustry

Transportation

Specific product usage
Product classification

Apache Coeporation Subscride EnergyiResources

Transportation

Expanded set of providers and
services

Manufacturing
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Maswfacturing
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Manufacturing

Emerson Electric Corponation Subscribe - Manufacturing

Engineering
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¥

Vecrtex Environmensal Services Subscribe . Engiheering

Grupa Azoty Group Subscribe - Marufacturing

Renesas Electronics Corporation Subscrive ' - = Marufacturing
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Building supply
ehtactrs © chain data

Flowmaster @) (@ Prolectwise
- - Identify relationships between organizations
. @ cint @ Eadoc based on product or service usage.
Aecosim Building Designer @)
Use Bitsight scanning data as well as 3rd party
w. @ Microstation Pmrdlw Assetwise data
Pondpack @, Civilstorm g @ Culvertmaster
Example
| .Bmﬂ-rﬂrmm Group Hom Stractural Bentley Systems (Orange circles)
.S'homcld @ - @ American qued In]frastrycture software
company, Civil engineering and
"\ Mowoed architectural design software
Sewergems @) o Powercivil
Speedikon g Hevacomp @) 27 Products (Blue Dots)
(@ Geopak Civil Engineering Suite
@ Inroads Sized by number of consumers
Autoplant @)
Haestad , (@ Stead
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Measuring the
supply chain

Bentley Systems (Orange circles)

American Based Infrastructure software company
27 Products (Blue Circles)

Sized by number of consumers

Navigator has 23 consumers (yellow circles)
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Measuring the
supply chain

a ooy
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Bentley Systems (Orange circles)
American Based Infrastructure software company

27 Products (Blue Circles)
Sized by number of consumers
Navigator has 23 consumers (yellow circles)

° All products 2634 consumers (visually sampled to
max of 20 per product)
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Measuring the
supply chain

Bentley Systems (Orange circles)

American Based Infrastructure software company
27 Products (Blue Circles)

Sized by number of consumers

Navigator has 23 consumers (yellow circles)

All products 2634 consumers

All connections between consumers
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Understanding the " SN ol
global digital supply =~ .~

Data
61M connections between
42Kk products
528M consumers
12k providers

Measuring the Global Supply Chain
Calibrating supply chain size

Consumers vs Providers el
The Critical 99 and Hidden Pillars - ol
Measuring criticality is not so simple — il

Industry specific Criticality
Cyber Risk in the global supply chain
Geopolitical Risk
Security Risk
Conclusions and recommendations

u
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Measuring the Global
Supply Chain



Supply chain size varies... a lot

Distribution of supply chain size measures

# of Products
B%
A% ‘
0% —

# of Providers

10%
0%
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# of Product Categories

# of Internet Facing Assest

20%
10%
0%

# of Hosting Providers
50%
25%

0%

0 10 100 1K 10k
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Suppliers have larger supply chains by 2.5x

Distribution of supply chain size measures

# of Products # of Providers

10 100 1k 10 100
# of Product Categories # of Internet Facing Assest
Mmmuwkuu— T e —
10 10 100 1k 10k 100k

Consumer @ Provider
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Supply chain size varies... a lot

—_—

# of Hosting
Providers

% of orgs
1%

01%
0.01%
0.001%
0.0001%

# of Product Cats

# of Providers

# of Products

Tk 100k 10M 18 1008 0 1k 100k 1OM 1B 1008 0 Tk 100x

# of Employees Operating Revenue($) Assets # of Internet Assets
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Measuring the importance of a provider is not necessarily a simple task

Some providers are more important than others

Percent of providers
12%

10%
8%
6%
4%
2%

0%
1in 1in 1in
1k 100 10

Proportion of organizations using provider

BITSIGHT ©2025, BitSight Technologies, Inc. and its affilates (“Bitsight”). BITSIGHT ® is aregistered trademark of Bitsight. All rights reserved.



Measuring the importance of a provider is not necessarily a simple task

Some providers are more important than others

Proportion of organizations using provider by total revenue

1 —  Percent of
providers
1in $10 0.275%
1in $100 0.250%
1in $1k ’ 0.225%
L EEe 0.200%
1in $10k P i TR 0175%
1in $100k / 0150%
j o
1in $10M I 0.075%
1in $100M 0.050%
0.025%
1in $1B
1in 1in 1in 1in 1in 1
100k 10k 1k 100 10
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Proportion of organizations using provider
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Measuring the importance of a provider is not necessarily a simple task

Some providers are more important than others

Percentage of organizations using provider by total revenue

30.0% —8 Reflected Networks o
Cloudera Corporation
.
. QlikTech Dynatrace Group
27.5% The MathWorks Group ®
databricks
Informatica Cgporatlon Scala,CH _ &
-
25.0% . BMC Software, Inc. Companies Ku‘ch\igd_ustries Corporation SEE”'“'“
Rty —— Micro Focus International Corporation
Alteryx Corporation PyT e @ Workable ®
yTorch I' Perforce Software Corporation Snowflake
o Verint a;gstems Corporation Splunk Corparation — P

22.9% . DXC Technology Group @ China Telecom BCE Inc

Scikit-learn - » . ay P . _» o BCE Inc

NumPy  Intel GI‘GJF‘I Kngmf)ragrin_m_'nlﬂg language EnterpriseDE ® citrix Systems Corparation
20.0% e Dell Technologies ——— Prometheus Kubernetes = = * Entrust Cerporation Group

0.9% 1.2% 1.5% 1.8%

Proportion of organizations using vendor
® Energy/Resources ® Manufacturing @ Technology ® Telecommunications
SITSIGHT
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The “Critical 99"

Provider Rank by Market Share

JQuery 98.0%
Mlcrosoft 96.6%
Google LLC 93.8%
Oracle Corporation Group of Companies 92.5%
Meta C oration 8%8.776

OONOUVEBEWN -

React 66.3%.

Rapid/ 65.2%

Adobe Group 64.9%
Cisco Corporation 64.6%
Salesforce Corporation 61.1%
International Business Machines Group 60.6%
Vue 60.2%
Respond 59.3%

1%
__GoDaddy Operating Company, LLC 56.3%
Yoast 55.9%
SAP SE 5_5_8%

VMware Corporation 55.1%

__Hurco Companies, Inc. Corporation 43.3%

Intuit Group 42.8%
DocuSign 42.7%
Sentry 41.8%
Nikkei 41.4%

Python Software Foundation 54.9%

“Absorb Software Group 41.0%
] %

Atlassian Corporation 53.4%

LightBox 52.3%

Yahoo Corporation 50.8%

Broadcom 50.6%
GreenSock 50.4%
OpenBSD Project Group 49.6%
fancybox 49.6%
OpensSsSt 49.3%
Contents%xare Grog/p 491%

X

New Relic Group 48.5%

Babel 47.9%
JS.ORG 4/.7/%

___Fortinet 38.6%
Varnish Software 38.5%
Autodesk Group 38.4%
Drupal Association 38,3%
PayPal Group of Companies 38.0%
Apache 3/7.9%
Rackspace Technology Corporation 37.8%
__Lumen 376% 8
~Maya Simulation Technologies Group 37.5%
ITwilio Corporation 3/.4%

Vimeo.com Corporation 47.4%
Globailsign 4/7.2%
AngularJS 46.6%
Metafizzy 46.1%

Workday Group 46.0%

Envoy Proxy 37.0%
Docker Corporation 36.9%
Verisk 36.5%
Pinterest Corporation 36.3%

OneTrust Corporation 45.2%

Search Discovery 36 2%

Contact Form 7 44.8%_
StackPath 44.8%

DataTables 35.9%
‘WOW! 35.8%

Visa 44.6%
______Newfold Digital Corporation 44.3%

_Envato 59.2%
SmartKargo $8.2%
onical 58.1%

SITSIGHT

HubSpot Corporation 44.0%
Symantec Corporation - Corporate 43.9%
Cloud Software Group of Companies 43.8%

LightBox Corporation 35.3%
Alibaba Group of Companies 35.2%
Shutterstock Group 35.2%
Progress Software Corporation of Companies 35.2%
Perl 351%
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Large providers don't always have large market share

Market Share

10%
0.1%
0.001%
0.00001%
0.0000001%

1 10 100 1K 10k 100k 1M 1 per 1 100 10K
100
Employees Assets per Employee

% of Providers
D ] ] ]
01% 02% 03% 04% 05% 06% 07% 08% 09%
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Hidden Pillars



Some providers serve a relatively small segment of the global supply chain, but a larger segment of specific industries

Hidden Pillars

Aptiv Group

Samsung 505 Group
MeridianLink

Guidewire

Bentley Systems Group
SABRE GLBL Carporation
iManage

athenahealth Corporation
Pepperjam

Piano Software

Yardi Systems Corporation
SLB

Candid Group

FPublitas

Procore Technologies Group
ReCharge

Finalsite

CivicPlus

The Reynolds and Reynolds Company
Criteria

Xometry Group

Bullhorn Group

Jack Henry & Associates Corporation

SITSIGHT

Market Share

Industry Market Share

Global 4.4% @ ® 54.6% Aerospacef/Defense
13% @ & 37.3% Telecommunications
0.59% @ @ 28.3% Credit Union
23% 9 @ 24.9% Insurance
EX & 23.7% Utilities
21%» ® 23.4% Tourism/fHospitality
% e ®22.7% Legal
13% » @ 16.2% Healthcare/Wellness
0.80% & 8 13.7% Consumer Goods
0.48% @ @ 13.5% Media/Entertainment
41% @ @ 13.4% Real Estate
37%® @ 13.3% Energy/Resources
0.82% ® ® 13.2% Nonprofit/NGO
26% @ ® 11.8% Retail
4.2% @ @ 11.7% Engineering
29% @ & 10.6% Food Production
0.47% @ @ 10.4% Education
0.56% @ @ 5.79% Government/Palitics
14% @ @ 8.58% Transportation
0.58% @ @ 5.35% Technology

1.5% @=—==0 5.05% Manufacturing
0.75% &= 3.78% Business Services
0.84% @8 1.98% Finance
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Financial Hidden Pillars
Market Share

FINRA 4.5% @ ® 18.6% Finance
FactSet 4.6% @ ® 18.6% Finance
S&P Global Group 5.6% @ ® 18.3% Finance
London Stock Exchange Group of Companies 37% @ ® 16.5% Finance
SIPC 27% @ @®12.9% Finance
State Street Group 18% @ ® 2.44% Finance

Smarsh 0.84% @

® 3.80% Finance

Just Host 0.24% @@ 0.908% Finance
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UAE Hidden Pillars

Etisalat Glabal Market Share

Market Share

UAE Market Share

®76.5%

Telecommunications s

PowerSchool Companies [ aaqq o

Education

ZeroFOx
Technology 01F7%®

Refersion 0.631% ®

Business Services

Fina[i‘ﬁ[::ig 4.30% @
Heaithcareﬂﬁeﬁﬁ&i 452% @ ®12.9%
Building Blocks forlr?;frigﬁgg 270% @ o
Energwﬂeilgf rr;gg 27658 ®11.9%
Media.fEntertaEnrﬁg:: LIS *N.o%
The Boeing Company Group 4 5oce g °112%

Aerospace/Defense

SITSIGHT
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Geopolitical
Complications



Geopolitical Complications

Alibaba Group of Companies

Baidu, Inc.

ByteDance Group

Tencent Holdings Group

China Telecom

Third Research Institute of the Ministry of Public Security
Qihoo 360

China Unicom

Huawei Technologies Group
DNS.COM
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Geopolitical Complications

Alibaba Group of Companies

Baidu, Inc.

ByteDance Group

Tencent Holdings Group m
China Telecom 13.2%

Third Research Institute of the Ministry of Public Securit 11.0% )
y v Companies labeled by the

Qihoo 360 CRY US DoD as “Chinese
China Unicom Military Companies”

Huawei Technologies Group
DNS.COM

33% of US companies rely
on these companies.
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Security in the Global
Supply Chain



Risk Vectors are aggregate scores computed by Bitsight

Security Performance in the Global Supply Chain

Provider Better Provider Worse

O o0 O

MAalwiare S,m'.'l:rﬁo
DMARS O
Spam @O

Breaches
ted @—{)

”_I.. II:.:_I_:I-__;:,;II_I_...:;I.: uriy
40 45 50 55 60 65 70 75 80 85 90 95 100
Average Risk Vector Percentile
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Provider size and security performance

Percent of Providers

100% 100%
80% - 90%
80% B0%
70% 70%
60% 60%
50% 50%
40% 40%
30% 30%
20% 20%
10% 10%

0% 0%

gotte Gﬁgﬂ o ﬁg‘t Yo D"T" e ﬁgﬁ‘u 0! o\t oA 00

009%°
% Market Share

- Top Half . Bottom Half

Headline Rating Percentile



Supply Chain risk at any size

1 per 100

New Events .
per Asset ' P
per Year

SITSIGHT

Percent of Providers

0.10%

Botnet Infections

Vulnerabilities

1 per 10k

0.30%

Insecure Systems

Potenially Exploited
Systems

Markét Share'

Open Ports

Unexplained
Communication

An EMEA transportation company with 20% global
market share has an insecure systems rate in the
worst 25% (in a year, 1in 9 systems has an insecure
system finding).

A US-based marketing corporation has 14% global
market share in the worst 25% botnet infection rate
(in a day, 1in 8 systems would have a botnet
infection).

An APAC manufacturing company has 10% global
market share and is in the worst quartile for open
ports (1in 18 assets has a negative open port finding
ina year).

A Fortune 500 energy company with 34% global
market share in the worst quartile of insecure
systems.
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Vulnerability risk in Providers

1 perasset

New VuIlns  per year
per year
per asset

SITSIGHT

Market Share

Total Assets
S00
® S50k

@ so0k

Median
Remediation
Time

L 300

200

100

An EMEA manufacturing company with long-
standing open vulnerabilities (many over three
years old), with five new vulnerabilities added per
day, more than 181k assets on the open internet,
and is involved in 26.5% of the global supply
chain.

A US data center company that takes longer thana
year to fix the typical vulnerability, with four new
vulnerabilities per day, serves more than 10% of
the global supply chain, and has more than 47k
publicly facing assets.
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Conclusions and
Recommendations

Supply chains are large and complex
Criticality is industry and region specific
Even large organizations can struggle with
security

Where to go from here

Enumerate your supply chain. Who is enabling your
org's mission?

Evaluate criticality. Which providers are
indispensable, which are good to have?

Assess your providers' security. Where do they
struggle and would an outage impact you?

Reach out. If you can assess their security so can
attacker's, let them know what your concerns are.

Look deeper. A third party incident for one of your
providers could be impactful, what do their supply
chains look like?

Evaluate your own criticality. Are you a critical
supplier or hidden pillar?

SITSIGHT

SITSIGHT

Under the Surface:
Uncovering Cyber Risk in the
Global Supply Chain

By Ben Edwards
March 2025
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https://www.bitsight.com/resources/hidden-pillars-global-supply-chain

Thank you!

11 Huntington Ave
Suite 2010

Boston, MA 02199
USA

bitsight.com
sales@bitsight.com
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