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WHAT IS SUPPLY CHAIN TRACEABILITY?

* Recognizing Different Perspectives

* Internal (Digital Threads): Tracking materials, designs, processes, and product data within and
between organizations. Example: PLM, MES, ERP systems capturing “as-designed,” “as-built,” and
“as-maintained.”

» External (Industry and Consumer Requirements): Sharing data with partners, acquirers (e.g.,
customers) to prove origin, compliance, provenance, pedigree, etc.

e Common Goal:
* Ensure who, what, when, and where data is verifiable and

easily accessible—improving visibility, risk management,
and compliance across the entire supply chain. o
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THE NCCOE META-FRAMEWORK

Bridging Internal & External Views:
* Organizations have internal information systems (e.g., digital threads, traceability systems).
* The Meta-Framework allows organizations to selectively provide externally required traceability data (e.g., compliance or customer-facing info).

Interoperability & Flexibility:
* Designed as a technology-neutral “blueprint” that can unify diverse technologies (traditional databases, blockchain, loT platforms, etc.).

* Encourages industry-defined standard data models so stakeholders can share or request the data and have that data readable and interpretable to
support multiple end-user use cases.
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PRINCIPAL TRACEABILITY WORKFLOW
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Traceability Event Records

Traceability chains grow incrementally and
remain discoverable across organizational and
ecosystem boundaries.

Ecosystem for
Microelectronic Suppliers

— — — — —

I &Trusted Data Repcsﬂory/l

|
Ecosystem for I
Operational Technology Suppliers I

w7 sted Data Repository

—— —— —

Ecosystem for
Critical Infrastructure Service
Providers

I
I
g Trusted Data Repository }

NIST IR 8536 2PD Figure 4 - Value and Supply Chain Traceability Events Across Ecosystems

NATIONAL

NIST } G:YBERSECURWY

CENTER OF EXCELLENCE




KEY TAKEAWAYS

The framework provides a foundation for linking and accessing data across complex multiple ecosystem supply
chains to support different data aggregation and supply chain risk use cases.

Aggregating traceability Make and Assemble records can support multiple use cases, such as creating or
informing SBOMs or HBOMs, strengthening trust, transparency, and resilience.
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SBOM EXAMPLE — SECURECOMMS APPLICATION

Scenario Context:

WidgetCo is creating a SecureComms application, which is an assembly of multiple software packages from different ecosystems.

Key Challenges
* Verifying components across multiple supply tiers.

* Providing credible documentation without exposing proprietary information.

* Ensuring data is tamper-evident for audits and investigations.

Using the Meta-Framework
* Event Logging: Record component events across ecosystems.

* Selective Sharing: Share only required pedigree info, not proprietary details.

* Traceability links and cryptographic validation: Provide cryptographic
verification of provenance and certifications with integrity checks.

Outcome
* Supports automated SBOM/HBOM generation.
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SBOM EXAMPLE — SECURECOMMS (DATA OUTPUTS)

Example Information obtained from Make and Assemble events data blocks for SecureComms v1.0.
Make Events - Assemble Event - SBOM Output.

Recerd_ID

350e8400-e20b-41d4-a7 16-446655440000

Record ID

2£8904b2-d5ad-4e63-0cle-0f88h0b5ad4d

Event_Occurance_Timestamp

2024-11-20T08:15:32Z

Event_Occurance Timestamp

2024-11-22T01:15:44Z

Event Recorded Timestamp

2024-11-20T12:45:23Z

Event_Recorded_Timestamp

2024-11-22T07:45:32Z

Organization_ID

cObfPe57-1685-4c89-bath-ff5af830beka

Organization D

de3bclab-b56a-408c-846f-T85ed3esc041

Organization_Unit ID

3f5d68be-cbe0-48d5-86b4-10f5c5b6f18F

Event_Type ID a3bb180e-8bf0-3888-0012-ace426543002
Product ID 1d2142a4-31b3-4e16-8515-04b80d02d6d4
Make Type ID e0f24607-cd74-4d24-02e4-273ba33f04al

Make_Data_Block

Name: CryptLib

Version: 1.0.1

License: MIT License

IntegrityHash: 3f84c49d2e5a0b4a41f4a7d7a4b8a932c3a55c4

Make_External Reference Links

[40e87162-c93e-4a60-a7b9-9b5368b0eTe2: hitps://orgl.com/compliance.pdf:
1e9d0e363e8f6b107dBc3ae2279The5f67656e87552af81476268de10b1bc0al]

[762720a-be2f-47ce-a0ab-c4b4fa305736: https://orgl.com/security.pdf:
23d3b448£5d64a337ibi0d1eb2d5e3e110302a3b8f0dfredd4c0Pe1b74a365]

Traceability Link Details

Organization Unit_ID

Oc2fle5a-c7b2-4b2f-008d-e6c502db3 8ae

Event Type ID

5e2c01eB-2b12-4f48-b36b-43005d0fdf6f

Assembly ID

ff5c1d13-21c0-4b72-bba3-foellad4f257

Assembly Type ID

d25c8608-65b2-4825-a4f8-5ba24 145e46d

Assembly_Component Event_Links

https://ecosystem].com/tlapi: {Query_Type: lookuplnfo; Record ID: 550e8400-
£29b-41d4-2716-446655440000; Authorization:
4c6d8cfb524c7d376f86caalb8ede1bbf4a7b8b0b06bdb450142e3e497dafebe }:
d4913b21d69c86b5768a1510f75168fc93ba6d4f028820024d9a3ff4ecI3esa

hitps://ecosystem1.com/tlapi: {Query_Type: lookupInfo: Record ID: 0c2fleda-cTb2-
4b21-008d-e6c302db58ae; Authorization:
132¢8bd3c5f3e5ae4dadd2171165888b06d2254ebTh280db050780478fbe 5076}
b06e756f1b6e44514e0c8658f4001ef80a3c5b0432509d02ebTo644832c84d0e

hitps://ecosystem? com/tlapi: {Query_Type: lookuplnfo; Record ID: 82fc8a70-
38b8-4216-b01c-5cd167%ea%8c; Authorization®
7c27f5808fa2370b2a19e8a1a91635f13ddae982ealefbc20d14ddc24b44251}:
19deadf23af64f6c40bc23a0bdal 7ad2603203cb68118ef4T7d4e5c92cfeabisd

Resource Link

hittps://ecosystem].com/tlapi

Parameter_Block

Query_Type: lookuplnfo
Record_ID: 550e8400-29b-41d4-a716-446655440000
Authorization: 4c6d8cfb324c7d376f86caalbicdelbbf4a7b8b0b06bdb450142e3e497dafebe

Resource Hash

d4913b21d69c86b5768a15107f5168fc03babd4f)288a0024d9a3ff4ec3Iesa

Assembly_Data_Block

Name: SecureComms

Version:1.0.0

Serial Number: 5654-4543-223G-445H-7756

License: https://org4 com/license

IntegrityHash: 7a2d6f8e4bOclaTh4d6fieiblc4a5dBe3aTdlcdb

Traceability records provide the
raw data to generate SBOMs
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Assembly External Reference Links

[40e87162-c03e-4260-a7b9-9b3368bleTel: hitps://org4.com/compliance. pdf:
d48368a1b3a4f0870fd67fa150ad216b6dcb38084e0f8b2de(4843cbaf2e8061]

[7b62720a-be2f-47cc-ala6-c4b4fa395736: https://org4 com/security pdf:
85b0d%e4a014291769af3526eeb2 7897552065 1d86e5b8123645c139964dff2]

Traceability Link Details

Resource Link

hitps://ecosystem3.com/tlapi

Parameter_Block Que

v_Type: lookuplnfo
Record_ID: 2f8004b2-d5ad-4e63-9cle-0f88b0b5addd
Authorization: 9d62a79bb59f3d3688a88bff5ebf6a8275042561c2f9e3e334eb6f665ed2d5da

Resource Hash

a8a2e29cd3c258d6d54617d1839f0a7adf0ed7a5de0432¢02cd0de8ac983calf

"shomVersion™: "1.0",
"metadata": {
"timestamp": "2024-11-22T01:15:44zZ ",
"component™: {
"name": "SecureComms",
"yersion™: "1.0.0™,
"type": "applicaticn",
"hash": "SHA-236: TaldeffedbSclaTbd4defleTblcd4aSdBedaTldlcdb”
}
be
"components": |
{
"name": "CryptLibk",
"yersion™: "1.0.0",
"type": "library",
"supplier": "Crypte Sclutiecns Ltd.",
"licensze": "MIT License",
"created": "2024-11-20T08:15:322 ",
"hash": "SHA-256: 3fH4c49d2e5a%4a41f4a7d7a4bBab%32c3aSf5ce",
"externalReferences": [
{
"type": "compliance",
"url": " https://orgl.com/ compliance.pdf”
e
{
"type": "vulnerability",
"url": " https://orgl.com/security.pdf "
}
b
{
"name": "NetHandler",
"version": "2.1.3",



RI/MVP HIGH-LEVEL ARCHITECTURE

The goal is to create a modular kit that allows ecosystem
implementations in virtual/lab environments, allowing
observation and testing of supply chain risk management use
cases and practices.

Approach:

Establishing a module platform for deploying one or more
independent ecosystems that can support or implement
different technology stacks, including Blockchains/Distributed
Ledger Technologies, NoSQL, traditional SQL, or other data
storage technologies.

Ecosystems in the MVP can support different record formats
and query interfaces, enabling flexible experimentation with
traceability chain construction and validation, governance,
and cybersecurity.

Provide a Dashboard / Administrative Interface to
monitor/manage the ecosystems and collect KPI data.
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NEXT STEPS

* Currently collecting comments for the Second Public Draft through Oct 3, 2025.
* Adjudicate comments, update, and finalize NIST IR 8536 FY26 Q1.

* Finalizing an initial Reference Implementation for lab experimentation and
research. The initial Rl is a Python-based version of the example in NIST IR 8536.
The goal is to publish it to NIST GitHub repository in FY26 Q1.

* FY26 - Working through the NCCoE to coordinate CRADA partnerships for obtaining
subject matter expertise for creating additional Rl examples for more real-world
type ecosystem(s) and data objects based on industry standards.
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