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WHAT IS SUPPLY CHAIN TRACEABILITY?

• Recognizing Different Perspectives
• Internal (Digital Threads): Tracking materials, designs, processes, and product data within and 

between organizations. Example: PLM, MES, ERP systems capturing “as-designed,” “as-built,” and 
“as-maintained.”

• External (Industry and Consumer Requirements): Sharing data with partners, acquirers (e.g., 
customers) to prove origin, compliance, provenance, pedigree, etc. 

• Common Goal:
• Ensure who, what, when, and where data is verifiable and

easily accessible—improving visibility, risk management, 
and compliance across the entire supply chain.

• Why It Matters:
• Traceability: Supports compliance, risk management, and 

product integrity verification across complex ecosystems.
• Counterfeit Prevention: Validate authenticity.

Modified from NIST SP 800-161r1



THE NCCOE META-FRAMEWORK

Bridging Internal & External Views:

• Organizations have internal information systems (e.g., digital threads, traceability systems). 

• The Meta-Framework allows organizations to selectively provide externally required traceability data (e.g., compliance or customer-facing info).

Interoperability & Flexibility:

• Designed as a technology-neutral “blueprint” that can unify diverse technologies (traditional databases, blockchain, IoT platforms, etc.).

• Encourages industry-defined standard data models so stakeholders can share or request the data and have that data readable and interpretable to 
support multiple end-user use cases.

Selective & Secure Data Sharing:
• Traceability links provide secure, verifiable connections 

between supply chain events.
• Allows optional supplemental reference links to more detailed 

data that might be tokenized or protected behind access 
controls.

Benefits for Organizations:
• Lower Integration Costs: A reference model and ecosystems 

save time vs. building a unique solution from scratch.
• Simplified Compliance: Provides a consistent method to share 

verifiable information.

NIST IR 8536 IPD Figure 4 - Value and Supply Chain Traceability Events Across Ecosystems



PRINCIPAL TRACEABILITY WORKFLOW

• Workflow 1

• Manufacturers write traceability 
records, incrementally creating a 
traceability chain

• Workflow 2

• End customer reads the 
traceability chain to inform their 
risk analysis

NIST IR 8536 2PD Figure 4 - Value and Supply Chain Traceability Events Across Ecosystems

Traceability chains grow incrementally and 

remain discoverable across organizational and 

ecosystem boundaries.



KEY TAKEAWAYS

The framework provides a foundation for linking and accessing data across complex multiple ecosystem supply 
chains to support different data aggregation and supply chain risk use cases.

Aggregating traceability Make and Assemble records can support multiple use cases, such as creating or 
informing SBOMs or HBOMs, strengthening trust, transparency, and resilience.
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SBOM EXAMPLE – SECURECOMMS APPLICATION

Scenario Context:

WidgetCo is creating a SecureComms application, which is an assembly of multiple software packages from different ecosystems.

Key Challenges

• Verifying components across multiple supply tiers.

• Providing credible documentation without exposing proprietary information.

• Ensuring data is tamper-evident for audits and investigations.

Using the Meta-Framework
• Event Logging: Record component events across ecosystems.
• Selective Sharing: Share only required pedigree info, not proprietary details.
• Traceability links and cryptographic validation: Provide cryptographic 

verification of provenance and certifications with integrity checks.

Outcome
• Supports automated SBOM/HBOM generation.

Figure from NIST IR 8419



SBOM EXAMPLE – SECURECOMMS (DATA OUTPUTS)

Traceability records provide the 
raw data to generate SBOMs

Make Events → Assemble Event → SBOM Output.

Example Information obtained from Make and Assemble events data blocks for SecureComms v1.0.



RI/MVP HIGH-LEVEL ARCHITECTURE

The goal is to create a modular kit that allows ecosystem 
implementations in virtual/lab environments, allowing 
observation and testing of supply chain risk management use 
cases and practices. 

Approach:

• Establishing a module platform for deploying one or more 
independent ecosystems that can support or implement 
different technology stacks, including Blockchains/Distributed 
Ledger Technologies, NoSQL, traditional SQL, or other data 
storage technologies.

• Ecosystems in the MVP can support different record formats 
and query interfaces, enabling flexible experimentation with 
traceability chain construction and validation, governance, 
and cybersecurity.

• Provide a Dashboard / Administrative Interface to 
monitor/manage the ecosystems and collect KPI data.



NEXT STEPS

• Currently collecting comments for the Second Public Draft through Oct 3, 2025.

• Adjudicate comments, update, and finalize NIST IR 8536 FY26 Q1.

• Finalizing an initial Reference Implementation for lab experimentation and 
research. The initial RI is a Python-based version of the example in NIST IR 8536. 
The goal is to publish it to NIST GitHub repository in FY26 Q1.

• FY26 - Working through the NCCoE to coordinate CRADA partnerships for obtaining 
subject matter expertise for creating additional RI examples for more real-world 
type ecosystem(s) and data objects based on industry standards.
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