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Posture

* HPC Security Overlay
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High-performance Computing (HPC) NIST
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Rank

System

El Capitan - HPE Cray EX255a, AMD 4th Gen EPYC 24C
1.8GHz, AMD Instinct MI300A, Slingshot-11, TOSS, HPE
DOE/NNSA/LLNL

United States

Frontier - HPE Cray EX235a, AMD Optimized 3rd
Generation EPYC 64C 2GHz, AMD Instinct MI1250X,
Slingshot-11, HPE Cray 0S, HPE

DOE/SC/0ak Ridge National Laboratory

United States

Aurora - HPE Cray EX - Intel Exascale Compute Blade,
Xeon CPU Max 9470 52C 2.4GHz, Intel Data Center GPU
Max, Slingshot-11, Intel

DOE/SC/Argonne National Laboratory

United States

JUPITER Booster - BullSequana XH3000, GH Superchip
72C 3GHz, NVIDIA GH200 Superchip, Quad-Rail NVIDIA
InfiniBand NDR200, RedHat Enterprise Linux, EVIDEN
EuroHPC/FZJ

Germany

Eagle - Microsoft NDvb, Xeon Platinum 8480C 48C 2GHz,
NVIDIA H100, NVIDIA Infiniband NDR, Microsoft Azure
Microsoft Azure

United States

Cores

11,039,616

9,066,176

9,264,128

4,801,344

2,073,600

Rmax
(PFlop/s)

1,742.00

1,353.00

1,012.00

793.40

561.20

Rpeak
(PFlop/s)

2,746.38

2,055.72

1,980.01

930.00

846.84

Power
(kW)

29,581

24,607

38,698

13,088



Top 500 HPC Systems Country Statistics (06/2025NIST

Countries System Share Countries Performance Share

@ United @ United
States States

@ China @ China

Germany Germany
@® Japan @ Japan
® France ® France
O ltaly O ltaly
@ South @ South
Korea Korea
® Canada @® Canada
@ United Ki... @ United Ki...
@ Brazil @ Brazil

@ Others @ Others



HPC Security Challenges

HPC is a shared resources;
High availability is important

Reluctant to make changes if
changes negatively impact
system performance

Wide range of vendors with
various architectures and
scales

Security tool vendors are
behind the curve

Ongoing authorization requires
continuous monitoring and
validation

RMFs didn’t consider HPC’s unique
requirements

Not-applicable/reasonable controls:

o SI-3(1): antivirus in HPC system;
scanning not feasible given large
storage size

o CM-7(5): account for all software;
impossible

o CM-11(1): not allow user installed
software; monitor every node

Security guidance has no
implementation details

Interpretation of RMF controls can be
very different

HPC security challenges and Issues
(from HPC Security WG minutes)

New hardware, new security
requirement

Container support
Compute node sanitization
Diskless booting

Sensitive data staying on the
system

Handle different security
requirements of different
projects

Hardware-based security



Establishing A Strong Foundation for HPC Security NIST

* Introduce an HPC reference architecture that captures
common features of HPC systems and serves as a foundation
for a system lexicon

 Conduct threat analysis, report on the current security
posture, and make best practices recommendations

e Establish a foundation for High-Performance Computing
(HPC) control overlay development
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NIST SP 800-223: High-Performance
Computing (HPC) Security: Architecture,
Threat Analysis, and Security Posture



HPC Reference Architecture

* Four function zones: A
1. Access zone st ;-g
2. Management zone outsve ; . ; o :
3. High-Performance computing = AR § £
£one U TEEmm
4. Data storage zone g Rosourc-mrgaeer :
* The nodes in a function zone . EEEE
collectively provide services gl e

......................................................................................

e Different function zones provide different services and face different

threats
 Different security guidance applies to individual zones



High-performance Computing Zone

* Provide key services to run parallel jobs at scale
* A pool of compute nodes

* High throughput, low latency networking connects compute
nodes and parallel file systems — InfiniBand, Slingshot, etc.

 Often equipped with hardware accelerators to speed up specific
applications —GPU, TPU, Smart NIC, ...

* Installation and configuration of the software stacks are cluster-
wide, centrally managed, and controlled by the management
zone



Access Zone NIST

 The only zone that is directly connect with external networks

* Provides an interface for external users to access the HPC
system and oversees the authentication and authorization of

users
 login node, data transfer nodes, ...

 Many HPC systems provide web portals that enable a variety of
web interfaces to HPC system services



High-Performance Computing Zone Threats NIST

 Multi-tenant shared resources
 exploitation of multi-tenancy environments is a major threat, e.g., side-channel
attacks, user data/program leakage, etc.

 Accelerators, high-performance interconnects, special protocols, direct
memory access between nodes may not be thoroughly tested

* their speed, novelty, and complexity make monitoring and detecting suspicious
activity difficult

 May bypass the kernel and the protections provided by the kernel

* Accidental misconfiguration, software bugs introduced by user-developed
software, system abuse by running applications not aligned with the HPC
mission, ...

 extreme resource consumption, performance degradation, or the outage of the
HPC system entirely include



Access Zone Threats

e Susceptible to external attacks
 denial of service (DoS) attacks, perimeter network scanning and sniffing, authentication
attacks, user session hijacking, man-in-the-middle attacks, etc.

* A web server may be subject to website defacement, phishing,
misconfiguration, and code injection attacks

 The access zone also provides access to the file systems hosted in the data
storage zone

e permissions to directories and files are only given to authorized users

e Shared by multiple users: separation may not be enforced

* One user’s activities, such as commands issued and jobs submitted, can be viewed by
other users

e A port opened by one user can potentially be used by others

*  Work similarly to enterprise servers, and general IT security tools and measures
are available to harden the zone



HPC Threat Analysis: Key HPC Security Characteristics

and Use Requirements NST

* Tussles between performance and security

 HPCsecurity is valuable only to the extent that it does not
significantly slow down the HPC system

* Varying security requirements for different HPC applications
 NIST SP 800-53, CUI (NIST SP 800-171), HIPAA, ...

* Limited resources for security tools

* Open-source software and self-developed research software

* Susceptible to open-source software supply chain threats, low
software quality, ...

 Multi-tenant separation



Collaborators

* A collaborative, cross-agency effort: 14 authors from 11 institutions

 NIST: Yang Guo, Ramaswamy Chandramouli (Mouli)
e AWS: Lowell Wofford

« DoD/HCPMP: Rickey Gregg, Gary Key
 Laboratory for Physical Sciences: Antwan Clark
 Los Alamos National Laboratory: Catherine Hinton

* MIT Lincoln Laboratory: Andrew Prout, Albert Reuther
 QOak Ridge National Laboratory: Ryan Adamson
 Sandia National Laboratories: Aron Warren
 University of Alabama: Purushotham Bangalore

* University of Florida: Erik Deumens

* University of South Carolina: Csilla Farkas



Adoption By Industry, Academia, and GovernmemtiisSr

AWS Blogs Home Blogs v Editions v

dWs$s

N > Building a secure and compliant HPC environment on
AWS following NIST SP 800-223

by Chris Riddle | on 19 NOV 2024 | in Best Practices, Technical How-to | Permalink | # Share

¢ Purdue will follow recognized best practices:

E UPI;[IJ‘E]I;)SIIJTEY: o NIST 800-223 (High-Performance Computing (HPC) Security: Architecture, Threat Analysis,
) and Security Posture) and 800-234 (High-Performance Computing (HPC) Security Overlay)

UK Unveils Isambard-Al Supercomputer at Bristol University

e Matt Williams (Bristol University, UK), A Greenfield Al Supercomputing Site's
Experience of Implementing NIST SP 800-223 [Remote]

NIST SP 800-223: Guidelines for High-Performance Computing (HPC)

NIST SP 800-223, published in February 2024, "provides guidance on standardizing and facilitating the sharing of HPC security postures." More

THE UNIVERSITY OF

information and the publication itself are available on the nist.gov website. The UofM has developed recommendations for meeting compliance LOfJ M E M I I l S
standards when using our HPC environment: M

High-Performance Computing Security at The University of Memphis | Implementation of NIST SP 800-223 (.pdf)
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NIST 800-234: HPC Security Overlay

Built upon the moderate control baseline defined
in SP 800-53B. Develop an HPC control overlay on
top of it

Tailoring 60 controls with supplemental guidance and/or
discussions. Tailoring is done for the entire HPC system

and/or individual zones

Started in January 2024
IPD published on May 1, 2025

Timeline:



Table 1. A Summary of Security Controls in the HPC Control Overlay

CONTROL

Moderate
Baseline

All Zones

Access
Zone

Management
Zone

Computing
Zone

Data
Storage
Zone

AC-1

AC-2

AC-2(1)

AC-2(2)

AC-2(3)

AC-2(4)

AC-2(5)

AC-2(13)

AC-3

AC-4

AC-5

AC-6

AC-6(1)

AC-6(2)

AC-6(5)

AC-6(7)

AC-6(9)

AC-6(10)

AC-7

AC-8

AC-10

AC-11




Categories of Tailored Controls

Role-based access control
HPC logging

User sessions

HPC backup

HPC network connections

Identification and
authentication

Emergency handling

User-developed software

Impact on HPC performance
and scalability

Inapplicable to HPC
Shared GPUs and accelerators

HPC-specific training and
control overlay tailoring

HPC management, operation,
and maintenance

Access to HPC



HPC Logging

AU-2, Event Logging

Supplemental Guidance for All Zones: Organizations should examine logging events to ensure
that there is no duplicate logging. They may also consider reducing the logging event set with
tolerable risks to ensure HPC system performance.

Discussion for All Zones: Parallelization in HPC environments may result in duplicated logging of
the same event, and the large logging volume may negatively impact HPC system performance.
For further guidance, see Office of Management and Budget (OMB) Memorandum M-21-31 [4]
and the Cybersecurity and Infrastructure Security Agency (CISA) guide [5] for its
implementation. Following the CISA guidance, there should be prioritized and detailed logging
in the Management Zone over the Access Zone, and a lower priority should be given to the Data
Storage Zone and the Computing Zone. Increase logging based on the priority list, and allocate
resources (e.g., storage, performance) according to the risks that need to be managed through
logging.




NIST SP 800-234 (IPD) Published!

NIST SP 800-234 (Initial Public Draft)

High-Performance Computing (HPC) Security Overlay

f X in &

Date Published: May 1, 2025
Comments Due: July 3, 2025
Email Comments to: sp800-234-comments@nist.gov

Author(s)

Yang Guo (NIST), Jeremy Licata (NIST), Jeff Neel (Argonne National Laboratory), Gary Key (DoD HPCMP), James
Waterman (DoD HPCMP), lan Lee (Lawrence Livermore National Laboratory, ShorePoint), Catherine Hinton (Los
Alamos National Laboratory), David Shrader (Los Alamos National Laboratory), Andrew Prout (MIT Lincoln
Laboratory), Albert Reuther (MIT Lincoln Laboratory), Ted Bohrer (NASA), Katsutoshi Ishisoko (NASA), Kyle Earley
(Ohio Supercomputer Center), Aron Warren (Sandia National Laboratories), Tony DeNardo (Sandia National

Laboratories), lan Czarnezki (University of Arkansas), Erik Deumens (University of Florida)

Announcement

High-performance computing (HPC) systems provide fundamental computing infrastructure for large-scale
artificial intelligence (Al) and machine learning (ML) model training, big data analysis, and complex simulations
at exceptional speeds. Securing HPC systems is essential for safeguarding Al models, protecting sensitive data,
and realizing the full benefits of HPC capabilities.

This NIST Special Publication introduces an HPC security overlay that is designed to address the unique
characteristics and requirements of HPC systems. Built upon the moderate baseline defined in SP 800-53B, the
overlay tailors 60 security controls with supplemental guidance and/or discussions to enhance their applicability
in HPC contexts. This overlay aims to provide practical, performance-conscious security guidance that can be

DOCUMENTATION

Publication:
(4 https://doi.org/10.6028/NIST.SP.800-234.ipd
¥ Download URL

Supplemental Material:
@ High-Performance Computing Security
Working Group

Document History:
05/01/25: SP 800-234 (Draft)

TOPICS

Security and Privacy
general security & privacy,

Technologies
cloud & virtualization, hardware, networks,

servers, software & firmware, storage




NIST 800-234 Authors

* A collaborative, cross-agency effort: 17 authors from 11 institutions

* NIST: Yang Guo, Jeremy Licata

* Argonne National Laboratory: Jeff Neel

* DoD HCPMP: Gary Key, James Waterman

 Lawrence Livermore National Laboratory/ShorePoint: lan Lee
* Los Alamos National Laboratory: Catherine Hinton, David Sharder
* MIT Lincoln Laboratory: Andrew Prout, Albert Reuther

* NASA: Ted Bohrer, Katsutoshi Ishisoko

 Ohio Supercomputer Center: Kyle Earley

 Sandia National Laboratories: Aron Warren, Tony DeNardo

* University of Arkansas: lan Czarnezki

* University of Florida: Erik Deumens



Embracing the Future

e Security compliance overhead reduction
* /ero-Trust vs. nurturing trust
 hardware-enabled security

* Al: securing Al/ML training in HPC and applying Al
for HPC security



NIST High-Performance Computing Working

* Visit WG web site
. o . Information Technology Laboratory -
* S u bS Cri b € to mal I N g | ISt COMPUTER SECURITY RESOURCE CENTER ler TE@%@“*RE“‘“

* Attend bi-weekly WG
meetings
* Share HPC security practices

PROJECTS

High-Performance Computing Security Hrcs

W 9

and the latest advancements ir

security Overview 9% PROJECT LINKS
° Di SC u S S C h a | | e n ge S a n d i d e nti fy In 2015, Executive Order 13702 established the National Strategic Computing Initiative (NSCI) to maximize the benefits of high- Overview

. performance computing (HPC) for economic competitiveness and scientific discovery. The ability to process large volumes of data E t

Sy n e rg | eS and perform complex calculations at high speeds is a key part of the nation's vision for maintaining its global competitive edge. MEnES

° Deve IO Se CU rit u id a n Ce Security for HPC systems is an essential component of HPC to provide the anticipated benefits. Our goal is to help HPC community to ADDITIONAL PAGES
p y g create a HPC Risk Management Framework (RMF) that shall provide a comprehensive and reliable security guidance to identify, Emaillistserve

eliminate and minimize risks in the use, operation and management of HPC systems. We will organize a series of workshops to listen

() A n n u a I WO r‘ k S h O i n to the community's needs, coordinate and lead the development of NIST security and privacy control overlay for HPC, and respond
p to the community's feedbacks. We are looking for volunteers / contributors who are interested in helping us develop the HPC security
collaboration with NSF

Working Drafts

guidance. You can join us by subscribing to the mailing list hpc-seucirty@nist.gov. & CONTACTS
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THE END
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