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HPC Security Challenges

• HPC is a shared resources; 
High availability is important

• Reluctant to make changes if 
changes negatively impact 
system performance

• Wide range of vendors with 
various architectures and 
scales

• Security tool vendors are 
behind the curve

• Ongoing authorization requires 
continuous monitoring and 
validation

• RMFs didn’t consider HPC’s unique 
requirements

• Not-applicable/reasonable controls:
o SI-3(1): antivirus in HPC system; 

scanning not feasible given large 
storage size

o CM-7(5): account for all software; 
impossible

o CM-11(1): not allow user installed 
software; monitor every node

• Security guidance has no 
implementation details

• Interpretation of RMF controls can be 
very different

• New hardware, new security 
requirement

• Container support

• Compute node sanitization 

• Diskless booting

• Sensitive data staying on the 
system

• Handle different security 
requirements of different 
projects

• Hardware-based security

HPC security challenges and Issues 
(from HPC Security WG minutes)



• Introduce an HPC reference architecture that captures 
common features of HPC systems and serves as a foundation 
for a system lexicon

• Conduct threat analysis, report on the current security 
posture, and make best practices recommendations

• Establish a foundation for High-Performance Computing 
(HPC) control overlay development

Establishing A Strong Foundation for HPC Security



NIST SP 800-223: High-Performance 
Computing (HPC) Security: Architecture, 

Threat Analysis, and Security Posture 



• Four function zones:
1. Access zone

2. Management zone

3. High-Performance computing 
zone

4. Data storage zone

HPC Reference Architecture

• Different function zones provide different services and face different 
threats 

• Different security guidance applies to individual zones

• The nodes in a function zone 
collectively provide services



High-performance Computing Zone

• Provide key services to run parallel jobs at scale

• A pool of compute nodes

• High throughput, low latency networking connects compute 
nodes and parallel file systems – InfiniBand, Slingshot, etc.

• Often equipped with hardware accelerators to speed up specific 
applications –GPU, TPU, Smart NIC, …

• Installation and configuration of the software stacks are cluster-
wide, centrally managed, and controlled by the management 
zone



Access Zone

• The only zone that is directly connect with external networks

• Provides an interface for external users to access the HPC 
system and oversees the authentication and authorization of 
users
• Login node, data transfer nodes, …

• Many HPC systems provide web portals that enable a variety of 
web interfaces to HPC system services



High-Performance Computing Zone Threats

• Multi-tenant shared resources 
• exploitation of multi-tenancy environments is a major threat, e.g., side-channel 

attacks, user data/program leakage, etc. 

• Accelerators, high-performance interconnects, special protocols, direct 
memory access between nodes may not be thoroughly tested 
• their speed, novelty, and complexity make monitoring and detecting suspicious 

activity difficult
• May bypass the kernel and the protections provided by the kernel

• Accidental misconfiguration, software bugs introduced by user-developed 
software, system abuse by running applications not aligned with the HPC 
mission, …
• extreme resource consumption, performance degradation, or the outage of the 

HPC system entirely include



Access Zone Threats

• Susceptible to external attacks
• denial of service (DoS) attacks, perimeter network scanning and sniffing, authentication 

attacks, user session hijacking, man-in-the-middle attacks, etc.

• A web server may be subject to website defacement, phishing, 
misconfiguration, and code injection attacks 

• The access zone also provides access to the file systems hosted in the data 
storage zone
• permissions to directories and files are only given to authorized users

• Shared by multiple users: separation may not be enforced
• One user’s activities, such as commands issued and jobs submitted, can be viewed by 

other users
• A port opened by one user can potentially be used by others

• Work similarly to enterprise servers, and general IT security tools and measures 
are available to harden the zone



HPC Threat Analysis: Key HPC Security Characteristics 
and Use Requirements

• Tussles between performance and security
• HPC security is valuable only to the extent that it does not 

significantly slow down the HPC system

• Varying security requirements for different HPC applications
• NIST SP 800-53, CUI (NIST SP 800-171), HIPAA, …

• Limited resources for security tools

• Open-source software and self-developed research software
• Susceptible to open-source software supply chain threats, low 

software quality, …

• Multi-tenant separation



Collaborators

• A collaborative, cross-agency effort: 14 authors from 11 institutions

• NIST: Yang Guo, Ramaswamy Chandramouli (Mouli)

• AWS: Lowell Wofford

• DoD/HCPMP: Rickey Gregg, Gary Key

• Laboratory for Physical Sciences: Antwan Clark 

• Los Alamos National Laboratory: Catherine Hinton

• MIT Lincoln Laboratory: Andrew Prout, Albert Reuther

• Oak Ridge National Laboratory: Ryan Adamson

• Sandia National Laboratories: Aron Warren

• University of Alabama: Purushotham Bangalore

• University of Florida: Erik Deumens

• University of South Carolina: Csilla Farkas



Adoption By Industry, Academia, and Government



NIST SP 800-234: High-Performance 
Computing (HPC) Security Overlay



NIST 800-234: HPC Security Overlay

Built upon the moderate control baseline defined 
in SP 800-53B. Develop an HPC control overlay on 
top of it

Tailoring 60 controls with supplemental guidance and/or 
discussions. Tailoring is done for the entire HPC system 
and/or individual zones 

Timeline: 
Started in January 2024

IPD published on May 1, 2025





Categories of Tailored Controls

• Role-based access control

• HPC logging

• User sessions

• HPC backup

• HPC network connections

• Identification and 
authentication

• Emergency handling

• User-developed software

• Impact on HPC performance 
and scalability

• Inapplicable to HPC

• Shared GPUs and accelerators

• HPC-specific training and 
control overlay tailoring

• HPC management, operation, 
and maintenance

• Access to HPC



HPC Logging



NIST SP 800-234 (IPD) Published!



NIST 800-234 Authors

• A collaborative, cross-agency effort: 17 authors from 11 institutions

• NIST: Yang Guo, Jeremy Licata

• Argonne National Laboratory: Jeff Neel

• DoD HCPMP: Gary Key, James Waterman 

• Lawrence Livermore National Laboratory/ShorePoint: Ian Lee 

• Los Alamos National Laboratory: Catherine Hinton, David Sharder

• MIT Lincoln Laboratory: Andrew Prout, Albert Reuther

• NASA: Ted Bohrer, Katsutoshi Ishisoko 

• Ohio Supercomputer Center: Kyle Earley

• Sandia National Laboratories: Aron Warren, Tony DeNardo 

• University of Arkansas: Ian Czarnezki 

• University of Florida: Erik Deumens



Embracing the Future

• Security compliance overhead reduction 

• Zero-Trust vs. nurturing trust
• hardware-enabled security

• AI: securing AI/ML training in HPC and applying AI 
for HPC security



• Visit WG web site

• Subscribe to mailing list

• Attend bi-weekly WG 
meetings
• Share HPC security practices 

and the latest advancements in 
security

• Discuss challenges and identify 
synergies

• Develop security guidance 

• Annual workshop in 
collaboration with NSF

NIST High-Performance Computing Working 
Group (HPC Security WG)



THE END
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