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HW Security: Program of National Interest

Increased attacks on Semiconductor companies and high value targets Strategic Opportunities
for U.S. Semiconductor

Manufacturing

NATIONAL
CYBERSECURITY Reference to semiconductor in NDAA has elevated security of

STRATEGY semiconductor as National Interest Facilitating U.S. Leadership
IMPLEMENTATION Working towards Delivery of NCISP Initiative & and Competitiveness

. through Advancements in
Projects to Support CHIPS and Metrology Grand Challenge 7 et e e

The challenge: Create the metrology advances needed
to enhance the security and provenance of microelectronic
components and products across supply chains and
increase trust and assurance.

Initiative Number: 5.5.5

Initiative Title: Develop guidance for secure development and manufacturing of semiconductors

The strategy: Pursue a comprehensive approach to hardware security protection that

Initiative Descri p f1on includes standards, protocols, formal testing processes, and advanced computational
technologies while providing avenues for assurance and provenance of microelectronic
The National Institute of Standards and Technology, in collaboration with the interagency and SofpaTentsAnaSSB RIpEly chain and ebel prad o

the semiconductor industry, will develop guidance tor securing semiconductor development and — -

manufacturing. This will include recommendations on securing semiconductors and a

The path forward: Conduct activities to support the development of standards, proto-

Cybersecurity Framework Profile tailored to the semiconductor manufacturing industry. cols, and testing processes for analyzing security vulnerabilities in microelectronics
- - = across their entire life cycle. Critical areas of pursuit include:
i - * Methods, reference design kits, and guidelines for security analytics and automation,
:\ (S Rcrcl cnce including pervasive security to address formalized threat models.
. . . " . . . . * Enhanced vulnerability management across the overall product life cycle from
.. Extending this model to other critical technologies will require long-term, strategic inception to end of life, including activities such as:
collaboration between public and private sectors at home and abroad to rebalance global supply RS e L s e
. . — Tracking of materials and components, as well as detecting and mitigating trigger
chains and make them more secure, resilient, and trustworthy. mechanisms.
. } = Common test structures, test methods, and test and measurement strategies for
Responsible Agency: NIST end-to-end provenance.

.

Documentary standards for hardware security and provenance.

Development and use of trusted emerging techniques, e.g., Al and ML methods
across the entire semiconductor value chain.

Contributing Entities: DoD, NSA, ONCD
Completion Date: 3Q FY25




Activities from NIST Feb 2024 Workshop

e Security for Semiconductor

e strengthen semiconductor manufacturing through development and adoption of
NIST Cybersecurity Framework (CSF) 2.0 community profile for semiconductor
manufacturing with the community

e Security of Semiconductor —

* investigate and leverage existing standards and best practices for developing a
Secure Development Framework for Semiconductors covering the full
semiconductor lifecycle

* Focus on the semiconductor supply chain traceability and provenance

* Research and formulate practical cybersecurity measurements and metrics for
semiconductor to inform security verification, testing and validation

NIST IR 8532



CSF 2.0 Overview NIST | (C Sty

NIST has updated the widely used Cybersecurity Framework (CSF)—its
landmark guidance document for reducing cybersecurity risk.

The Framework is comprised of: T
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Questions or comments about the CSF 2.0? Send them to cyberframework@nist.qgov.
You can also follow us on X via @NISTcyber to stay updated.



mailto:cyberframework@nist.gov
https://twitter.com/NISTcyber

Communities

Organizations that share a
common context and an
interest in their cybersecurity

posture:

® Sectors/subsectors
(e.g., critical
infrastructure sectors)

® Technologies (e.g.,
mobile, cloud)

® Other use cases



Benefits of Community Profiles NIST [ (€ Bon. o
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about cybersecurity risk

(Draft) Guide to Creating Cybersecurity Profile: https://nvilpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.32.ipd.pdf



Our Community Profiles

NATIONAL
NJISST ¢ (((+—cYBERSECURITY
CENTER OF EXCELLENGE

The NCCoE has developed Community Profiles working with stakeholders across a variety of sectors, including
energy, manufacturing, space, and more.

Profiles are typically
developed by leveraging

existing working groups
or by engaging an NCCoE
Community of Interest

Community Profiles Developed by NIST

NIST IR 8183r1, Manufacturing Profile

NIST IR 8310 ipd, Election Infrastructure Profile

NIST IR 8323 Revision 1, Responsible Use of PNT

Services

NIST IR 8374, Ransomware Risk Management
NIST IR 8406, Liquefied Natural Gas
NIST IR 8441, Hybrid Satellite Networks (HSN)

NIST IR 8467 ipd, Genomic Data

NIST IR 8473, Electric Vehicle Extreme Fast
Charging Infrastructure

NIST TN 2051, Smart Grid Profile
NIST IR 8546, Semiconductor Manufacturing

Profile

(In Development), Cyber Al Profile

(In Development), Transit Profile

Community Profiles Developed by Others

CSA Cloud Controls Matrix V4.0: A CSF 2.0 Cloud Community
Profile — Cloud Security Alliance

CRI Profile for the Financial Sector - Cyber Risk Institute

Routing Security Profile - CableLabs' Cable Routing
Engineering for Security and Trust Working Group (CREST
WG)

Telco Profile - Seemless Transition

Coalition for Health Al (CHAI) Privacy and Cybersecurity
Profile (see Appendix 3 of the Assurance Standards Guide) —
CHAI

Cybersecurity Framework Botnet Threat Mitigation Profile -
Cybersecurity Coalition

Cybersecurity Framework DDoS Threat Mitigation Profile -
Cybersecurity Coalition

Framework Payroll Profile - IRS Security Summit

How to Use the Cybersecurity Framework Profile for
Connected Vehicle Environments — U.S. Transportation

Intelligent Transportation Systems (ITS) Cybersecurity
Framework Profile - U.S. Transportation



https://doi.org/10.6028/NIST.IR.8183r1
https://doi.org/10.6028/NIST.IR.8310-draft
https://doi.org/10.6028/NIST.IR.8323r1
https://doi.org/10.6028/NIST.IR.8323r1
https://doi.org/10.6028/NIST.IR.8374
https://doi.org/10.6028/NIST.IR.8406-upd1
https://doi.org/10.6028/NIST.IR.8441
https://doi.org/10.6028/NIST.IR.8467.ipd
https://doi.org/10.6028/NIST.IR.8473
https://doi.org/10.6028/NIST.IR.8473
https://doi.org/10.6028/NIST.TN.2051
https://doi.org/10.6028/NIST.IR.8546.ipd
https://doi.org/10.6028/NIST.IR.8546.ipd
https://www.nccoe.nist.gov/projects/cyber-ai-profile
https://www.nccoe.nist.gov/projects/transit-cybersecurity-framework-csf-community-profile
https://urldefense.us/v2/url?u=https-3A__cloudsecurityalliance.org_artifacts_nist-2Dcsf-2Dv2-2Dcloud-2Dcommunity-2Dprofile-2Dbased-2Don-2Dccm-2Dv4&d=DwMFAg&c=Al8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q&r=pgDF3RyMCGoNASH49BiFEA&m=4H1fem-uwW-Vv7eb0Ibn_N1XwCElf4bPLnCp_WPoAMWCFqX5JE5yJzUh9uiHK8wO&s=DQ6UGP0AhnKA1-VzvPK_dgwUvzI0TosG0Yhq1aZtnsk&e=
https://urldefense.us/v2/url?u=https-3A__cloudsecurityalliance.org_artifacts_nist-2Dcsf-2Dv2-2Dcloud-2Dcommunity-2Dprofile-2Dbased-2Don-2Dccm-2Dv4&d=DwMFAg&c=Al8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q&r=pgDF3RyMCGoNASH49BiFEA&m=4H1fem-uwW-Vv7eb0Ibn_N1XwCElf4bPLnCp_WPoAMWCFqX5JE5yJzUh9uiHK8wO&s=DQ6UGP0AhnKA1-VzvPK_dgwUvzI0TosG0Yhq1aZtnsk&e=
https://cyberriskinstitute.org/the-profile/
https://www.cablelabs.com/blog/cablelabs-updates-framework-for-improving-internet-routing-security
https://payhip.com/b/E3ZqH
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fchai.org%2Fassurance-standards-guide%2F&data=05%7C02%7Cspike.dog%40nist.gov%7Cbbf807dd82244d2f431308dd04c9ec32%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638671987479140807%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=1vu5OKwpJDsL13klG5FZ0yUwpiQKStmkgwrZ7r6oh2I%3D&reserved=0
https://www.cybersecuritycoalition.org/frameworks/botnet-profile
https://www.cybersecuritycoalition.org/frameworks/ddos-profile
https://www.nist.gov/document/csf-payroll-profile
https://www.its.dot.gov/research_areas/cybersecurity/docs/3_How_to_Use_the_CSF_Profile_for_CVE.pdf
https://www.its.dot.gov/research_areas/cybersecurity/docs/3_How_to_Use_the_CSF_Profile_for_CVE.pdf
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.us%2Fv2%2Furl%3Fu%3Dhttps-3A__rosap.ntl.bts.gov_view_dot_72769%26d%3DDwMFAg%26c%3DAl8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q%26r%3DpgDF3RyMCGoNASH49BiFEA%26m%3Dx-zOd3vpM-9dm3_PjAu8Y38hhNFbWdTmJau7m78JCcOryVdvVkU-KTzORjgDgUvS%26s%3DG8kSpKv1KlsiuVi4qDts9cgp5R16rVBTTppzHFOZlp0%26e%3D&data=05%7C02%7Cspike.dog%40nist.gov%7C63865c8d7f774886d57108dcf4377d06%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638653766366470373%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=gj%2BmR1zPuBPw%2FkMHrgMy00gKfYJplcfkXB9a7l4dkeM%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.us%2Fv2%2Furl%3Fu%3Dhttps-3A__rosap.ntl.bts.gov_view_dot_72769%26d%3DDwMFAg%26c%3DAl8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q%26r%3DpgDF3RyMCGoNASH49BiFEA%26m%3Dx-zOd3vpM-9dm3_PjAu8Y38hhNFbWdTmJau7m78JCcOryVdvVkU-KTzORjgDgUvS%26s%3DG8kSpKv1KlsiuVi4qDts9cgp5R16rVBTTppzHFOZlp0%26e%3D&data=05%7C02%7Cspike.dog%40nist.gov%7C63865c8d7f774886d57108dcf4377d06%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638653766366470373%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=gj%2BmR1zPuBPw%2FkMHrgMy00gKfYJplcfkXB9a7l4dkeM%3D&reserved=0

NIST IR 8546: Journey so far

Presentation at

NIST NCCoE GovDelivery
NIST NCCoE “CHIPS R&D Message
“Enhancing Semiconductor announcing
Security of Devices Supply Chain Trust development of Review Date
and Components and Assurance manufacturing _ | Change to May
Across the Supply Data Standards” profile qu how to Meetings vx_nth Release of draft IR 30th, Review Date
2N Al Chain” workshop workshop join representatives 8546 Change to July 30
ASNY I
Apr 2024
GlobalWafer : m .
AMD 2024
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MICTOChIp T In Person Visit to Office NATIONAL NIST Virtual
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@"‘ N\ndna I, v Cybersecurity IMPLEMENTATION Public Review of

+ Directorate and agree to PLAN IPD
N‘"d'a 2022 AMD launch the effort (NIST, )

Ignltﬁ\[llulillamzuzzﬂuzz IBM, Intel, Peer group,
SEMI)

May 2024: Section 5.5.5...create a
“Cybersecurity Framework Profile tailored
to the semiconductor manufacturing
industry”




Semiconductor Manufacturing Security

Community NIST Intemal Report Initial Idea — SEMIcon west 2023, C-level Forum
— N Framem':'z':r::;'j Office of National Cybersecurity Directorate
Semiconductor Manufacturing Profile asked of NIST May 2024
Semiconductor Fab intiatpublc oret
B e Formally announced at NIST: Sep 2024
. T e Community of Interest Established
Fab Equipment rest e one e :’Mm First Draft Published: Feb 2025
Makers N
+ " hetr il Crprien m”m Currently Adjudicating comments received from
e e public
Suppliers Next Steps: Finalize Report, Develop practice
+ guides to mature capabilities, Mapping to
s standards, regulations
Subject Matter e
Exper’%

Government


https://nvlpubs.nist.gov/nistpubs/ir/2025/NIST.IR.8546.ipd.pdf

Functional Domains

* Enterprise IT

* Enables monitoring, control, and threat response
Connects and supports both fab and equipment

domains

 Fab Environment

Operational center of manufacturing
* Interfaces with tooling and IT for real-time data &

control

* Equipment & Tooling

Core to chip manufacturing and metrology
Supplied by vendors; integrated into fab

operations

Office
Optimization paran
o e
e
A
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Vendor/Supplier
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e E Optimization parameters
Fac(t}ory + Verification
Exposure Etching . B
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Improving cybersecurity requires aligned action
across fabs, suppliers, and IT systems.

Blue blocks: physical boundaries (Factory, Office, Warehouse) and activities (e.g.,

Verification) that are part of a Fab environment.

unded blocks: locations and processes where the semiconductor
manufacturer interacts with suppliers.

e o o = -



Overview

Restore services to
meet mission
objectives

.

Maintain oversight,
implement
continuous

improvement

s

-

Manage Incidents to
meet mission
objectives

Focus Areas:
Asset and Configuration Management — including legacy/OT systems
Access control and convergence across IT/OT systems

Highlight and manage 3rd party risks

NIST
Cybersecurity
Framework

DETECT

Visibility into

assets, processes

and associated
risks

o
&
&

Implement I
Safeguards to meet
mission Objective:
secure vendor
access, etc. /)

|dentify security events,
anomalies, leverage tooling
metrology




Go Forward Approach ST} (C e ..

NIST intends to hold COI meetings going forward
 Starting late Sept at regular cadence (To Join)
https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing

|dentify
* Who is willing to engage as an active contributor or author?
* What are our shared priorities in this next phase?

Next Phase Needs:

* COl Engagement
* Technical SMEs, others

Engagement Model:
* |dentify levels of commitment (feedback vs. active authorship)
* Pair contributors by domain (e.g., fab operations, enterprise IT, tooling)

Objective: Drive technical depth, resolve open issues, align language
* Format: Biweekly working sessions, open calls for contribution
e Contribute substantive content and time



https://www.nccoe.nist.gov/projects/cybersecurity-framework-profile-semiconductor-manufacturing

Other Programs



Supply Chain Traceability and Provenance

Current Status

Held the “Trust and Provenance in the Semiconductor
Supply Chain” workshop on April 15’25.

Identified goals for Industry, Academia and Govt

Traceability of semiconductor devices was identified as
a goal from Industry participants

Subsequent clarification meetings with Industry

Partners .

Scope: traceability of semiconductor devices and
packages.

Develop Business case with focus on Hyperscalers
and Automobiles (Al in cloud and edge)

Identify Govt Partners to work with
Identify technical solution(s)

Identify deliverables, e.g., standards, guidance,
framework, etc.

Upcoming Work

Workshop planned for Oct 21'25

Expected Outcome
= Validate the need for Traceability.

= Decide short term (<1 year) and long-term
goals.

= Roadmap for collaboration/implementation.
After the workshop, teams will be formed to
implement the goals

 SEMIis working on Phase O study

* Plans to present in October Workshop
NIST Expects: 2+ Workshops/Seminars per year to

monitor/discuss the progress, course
correct/syncup

More information: https://csrc.nist.qov/Events/2025/semiconductor-traceability-and-provenance-workshop 14



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2Fcsrc.nist.gov%2FEvents%2F2025%2Fsemiconductor-traceability-and-provenance-workshop__%3B!!I5pVk4LIGAfnvw!lA_19Secuiy-rd7F5wohZbe3dM3QlrDz0-3AAWC4Rx8BCQbhIQwta7AkwFIHibTP7_dkmXr7BgImDRJNjTFaeTwmew%24&data=05%7C02%7Csanjay.rekhi%40nist.gov%7Cb866bc9546214e6898e108ddec93ae9a%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638926841234143676%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eNNagJaTCkf7tKKaHXvMcI3708d41z2t87jHzugW5fQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2Fcsrc.nist.gov%2FEvents%2F2025%2Fsemiconductor-traceability-and-provenance-workshop__%3B!!I5pVk4LIGAfnvw!lA_19Secuiy-rd7F5wohZbe3dM3QlrDz0-3AAWC4Rx8BCQbhIQwta7AkwFIHibTP7_dkmXr7BgImDRJNjTFaeTwmew%24&data=05%7C02%7Csanjay.rekhi%40nist.gov%7Cb866bc9546214e6898e108ddec93ae9a%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638926841234143676%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=eNNagJaTCkf7tKKaHXvMcI3708d41z2t87jHzugW5fQ%3D&reserved=0

Product Security

a Design and Architecture Threat modeling, secure boot, privilege separation

Hardware Root of Trust
...... IP Protection, Counterfeiting and Tamper resistant
------ Side Channel and Fault Injection Tolerant

Secure Firmware and Update Mechanism

Hardware security assurance, red-teaming

5(\ Verification and Validation

Trojan and anomaly detection pre/post-fab

Secure provisioning, authenticated integration

ﬂ Deployment and Run-Time Security

Runtime monitoring and anomaly response

Secure decommissioning, credential revocation

;‘\\ End of Life Management

Risk-aware recycling or resale strategy

Certification as required by Market Segments or

[=] Standards and Assurance Regions, etc.

More Information:

Device Package Firmwa ref System )
\‘ /
\ .,'

~. -

K Different Stages of Research ~ 15 \
publications
* University Grant
* HW Security Lab buildout
* Building out measurement capability
* Security Research Reviews

& Al/ML is integrated in research topics/
éroduct Security Workshop \
Planned: Oct 22-23
Expected Outcome:

Short Term Goals,
Defined Roles for Industry, Academia

@d Govt. /

https://www.nist.gov/news-events/events/2025/10/sushinist-rolling-next-generation-secure-hardware-standards



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Furldefense.com%2Fv3%2F__https%3A%2Fwww.nist.gov%2Fnews-events%2Fevents%2F2025%2F10%2Fsushinist-rolling-next-generation-secure-hardware-standards__%3B!!I5pVk4LIGAfnvw!lA_19Secuiy-rd7F5wohZbe3dM3QlrDz0-3AAWC4Rx8BCQbhIQwta7AkwFIHibTP7_dkmXr7BgImDRJNjTHc5gIisQ%24&data=05%7C02%7Csanjay.rekhi%40nist.gov%7Cb866bc9546214e6898e108ddec93ae9a%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C638926841234162671%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=VA1GTeF2auLzaWipY5tUBzbe6jIe7X5nSmKipOlfHBQ%3D&reserved=0

Questions/Suggestions/Feedback

follow-up: hwsec@nist.gov
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