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KEM Combiners
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Our Contributions

e Novel construction for a split-key PRF
o Uses t-resilient extractors
o Secure in the standard model

e Enhanced security model for the IND-CCA security of a combined KEM

o Captures the case where users use the same key pair both standalone
and in the combined KEM
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Dual PRFs

e Normal PRF has two inputs: key and label

e APRF is a dual PRF if it is pseudorandom
in either of its arguments
e Drawback: No "label" argument left

e HMAC often used as a dual PRF
o Proof that HMAC is a dual PRF under

certain conditions with some
idealization [BBGS23]

[BBGS23] Backendal, Bellare, Glinther, Scarlata. When Messages are Keys: Is HMAC a dual-PRF? Crypte 2023.



Split-key PRFs [GHP18§]
e Two (or more) keys, plus a nonce

argument

e Security definition: output should be
/ pseudorandom if any input key 1s
random and nonces not repeated
N

e Labels can be added to nonce

[GHP18] Giacon, Heuer, Poettering. KEM Combiners. PKC 2018.



Using Split-key PRF to make KEM

combiner
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Extractors

e Extractor: E: {0,1}* X S — {0,1}™

e Public parameter m in S

e E™(X)=E(X, m) where X 1s from a high entropy source
e Output 1is close to uniform

t-resilient extractors [BSTO03]

e Adversary controls #-bits of entropy in the mnput
e QOutput should still be close to uniform

[BSTO03] Barak, Shaltiel, Tromer. True Random Number Generators Secure in a Changing Environment. CHES 2003.



Our construction: wky, ks, N) = E*(G(PRF (k;, N))|G(PRF kg, N)))
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Instantiation of split-key PRF using t-
resilient extractors

E:GF(2") x GF(2") - GF(2") : (a,b) — a-b

e Target security level: 256 bits

e Adversary controls one input (¢ = 256 bits)

Evaluate PRFs and PRGs to get two k = 1794-bit strings
Map bitstrings on to polynomials in GF(2"), n = 2k = 3588
Multiply in GF(2")

Extract first m = 256 coefficients as output bits

Statistical distance at most € = 2-2°¢ from uniform

[BSTO3] Barak, Shaltiel, Tromer. True Random Number Generators Secure in a Changing Environment. CHES 2003.
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IND-CCA Security for KEMs

Indistinguishability game:
e Attacker has to distinguish between

real and random shared secrets from
the KEM

Adversary’s powers:
® Access to a decapsulation oracle for the
KEM (cannot query c*)



Hybrid IND-CCA Security: Idea 0

Indistinguishability game: Issues
e Attacker has to distinguish between e What if the user uses the same public
real and random shared secrets from keys for the ingredient KEMs and the
the combined KEM combined KEM?
o E.g. User has an old certificate
Adversary’s powers: with an RSA key and a new hybrid
e Access to a decapsulation oracle for the certificate with the same RSA key
combined KEM (cannot query c*) and an ML-KEM key

(This 1s the security definition used for
hybrid results in [GHP18].)

[GHP18] Giacon, Heuer, Poettering. KEM Combiners. PKC 2018.



Hybrid IND-CCA Security: Idea 1

Indistinguishability game: Issues
e Attacker has to distinguish between e Adversary can trivially win:
real and random shared secrets from o Run the decapsulation algorithm
the combined KEM for the combined KEM on the
challenge ciphertext
Adversary’s powers: o Query the ingredient
e Access to a decapsulation oracle for the decapsulation oracles each time an
combined KEM (cannot query c*) ingredient secret key 1s required

e Access to decapsulation oracles for
each ingredient KEM (no query
restrictions)



Hybrid IND-CCA Security: Idea 2

Indistinguishability game:
e Attacker has to distinguish between

real and random shared secrets from
the combined KEM

Adversary’s powers:

® Access to a decapsulation oracle for the
combined KEM (cannot query c*)

e Access to decapsulation oracles for
each ingredient KEM which post-
process the shared secret before
revealing it (no query restrictions)



Hybrid IND-CCA Security: Idea 2
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Hybrid IND-CCA Security: Idea 2

Indistinguishability game: If:
e Attacker has to distinguish between ® post-processing for ingredient KEMs is
PRF
real and random shared secrets from 4 : : :
. ® post-processing for combined KEM is a
the combined KEM split-key PRF
e at least one ingredient KEM is IND-
Adversary’s powers: CCA-secure

e Access to a decapsulation oracle for the

, e hybrid KEM system is IND-CCA-
combined KEM (cannot query c¥) ’ 4

secure even with access to ingredient

e Access to decapsulation oracles for and combined KEM decapsulation
each ingredient KEM which post- \\ oracles /
process the shared secret before Issues

revealing it (no query restrictions) e Scems a little contrived...



S/MIME

e Multipurpose Internet Mail Extensions (MIME): Internet standard which

extends the format of email messages and allows them to support various non-
ASCII characters and attachments

e Secure/Multipurpose Internet Mail Extensions (S/MIME): Internet standard
which provides authentication, message integrity, non-repudiation of origin, and
confidentiality of MIME data.

e Composite KEMs in S/MIME [OGPKS25]: "It is RECOMMENDED to avoid
key reuse and always generate fresh component keys for a new composite”
— But not REQUIRED!

[OGPKS25] Ounsworth et al., 2025. https://datatracker.ietf.org/doc/draft-ietf-lamps-pg-composite-kem/ ¢



Symmetric encryption scheme: E
KEM: K

S/ MIME KEM public key: pk
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[HGO24] Housley, Gray, Okubo. “Using key encapsulation mechanism algorithms in the cryptographic message syntax.” RFC 9629.




Split-key PRFs and a new notion for
hybrid KEM security
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Split-key PRFs: Hybrid CCA security notion:
e Parallel KEM combiners use a split- e Regular IND-CCA security notion
key PRF to combine the secret keys doesn't capture use of the same public
obtained from the ingredient KEMs keys for the ingredient KEMs and the
e Using t-resilient extractors, we can combined KEM
build a split-key PRF that is secure in e (an achieve extended hybrid security if
the standard model shared secret is post-processed in

standalone KEMs and split-key PRF is
used for the combined KEM
e Example: S/MIME





