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About NICET

VISION NICET is the Global leader in providing recognition of
qualified technology professionals who reliably
apply engineering principles and practices
for the benefit and safety of the pubilic.

MISSION Promote excellence in engineering technologies
globally through certification and related services.

A non-profit division of the National
Society of Professional Engineers
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What Called NICET to Action?

Executive Order 14028
Improving the Nation's Cybersecurity

Section 1. Policy. The United States faces persistent and increasingly
sophisticated malicious cyber campaigns that threaten the public sector, the
private sector, and ultimately the American people’s security and privacy. The
Federal Government must improve its efforts to identify, deter, protect
against, detect, and respond to these actions and actors. The Federal
Government must also carefully examine what occurred during any major
cyber incident and apply lessons learned. But cybersecurity requires more
than government action. Protecting our Nation from malicious cyber actors
requires the Federal Government to partner with the private sector. The
private sector must adapt to the continuously changing threat environment,
ensure its products are built and operate securely, and partner with the
Federal Government to foster a more secure cyberspace. In the end, the trust
we place in our digital infrastructure should be proportional to how
trustworthy and transparent that infrastructure is, and to the consequences

we will incur if that trust is misplaced.

Incremental improvements will not give us the security we need; instead, the
Federal Government needs to make bold changes and significant investments

in order to defend the vital institutions that underpin the American way of
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Did You Know?

* 75-80% of integrations are sub-optimal
— Leads to inefficiencies and vulnerabilities

* 90% of enterprise systems use OSS
— Leads to increased capabilities, but
— Requires greater diligence
— Impacts critical systems across industries

 Exponential increase in OSS cyberattacks
— 742% increase in cyberattacks over past several years
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Our Critical Systems Are Vulnerable

Based on the Sonatypes 9" Annual State of the Software Supply Chain report
www.sonatype.com/state-of-the-software-supply-chain/introduction

1 | n 8 # of open source downloads with known risk

1 8 6 0/0 % of open source projects across Java and JavaScript no longer maintained today
| |

1 0 # of superior versions typically available for every nonoptimal component upgrade made

libraries, despite 10% of respondents reporting their organizations had security breaches

6 7 0 / % of survey respondents who believe their applications do not rely on known vulnerable
0 due to open source vulnerabilities in the last 12 months

245 OOO # of malicious packages discovered in 2022 — 2X all previous years combined
/

960/0 # of vulnerable downloaded releases that had a fixed version available

1 (0] / % of increase in the adoption AI and ML components within corporate environments
(0] over the last year : :
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http://www.sonatype.com/state-of-the-software-supply-chain/introduction

Next Generation Open-Source Software
Supply Chain Attacks | 2015 - 2023
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5 Threats...

...and how SSI certification addresses them

s 1. Obsolescence of siloed systems

e Software is increasingly incorporated into smart operational technology (OT)
systems serving critical industries like health, transportation, utilities,
agriculture, energy, and more.

e An informed and qualified SSI guards against potential failure of services
through a comprehensive testing plan that ensures all system components
are thoroughly tested to meet security, performance, and compliance
requirements before deployment.

sl 2. Decentralized source code

e Open-source software (OSS) makes up much of the sub-components of large
software systems, which creates incredible efficiencies and savings, but also
potential vulnerabilities that must be managed.

o A certified SSI has the acumen to attest to a software bill of materials (SBOM)
and to ensure that software suppliers meet the EO14028 requirements for
zero trust architecture.
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5 Threats...

...and how SSI certification addresses them

3. Decentralized responsible-in-charge

e More than two dozen SSI duties are being handled by engineers, managers,
and other professionals — nine different job titles according to NSPE research.
In too many environments, no single person is responsible for proper
integration of systems.

* The certified SSI professional becomes that single point of contact, with stop-
work authority, for certifying compliance and securing the software supply
chain end-to-end.

=== 4. Increased reliance on Al

e Al serves as a powerful new tool to advance industry faster than ever. But
with that power comes questions about efficacy, safety, security, and ethics.

e SS| professionals demonstrate a commitment to stay current with the rapidly
developing Al landscape.
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5 Threats...

...and how SSI certification addresses them

sl 5. Exponential growth in cyber-attacks

e Cybersecurity must be a consideration in any critical system. Attacks are now
an everyday reality that threaten even the most highly secure systems across
all sectors.

e SSlIs are cyber-informed professionals who use proper methodologies to
secure systems with proper fallback and recovery systems.
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How SSI Certification Answers the Call

Objectively
validate the
competencies of
those
performing
integrations.

Create the role Ensure
of a person in standardized Help secure the

charge with and centralized software supply
“stop work” methodologies, chain.
authority. such as SBOM.

Reduce risk. Improve quality. Ensure public safety. ﬁ
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SSI Business Case

GET SSI Certification distinguishes you as an expert in systems
RECOGNIZED software integration.

* Meet performance metrics through certification.
e Command higher salaries as a certified professional.
e Become highly sought after in the tech industry.

ADVANCE
YOUR CAREER

INCREASE . . ) ) ) i
YOUR EARNING e Staffing certified professionals increases client confidence.

POTENTIAL e \alidates your ability to handle complex integrations.

EXPAND YOUR ertified professionals are invited to contribute to future
el [e)\[:\\EE " program updates. You will earn CPD points while networkin
NETWORK ith other high-performing peers. : :
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SS I DO m a i n S l Program Management

o Manage documentation

o Manage project timelines

o Estimate projected costs

o Coordinate resources

o Commission integrated systems

o Maintain version control

o ldentify project requirements and specifications

l Quality Assurance

/NICETX
SSI

o Develop test plan

o Validate environment configuration
o Execute test plan

o Manage deliverables

l System Integration

SYSTEMS SOFTWARE
INTEGRATOR

<

o Integrate components

o Determine relevant frameworks

o Determine care, custody, and control process
o Design system engineering

l Risk Mitigation

o Analyze Risk

o Evaluate vendors

o Determine functional safety

o Mitigate risk

o Manage stakeholder risk

o Evaluate cybersecurity posture

o Engage in continuous improvement and modifications

www.hicet.org



Action Steps

YSTEMS SOFTWARE
INTEGRATOR
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Download the SSI
Content Outline,
sample questions,
and other resources

Ensure your team is
SSI certified and

Learn more at
www.nicet.org/ssi protect your critical

systems

Contact SSI@NICET.ORG

www.hicet.org
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