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Feasibility

• We didn't know if the notion was realizable.
• In STOC 2013 [GGSW13] we showed a general purpose WE 

scheme. 
oNeed strong assumption on multilinear maps [GGH13]



Early Applications of Witness Encryption

• PKE with super efficient KeyGen
oPK is the output of a PRG and encryption is done so that message can be 

recovered using the seed

• IBE [BF01], ABE [SW05,GVW13] for circuits 
• Resettable Statistical Zero-Knowledge [CGGM00,GOVW12] with 

efficient prover for all of NP
• ABE for TMs, and more [GKPVZ13]



Practicality

• Still more work remains towards realizing practical general-
purpose WE 

• Special purpose WE already quite useful
oHash proof systems [CS00]
o Laconic OT[CDGGMP17], Hash Encryption/IBE [DG17]
o Two round MPC [GGHR14, GS17, GIS18...]
o Threshold Encryption [GKPW24] with applications to mempool privacy 

[CGPP24, CGPW24, BFOQ24, AFP24]



Threshold Encryption

• Goal: Encrypt a message to n parties, such that 
• Can be decrypted by any t out of n parties
• Semantic security holds against any subset < t of parties
• Ciphertext Size does not grow with t, n
• Non-interactive decryption



Threshold Encryption - DKG



Threshold Encryption - Encryption



Threshold Encryption - Decryption



Today: Silent Threshold Encryption



Silent Threshold Encryption – Silent Setup



Silent Threshold Encryption - Encryption



Silent Threshold Encryption - Decryption



Textbook Solution

Threshold ElGamal seems quite nice:
• Short public key: 
• Short secret key: 
• Short ciphertexts: 
• Short partial decryption: 
… but 
• O(n^2) DKG for setup with each committee
• DKG more expensive in asynchronous settings or > n/3 corruption
• Threshold fixed at the time of setup

Silent Setup important in 
applications where the 

committee changes frequently 



Comparsion



Prior Work



Application in Mempool Privacy

• Blockchains: Cleartext Transactions submitted to Mempool
oDelay before they make it to chain

• Allows for attacks such as a front running
• Alternatively: Submit encrypted transactions
• Decrypted by a committee that changes with each block



How do we do it? 



Witness Encryption Solution



Witness Encryption Solution



Relations with Linear Verifiers



WE for Silent Threshold Encryption



Recall: BLS Signatures



Recall: Aggregate BLS







Linear verification given a powers 
of tau setup.



Our Scheme

• CRS = Powers of tau
• i-th party publishes its public key as 

• Public key of group is 



Aggregating a subset of the keys





Thank You!
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