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Publication (SP) 800-52 Rev. 2, Guidelines for the Selection, Configuration, and Use of Transport
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1. Comments from Paulo Victor Silva, May 7, 2026

Hi, my name is Paulo Victor Silva, from Brazil.
About question 3:

Is there a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1. If the
system administrator determines that It is necessary?

Conditional permission for TLS 1.0/1.1 can

be defended, exceptionally, mainly when there is a need for compatibility and operational
continuity of legacy and critical systems that do not yet support TLS 1.2/1.3 and for which
there is no immediate technical alternative (upgrade, replacement, or feasible
reconfiguration without disproportionate risk of interruption). Along these lines, disabling
TLS 1.0/1.1 can cause applications to fail, and when no other alternative is available to
maintain compatibility, there is the possibility of re-enabling these versions, albeit with
warnings and as a last resort. At the same time, this justification needs to be framed as a risk
exception because TLS 1.0/1.1 have been formally deprecated by the IETF, among other
reasons, for not offering adequate support for current cryptographic mechanisms and for
governmental and market structures already requiring more modern versions, so
maintaining these versions expands the attack surface and may conflict with contemporary
requirements and guidelines. In environments where international specifications already
exist that foresee operation with TLS 1.2 and 1.3 (for example, technical requirements that
explicitly support/negotiate in TLS 1.2/1.3), allowing TLS 1.0/1.1 tends to be even more
difficult to sustain outside of a limited and transitional budget scope.

Best regards,
Paulo Victor Silva



2. Comments from City of Wichita (Mark Dawson), May 7, 2026

Any encryption is better than no encryption orisit. If NIST no longer supports the older
encryption, will it eventually force vendors to update to the more secure standards

Mark Dawson | Information Security Architect
Information Technology Department | City of Wichita



3.

Comments from NetApp (Sridhar Balasubramanian), May 7, 2026

Hello NIST Crypto Review Board,
Responding to some of the questions below:

1. Isthere a strong reason for NIST to continue to recommend that servers should support
TLS 1.2, or can the recommendation be changed such that servers may support TLS 1.2?
[NetApp] Servers may support TLS 1.2 is an appropriate change. Unless the
interoperability needs arise to interact with legacy systems, TLS 1.2 support should be
reviewed on case by case basis.

2. Are there sectors or applications where it is common for non-government client devices
that do not support TLS 1.3 (or TLS 1.2) to connect to government servers?

[NetApp] Not aware of any.

3. Isthere a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if the

system administrator determines that it is necessary?

[NetApp] No.
Sridhar Balasubramanian
Principal Product Security Architect
NetApp



4. Comments from Natasha Taylor, May 7, 2026

Dear NIST Crypto Publication Review Board,

I am submitting comments regarding the review of NIST SP 800-52 Rev. 2,
Guidelines for the Selection, Configuration, and Use of Transport Layer Security
(TLS) Implementations.

As someone focused on healthcare administration, public health systems, patient
access, and health equity, I strongly support modernization of federal
cybersecurity standards while also emphasizing continuity of care and operational
resilience across healthcare ecosystems.

Healthcare organizations frequently depend on complex legacy systems, third-
party vendors, long-term care facilities, laboratories, pharmacy systems, elder
care providers, and public health reporting platforms that may not uniformly
support the newest TLS standards. Abrupt elimination of backward compatibility
without transition planning could create disruptions in patient care, delayed
claims processing, medication access issues, and failures in public health
reporting.

My comments are as follows:
1. TLS 1.2 Support

I recommend that NIST continue advising that servers should support TLS 1.2
during a clearly defined transition period rather than immediately reducing this
recommendation to “may support.”

Many healthcare-adjacent systems, especially in rural care, senior care, Medicaid
administration, and smaller contracted providers, still rely on infrastructure that
has not fully migrated to TLS 1.3. A premature shift could disproportionately
affect vulnerable populations and create unintended access barriers.

However, this support should be paired with strong sunset guidance and
mandatory migration planning to avoid indefinite dependence on older standards.

2. Non-Government Client Devices Without TLS 1.3

Yes, there are still sectors where non-government client devices lacking TLS 1.3
support commonly interact with government systems.

Examples include:



« long-term care and assisted living facilities

o elder care coordination platforms

« older medical devices integrated into hospital networks
« smaller behavioral health providers

o rural clinics

« state Medicaid subcontractors

« public health reporting systems

« community-based nonprofit healthcare providers

These environments often operate under constrained budgets, delayed upgrade
cycles, and vendor-controlled infrastructure limitations.

Policy decisions should recognize these operational realities while maintaining
security expectations.

3. TLS 1.0 and TLS 1.1 Conditional Support

I do not believe there is a compelling reason for broad continued support of TLS
1.0 or TLS 1.1 except under highly exceptional, temporary, and formally
documented circumstances.

If conditional support remains allowed, it should require:

« executive-level risk approval

« formal mitigation controls

o strict segmentation

o documented replacement timelines

« annual review and mandatory reporting

Legacy accommodation should be treated as an emergency exception, not an
operational norm.

Final Recommendation



NIST should prioritize a balanced framework that protects both cybersecurity
integrity and continuity of essential public services, especially healthcare
delivery.

Security modernization must not unintentionally reduce healthcare access, disrupt
elder services, or create operational failures in systems serving high-risk
populations.

A phased compliance model with stronger accountability would best support both
national security and public health resilience.

Thank you for the opportunity to provide comments.

Sincerely,

Natasha L. Taylor, MHA, PMP

MPH Candidate

Public Health | Health Policy | Healthcare Administration

Naples, Florida



5. Comments from Boeing Enterprise Security (Doug Corlett), May 11, 2026

Greetings,

From the perspective of post-quantum resilience, | suggest that NIST change its recommendation for TLS
1.2 to “may support.” The DOD CNSA 2.0 timeline mandates that all new acquisitions comply with the FIPS
post-quantum standards by January 1, 2027. While most implantations are not subject to DOD regulations,
the regulations validate the threat’s significance. And, while it is theoretically possible to use post-
guantum algorithms with TLS 1.2, doing so would comprise a custom configuration not supported by
industry.

Regarding TLS 1.0 and 1.1, their conditional use should not rely on determinations by systems
administrators alone. If, for instance, business continuity requires using legacy devices that are limited to
these protocols, they must be protected with external technologies that either encapsulate the
vulnerabilities or restrict them to the smallest possible scopes. Such mitigations typically require multi-
disciplinary solutions as opposed to ad-hoc determinations by systems administrators.

Bests regards,

Doug Corlett
Associate Technical Fellow
Boeing Enterprise Security



6. Comments from Tailwind Research Group (Bill Church), May 12, 2026

Re: NIST Crypto Publication Review Board call for public comment on Special Publication 800-52
Revision 2, Guidelines for the Selection, Configuration, and Use of Transport Layer Security (TLS)
Implementations (May 7, 2026 announcement; comment period closes July 10, 2026).

1. Summary

Tailwind Resource Group operates a recurring research program (Public Sector TLS Trends) that
captures TLS posture across the federal public web on a weekly cadence. This comment provides data-
anchored input on each of the three questions NIST highlighted in the May 7 announcement, then
takes the announcement's invitation to address "other issues around security, implementation, clarity,
risk, or relevance to current applications" to surface what we believe is the most consequential gap in
Rev. 2 as published: the document's revocation guidance no longer matches operational reality.

Federal public web posture has shifted materially since SP 800-52 Rev. 2 was published in August 2019.
The largest single change is at the CA layer: a substantial fraction of federal public-facing TLS leaf
certificates no longer publish an Authority Information Access (AIA) OCSP URL at all, because the
issuing CA has discontinued OCSP as a service. SP 800-52 Rev. 2 does not contemplate this case. Rev. 3
needs to address it directly.

2. Scope and Methodology

The findings below derive from a federal-public-web inventory of 110 entities (cabinet-level civilian
agencies, congressional and judicial public web properties, major regulatory bodies, defense industrial
base primes, and DoD public web properties). The pipeline pulls leaf certificates, runs testssl-based
protocol scans, and records per-host issuer, validity, AIA OCSP presence, CRLDP presence, signature
algorithm, supported TLS protocol versions, supported FS and PQC key exchanges, HSTS posture, and
hosting/CDN signals.

The dataset uses two distinct reachability metrics. Cert-pull reachable counts hosts that returned a TLS
server certificate to a connection attempt; this is the denominator for certificate-attribute findings
(issuer, validity, AIA OCSP presence, CRLDP presence). Testssl reachable counts hosts that returned a
complete and parseable testssl scan; this is the denominator for protocol-version, KEM, and cipher
findings, and is a slightly stricter subset of the cert-pull set. On the 2026-05-03 inaugural capture, 103
of 110 hosts were cert-pull reachable and 102 of 110 were testssl reachable. On the 2026-05-11 first-
week diff, 104 of 110 were cert-pull reachable and 101 of 110 were testss| reachable. The cert-pull
number aligns with the publicly published weekly tracker; the testssl number is the denominator used
when the finding requires protocol-level detail.

The data behind this comment is published in anonymized form at https://tailwindrg.com/blog under
the Public Sector TLS Trends series. Per-host unanonymized data is retained internally and is available
to NIST staff on request to support Rev. 3 preparation.



https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftailwindrg.com%2Fblog&data=05%7C02%7Cmorris.dworkin%40nist.gov%7Ce41cfc65c9cb4e55f8ed08deb01e0c5e%7C2ab5d82fd8fa4797a93e054655c61dec%7C0%7C0%7C639141840591474215%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=G9baDGS9nyPTsdAq98xS2eBhDsVrd0mfQSSTeI5tqP0%3D&reserved=0

A scoping note: this dataset is server-side. Tailwind does not have direct client-side TLS telemetry from
federal endpoints. Where client behavior is relevant to a recommendation, this comment makes that
limitation explicit.

3. Findings (2026-05-03 capture)

3.1 TLS protocol version support

Of 102 testssl-reachable hosts on 2026-05-03:

101 (99 percent) offer TLS 1.2.
83 (81 percent) offer TLS 1.3.
82 offer both.

19 (19 percent) offer TLS 1.2 only, with no TLS 1.3. By sector: 11 civilian, 4 DoD, 3 defense
industrial base, 1 government-sponsored enterprise.

1 host offers TLS 1.3 only, with no TLS 1.2 fallback (a civilian agency).

0 hosts in the dataset offer TLS 1.0 or 1.1 without also offering 1.2 or 1.3. The legacy-only
carve-out is theoretical in the public web; the dataset cannot speak to whether it is operational
elsewhere in federal systems.

3.2 Post-quantum handshake support

83 (81 percent) of testssl-reachable hosts negotiate a hybrid PQC KEM as capable. This tracks
TLS 1.3 support, which is the precondition.

22 (22 percent) of testssl-reachable hosts actually negotiated a PQC hybrid in the live
handshake. The gap between "capable" and "negotiated" is mostly a function of CDN tenant
configuration.

The defense industrial base outpaces the DoD public web on PQC negotiation rate (>50
percent of reachable DIB hosts versus zero reachable .mil hosts negotiating a hybrid). The TLS
1.3-capable subsets of both groups are on platforms that could plausibly negotiate a hybrid;
the operational difference is the hosting tenant's edge configuration.

3.3 Revocation channel posture

36 (35 percent) of 103 cert-pull-reachable hosts on 2026-05-03 present no OCSP URL in the
leaf AIA extension. Every one of those 36 hosts is on a single CA (Let's Encrypt), which
discontinued its OCSP service on August 6, 2025.
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The no-OCSP share grew to 39 of 104 (approximately 38 percent) by the 2026-05-11 capture,
seven days later. The trend is one-directional: no observed CA in the dataset is restoring OCSP
issuance, while Let's Encrypt continues to gain federal hosts.

2 cert-pull-reachable hosts are on a Sectigo DV product profile
) that publishes OCSP URLs but no CRL Distribution Point. If Sectigo
follows Let's Encrypt and deprecates its OCSP responder, those leaves become structurally
uncheckable for revocation through any in-band mechanism.

3.4 Validity posture

43 cert-pull-reachable hosts hold leaf certificates with validity exceeding the 200-day SC-081v3
cap that took effect March 15, 2026. All were issued before that date and are grandfathered
until natural expiry. (This number reflects the full 110-entity dataset. A narrower scope limited
to cabinet-level civilian, congressional, judicial, regulatory, and DoD public web properties
produces a comparable count of 32; the two are mutually consistent and differ only in scope.)

Renewal cliff lands in 2026-Q2 through 2027-Q1 for most of these certificates.

3.5 Hosting concentration

18 DoD public web properties share a single CDN tenant, and all 18 are served by Let's
Encrypt-issued certificates. 11 of those leaves share a single 2026-06-03 expiration date, a
pattern consistent with a single batch issuance event at the CDN.

The civilian sites hosted on the same CDN mostly use DigiCert. The DoD tenancy ships Let's
Encrypt as the apparent default; the civilian tenancy mostly does not. The DoD eighteen-
property concentration is consistent with a single contract-level default propagating to
eighteen downstream tenants rather than eighteen independent procurement decisions;
server-side data cannot confirm a contract default directly, but the uniformity, the
synchronized issuance, and the civilian/DoD divergence on the same CDN platform all point in
that direction.

4. Comments on the Highlighted Questions

4.1 Q1: Continue to recommend that servers should support TLS
1.2, or change to may?

Recommended Tailwind position: change to may, with an explicit transition window for federal
services that interact with non-government clients.

Rationale and supporting data:

1"



99 percent of reachable federal public web hosts already offer TLS 1.2 (101 of 102 testssl-
reachable on 2026-05-03). The recommendation is operationally satisfied for all but one host in
the reachable population.

81 percent already offer TLS 1.3 alongside. The TLS 1.2-only cohort is 19 of 102. Of those, 11
are civilian, 4 DoD, 3 DIB, 1 GSE. None are cabinet-level public information portals; most
appear to be either legacy hosting tenants or services whose CDN edge has not been updated.

A "may support" baseline preserves operator flexibility for citizen-facing services that need a
TLS 1.2 floor (see Q2 below) while removing the implicit signal that TLS 1.2 is a baseline
expectation for federal services in general.

The "should support" baseline is increasingly costly to maintain. TLS 1.2 cipher suite
negotiation contributes to downgrade considerations, and several CDN edges have begun
signaling TLS-1.3-by-default as the supported configuration with TLS 1.2 as a managed
deprecation.

Caveat on the client side: the federal endpoint estate (CAC and PIV-bearing devices, agency-
managed browsers, integration clients) still routinely originates TLS 1.2 connections. A "may support"
recommendation on the server side should be paired with explicit client-side guidance: Rev. 3 should
state that federal TLS clients SHOULD prefer TLS 1.3 in the ClientHello and SHOULD accept TLS 1.2 only
where the application requires interoperability with documented categories of legacy services.

4.2 Q2: Sectors or applications where non-government clients
lacking TLS 1.3 (or even TLS 1.2) connect to government servers?

Recommended Tailwind position: acknowledge legitimate citizen-service exceptions with
scoped language so the exceptions do not become a blanket TLS 1.2 mandate.

Rationale and supporting data:

Tailwind's dataset is server-side. We do not have client-side telemetry on the TLS version
distribution of non-government clients connecting to federal services. Be aware of that
limitation when weighting this answer.

On the server side, the 19 TLS 1.2-only hosts in the dataset cluster in two recognizable groups:
citizen-service portals (benefits, public health information, recreational permits, FOIA portals)
and legacy CDN tenancies that have not been updated. The first group is a legitimate scoping
target for a citizen-client exception; the second is not.

OMB M-15-13 ("Policy to Require Secure Connections across Federal Websites and Web
Services," June 2015) is the federal HTTPS-everywhere mandate that SP 800-52 Rev. 2 already
references in Section 1. M-23-22 ("Delivering a Digital-First Public Experience,” September
2023) covers the broader citizen-service framing. Rev. 3 should explicitly reference these
memoranda when articulating federal accessibility obligations toward non-government clients
on legacy TLS stacks, rather than creating a parallel scoping framework inside SP 800-52.
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Suggested scoping language: "Servers that interact with non-government clients in identified citizen-
service categories MAY continue to accept TLS 1.2 connections, subject to documented review of the client
population and a documented sunset path. Servers used solely for government-to-government,
government-to-vendor, or government-to-CSP traffic SHOULD require TLS 1.3 by default."

4.3 Q3: Compelling reason to conditionally allow TLS 1.0 or TLS
1.1?

Recommended Tailwind position: no, with a narrow industrial-control / legacy-embedded carve-
out that should be referenced from purpose-specific NIST guidance rather than reintroduced
into SP 800-52.

Rationale and supporting data:

e 0 hosts in the May 2026 federal public web dataset offer TLS 1.0 or 1.1 without also offering 1.2
or 1.3. The legacy-only carve-out is theoretical in the operational federal public web.

e Thejustification for keeping a conditional carve-out in SP 800-52 has weakened since 2019, not
strengthened. Major browsers and TLS validation libraries have removed TLS 1.0 and 1.1
support outright; the practical population of federal services that still require TLS 1.0/1.1 is
small, isolated, and overwhelmingly in industrial-control or legacy-embedded contexts that are
not the primary subject of SP 800-52.

e Industrial-control and legacy-embedded TLS guidance is more appropriately housed in
domain-specific NIST publications (e.g., SP 800-82 for ICS) that can describe the specific
compensating controls required. SP 800-52 should not reintroduce a TLS 1.0/1.1 conditional
allowance, even with conditions; agencies that need it should be referred out.

5. Comments Under the "Other Issues” Invitation:
Revocation

This section is where Tailwind believes the most consequential alignment work for Rev. 3 lies. The May
7 announcement specifically invites comments on "security, implementation, clarity, risk, or relevance
to current applications.” Revocation guidance touches all five criteria.

5.1 Revocation handling (Section 4.2.2, Obtaining Revocation
Status Information for the Server Certificate)

SP 800-52 Rev. 2 Section 3.2 (page 9) requires that "TLS servers shall be configured with certificates
issued by a CA that publishes revocation information in Online Certificate Status Protocol (OCSP)
responses.” This is a normative SHALL, not a recommendation. As of August 6, 2025, Let's Encrypt does
not publish OCSP responses for its issued certificates. Of 103 cert-pull-reachable federal public web
hosts in the 2026-05-03 capture, 36 (approximately 35 percent) are served by Let's Encrypt-issued
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certificates. The Let's Encrypt issuance profile does not satisfy the §3.2 SHALL; the affected federal
services cannot bring those hosts into compliance through any operator-side action, because the CA
itself does not publish the required revocation information. The gap is at the issuance profile, not at
the agency. This is the most direct evidence that revocation guidance in Rev. 3 requires substantive
revision rather than clarifying amendments: a normative requirement in the existing text is, for a
substantial share of the federal public web, structurally unsatisfiable.

Rev. 2 Section 4.2.2 frames the downstream validator problem as the case where "the server does not
provide the revocation status, the local certificate store does not have the current or a cogent CRL or
OCSP response, and the OCSP responder and the CRL distribution point are unavailable or inaccessible
at the time of TLS session establishment.” The resolution defers to "agency policy." The dominant
failure mode as of May 2026 is no longer "responder unavailable." It is "the certificate ships no OCSP
URL at all," which Section 4.2.2 covers indirectly through the OCSP-stapling-absent clause but never
names as a steady-state CA posture. Approximately 35 percent of the federal public web has crossed
this threshold and the share is growing weekly.

Rev. 3 should:

1. Add an explicit AIA-OCSP-absent case. Recommend validator behavior when a leaf
certificate advertises no AIA OCSP URL. State whether the recommended default is hard-fail,
soft-fail with logging, or soft-fail with explicit downgrade signaling, and how the
recommendation varies by application sensitivity.

2. Add an explicit CRLDP-absent case for AIA-OCSP-present leaves. Address the Sectigo DV
configuration (OCSP-only, no CRL fallback) and equivalent profiles, and recommend client
behavior when the OCSP responder later becomes unreachable or is permanently
discontinued.

3. Replace the agency-policy punt with a normative default. Most agencies have spent the
seven years since Rev. 2 was published silently inheriting whatever their TLS validation library
defaults to, which is most often soft-fail. Rev. 3 should state the recommended default
explicitly and require deviating agencies to document the deviation.

Suggested substantive text (final wording subject to NIST drafting): "Where a leaf certificate advertises
no in-band revocation channel (no AIA OCSP URL and no CRL Distribution Point, or only one of the two),
the TLS client SHOULD treat the absence as a documented attribute of the certificate's issuance profile
rather than as a transient error condition. The TLS client MUST log the absence at the application level.
Agencies SHOULD document, per service category, whether the absence is acceptable in production, and
SHOULD require organizationally validated (OV) or extended validation (EV) profiles for services where
the absence is not acceptable."

5.2 CA product-profile awareness (new subsection within Section 4,
or a new top-level section)

Rev. 2 treats certificate revocation as a property of the issuer relationship. In the current ecosystem,
revocation availability is a property of the issuing CA's product profile. A Sectigo OV leaf and a Sectigo
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DV leaf do not have the same revocation posture. A DigiCert public OV leaf and a DigiCert public DV
leaf do not have the same revocation posture.

Rev. 3 should add a subsection that:
1. Defines federal expectations for revocation channel availability by certificate profile (DV, OV,
EV).

2. Requires agencies inventorying public-facing services to record the product profile and
revocation-channel attributes of each leaf, rather than only the issuer name.

3. Anticipates that additional public CAs will deprecate OCSP within the next eighteen to thirty-six
months, and provides guidance for that transition in advance rather than after the fact.

5.3 Validity-as-substitute framing (new top-level section on
certificate lifecycle)

Rev. 2 was written when the maximum public TLS validity was 825 days and the operating assumption
was that revocation would catch compromised certificates between issuance and natural expiry. SC-
081v3 changes that assumption: shorter validity becomes the operational substitute for reliable
revocation. The CA/Browser Forum ballot's preamble argues openly that current revocation
mechanisms are unreliable at web scale and that shorter validity sidesteps the problem.

Rev. 3 should:

1. Acknowledge the SC-081v3 trajectory (200 days as of March 15, 2026; 100 days as of March 15,
2027; 47 days as of March 15, 2029) and state federal recommendations for renewal
automation in light of that cadence.

2. Recommend ACME-based renewal automation for any federal public-facing service whose next
rotation lands at 200 days or fewer.

3. Recommend that agencies whose 391-to-396-day certificates were issued before March 15,
2026 plan for the renewal cliff at first rotation, and treat the cliff as a configuration milestone
rather than a routine renewal.

5.4 Procurement signals for federal public web (new informative
appendix)

Rev. 2 contains no normative guidance on which CA product profile is appropriate for which kind of
federal service. The data suggests this absence has produced procurement-by-default: agencies inherit
whatever issuer their CDN tenancy uses as a default, and ship DV leaves for cabinet-level public
services where OV or EV would be more appropriate to the organizational identity claim.

Rev. 3 should include an informative appendix on procurement signals, covering:
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1. Minimum certificate profile recommendations by service category (e.g., cabinet-level public
information portals SHOULD use OV; constituent service portals MAY use OV or DV with
documented rationale).

2. Guidance on identifying inherited CDN defaults and the procurement steps required to
override them.

3. Guidance on contract language that requires the CDN or hosting provider to disclose the
issuance profile and revocation-channel attributes of any certificate the provider issues on the
federal customer's behalf.

5.5 No effect on internal federal PKI

Rev. 3 should explicitly clarify the scope boundary. The Federal PKI Bridge, the DoD PKI, agency-
internal CAs, CAC and PIV credentials, and most mTLS use cases inside agency boundaries operate
under federal certificate policies that continue to expect and produce OCSP and CRL infrastructure. The
findings above concern only the seam where federal systems consume the public Web PKI. The
recommended changes do not affect internal PKI operations.

6. Source Data

The aggregated, anonymized dataset is published at tailwindrg.com under the Public Sector TLS

Trends series. The May 3, 2026 inaugural capture and the May 11, 2026 first-week diff are available as
CSV with per-host issuer family, validity, OCSP URL presence, CRLDP presence, signature algorithm, TLS
protocol versions, FS and PQC KEM support, HSTS posture, and hosting signals. The unanonymized
per-host dataset is not public and is retained internally. NIST staff requesting per-host detail for the
purpose of preparing Rev. 3 may contact the submitter directly.

7. Closing

Rev. 2 is the active TLS guidance for federal systems. It was written before the largest set of structural
changes to the public Web PKI in a decade. The protocol-version questions NIST has foregrounded are
tractable with mostly forward-looking text and a defensible scoping of citizen-service exceptions. The
revocation guidance is where the existing document is most out of alignment with current operational
reality, and where data-driven changes in Rev. 3 can affect behavior at the federal service boundary
within the next eighteen months.

Tailwind is available to provide additional data, scoping, or methodology detail at the request of the
Crypto Publication Review Board.

Bill Church
Vice President - Engineering and Services
Tailwind Resource Group
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7. Comments from Sai Sravan Cherukuri, May 13, 2026

Dear NIST Cryptographic Technology Team,

First, | want to thank NIST for opening this review process. Keeping SP 800-52 up to date is no
small task. TLS is the protocol that protects practically every meaningful transaction on the
internet today, and the guidance NIST publishes here is read, cited, and implemented by
system administrators, vendors, and policymakers across the country and beyond. So this
kind of periodic, public, open review is exactly the right way to steward that responsibility.
I'm grateful for the opportunity to contribute.

I'm an independent researcher working at the intersection of quantum computing and
cybersecurity. I've spent years studying how cryptographic protocols hold up against both
classical and emerging quantum threats, and TLS is one of the areas where that work has the
most immediate, practical consequence. These comments come from that perspective, not
from any institutional position, just from someone who cares deeply about getting this right
and wants to help build something that will hold up for the people and systems that depend
on it, including future generations who will inherit whatever decisions we make today.

I've read SP 800-52 Rev. 2 cover to cover, first addressing NIST's three specific questions,
then working through the document section by section, focusing on the observations | think
matter most, and have attached my detailed feedback.

Regards,

Sai Sravan Cherukuri
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First, I want to thank NIST for opening this review process. Keeping SP 800-52 up to date is not a
small thing. TLS is the protocol that protects practically every meaningful transaction on the
internet today, and the guidance NIST publishes here is read, cited, and implemented by system
administrators, vendors, and policymakers across the country and beyond. So this kind of periodic,
public, open review is exactly the right way to steward that responsibility. I'm grateful for the
opportunity to contribute.

I'm an independent researcher working at the intersection of quantum computing and
cybersecurity. I've spent years studying how cryptographic protocols hold up against both classical
and emerging quantum threats, and TLS is one of the areas where that work has the most
immediate, practical consequence. These comments come from that perspective, not from any
institutional position, just from someone who cares deeply about getting this right and wants to
help build something that will hold up for the people and systems that depend on it, including
future generations who will inherit whatever decisions we make today.

I've read SP 800-52 Rev. 2 carefully, cover to cover, and I'll address NIST's three specific
questions first, then work through the document section by section with the observations I think
matter most.

PART I: NIST's Three Specific Questions

Question 1: Should the recommendation be changed so that servers may support TLS 1.2
rather than should support it?

My recommendation: Yes, but with a deliberate, time-bounded transition rather than a blanket
change all at once.

Here's how I think about it. The current document says servers that support TLS 1.3 should also be
configured to use TLS 1.2, with an informal out if TLS 1.2 isn't needed for interoperability. That
informal out has always been logically sound — the problem is that it's informal. There's no
process behind it, no telemetry requirement, no sunset date. Agencies read "should" and retain TLS
1.2 indefinitely because the path to deactivating it is unstructured.

What I'd suggest is making that path explicit and time-limited. For government-only applications,
where the agency controls the client population through policy, MDM, and procurement
requirements, there's no technical reason that TLS 1.3-only operation shouldn't be achievable
within the next two years. The January 1, 2024, TLS 1.3 mandate in the current document should
already have established that baseline. A reasonable target would be January 1, 2028, by which
point servers in government-only contexts should be permitted — and encouraged — to drop TLS
1.2 entirely, provided they've verified client coverage through telemetry or inventory analysis.

For citizen- and business-facing applications, I'd retain the "should support TLS 1.2" language for
now but tie any TLS 1.2 removal to a documented verification process — something like requiring
agencies to review Digital Analytics Program data or server-side handshake telemetry before
disabling TLS 1.2, rather than simply permitting them to do so based on their own judgment.

Why does this matter? Because TLS 1.2 is not inherently dangerous, but it is fragile in ways that
TLS 1.3 simply isn't. TLS 1.2's security depends heavily on the correct implementation of
compensating controls — Encrypt-then-MAC (RFC 7366) to address Lucky Thirteen and CBC
padding oracle attacks, proper session ticket key rotation, exclusion of RSA key transport suites to
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avoid Bleichenbacher/ROBOT, and so on. TLS 1.3 doesn't need any of those mitigations because
it removed the underlying design choices that made them necessary in the first place. Forward
secrecy is unconditional in TLS 1.3 — no cipher suite path deactivates it. The key schedule is
formally analyzed. The handshake integrity protections are built into the structure rather than
bolted on.

So when I say I'd keep TLS 1.2 support in place for citizen-facing servers for now, I want to be
clear that I also think the revision should significantly tighten TLS 1.2 cipher suite guidance. If
TLS 1.2 is retained, CBC cipher suites should require — not just support — the Encrypt-then-
MAC extension whenever they are negotiated. The current text says servers "shall support"
Encrypt-then-MAC, but doesn't require it to be active during actual CBC negotiations. That's a
gap. And for agencies that retain TLS 1.2, I'd push them strongly toward ECDHE+AES-GCM
suites only, treating CBC as a compatibility last resort with strict controls.

Question 2: Are there sectors or applications where non-government clients lacking TLS 1.3
support routinely connect to government servers?

Yes, and I think this is worth taking seriously rather than dismissing. The affected populations are
specific and real, even if they're shrinking:

Industrial Control Systems and Operational Technology. Programmable logic controllers, SCADA
HMIs, and field devices in critical infrastructure often carry embedded TLS stacks — older
versions of mbedTLS or WolfSSL, or in some cases custom stacks — that predate TLS 1.3 and
have multi-decade operational lifespans. These devices connect to government reporting and
monitoring infrastructure (EPA environmental monitoring, DHS critical infrastructure portals, and
similar). They can't be patched like a web server can. The organizations that operate them are often
working to replace them, but replacement cycles are measured in years or decades.

Medical and healthcare devices. FDA-cleared medical devices at VA medical centers, military
treatment facilities, and public health agencies often run locked firmware tied to regulatory
clearance under 21 CFR Part 11. Their TLS stack version is fixed until a new clearance is
obtained. This includes patient monitoring systems, imaging equipment, and infusion pumps that
feed data to government health systems. A TLS 1.3-only mandate on the receiving server side
would break those connections.

Older government-issued hardware with legacy PIV middleware. Some PIV middleware packages
still in active use defaulted to TLS 1.2-only as recently as 2023, and not every agency has patched
or replaced those installations on a consistent schedule.

International government-to-government connections. Foreign government partners connecting to
U.S. federal systems — treaty organizations, coalition military networks, multilateral data-sharing
frameworks — operate under their own national standards and procurement constraints. Some of
those environments have not yet mandated TLS 1.3.

My recommendation for handling these populations is a tiered, documented exception process
rather than a blanket carveout:
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Agencies that identify specific device classes connecting to their servers that genuinely cannot
support TLS 1.3 should be permitted to retain TLS 1.2 for those services, subject to three
conditions: TLS 1.2 on those connections must be restricted to ECDHE-based AEAD cipher suites
only (no CBC, no RC4, no RSA key transport); the exception must be documented and reviewed
annually; and there must be a written remediation plan with a defined end-of-support date.

This keeps TLS 1.2 as a managed exception rather than a permanent baseline, which I think is the
right balance.

Question 3: Is there a compelling reason to conditionally allow TLS 1.0 or TLS 1.1?

No. I don't think there is, and I'd go further than NIST's current framing: the conditional allowance
for TLS 1.0 and 1.1 in citizen/business-facing contexts should be removed entirely from the
revised document.

Here's the reality: every major browser removed support for TLS 1.0 and 1.1 between 2020 and
2021 — Chrome, Firefox, Safari, and Edge all did. RFC 8996 formally deprecated both protocols
in March 2021. Every major CDN and cloud provider has dropped them from their default
configurations. Any citizen accessing a government website via a browser updated within the past
4 years cannot negotiate TLS 1.0 or 1.1 because their browser won't support them.

The residual population of devices that would require TLS 1.0 or 1.1 is either end-of-life hardware
that should be replaced, devices where TLS 1.2/1.3 is available but not enabled, or specialized
legacy systems that should go through the documented exception process I described above rather
than justifying a blanket protocol allowance.

The attack record is unambiguous. BEAST exploits predictable IVs in TLS 1.0 CBC mode.
POODLE variants extend padding oracle attacks to TLS 1.0. The Lucky Thirteen timing attack hits
TLS 1.0 and 1.1 MAC-then-encrypt constructions. RC4, disproportionately used in older TLS
1.0/1.1 deployments, is cryptographically broken per RFC 7465. None of these have been fully
mitigated in practice across the installed base — the mitigations require correct implementation on
both sides, and the whole point is that we can't audit the installed base.

Keeping the conditional allowance language in the revised document, even as a narrow carveout,
sends the wrong signal to vendors and agencies. It creates a justification for inertia. The revision
should state that TLS 1.0 and 1.1 shall not be used without a conditional pathway, and that existing
deployments that require them should be given a defined compliance window — I'd suggest 18
months from the document's publication date — with no extension.

PART II — Section-by-Section Technical Comments

Section 1.2 — Scope and DTLS

The document explicitly excludes DTLS and says NIST may issue separate guidance later. DTLS
1.3 (RFC 9147) was finalized in April 2022 — it's been three years. DTLS is not a niche protocol;
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it's the foundation of WebRTC audio and video (used in government video conferencing), VPN
architectures, and a growing number of loT applications. If a full DTLS treatment isn't ready for
this revision, I'd ask at minimum that the document add a brief normative statement: DTLS 1.0 is
prohibited, DTLS 1.3 is the preferred version, and reference RFC 9147. A cross-reference to a
forthcoming companion document with a committed timeline would go a long way toward filling
this gap.

Section 3.1 — Protocol Version Support
A few things stand out to me here:

The January 1, 2024 TLS 1.3 mandate has passed. The revision should acknowledge this and
address whether agencies actually achieved it — OMB, CISA, or CDM program data should be
able to inform that. Setting forward-looking milestones that build on a baseline we can actually
verify is more useful than re-stating a past deadline.

The document's treatment of incorrect TLS version negotiation (the brief mention of TLS 1.0
servers terminating connections when offered newer versions) is an appropriate implementation
requirement, but the revision should also explicitly require support for TLS FALLBACK SCSV
(RFC 7507) on any server supporting multiple TLS versions. This is a lightweight but meaningful
downgrade protection mechanism that many implementations support but few configuration guides
explicitly require. It should be a shall, not a should.

When TLS 1.2 is eventually disabled on government-only servers, the document should note the
configuration benefits that come along with that — specifically, the ability to disable legacy
renegotiation entirely, since TLS 1.3 doesn't use it. These benefits are real incentives for migration
and worth naming explicitly.

Section 3.2 — Server Keys and Certificates

Certificate validity periods: Table 3-1 specifies a maximum validity of 3 years for server
certificates. This is outdated for publicly trusted certificates. The CA/Browser Forum Baseline
Requirements reduced the maximum validity to 398 days, effective September 2020. A
government system administrator reading Table 3-1 today might reasonably think 3 years is
compliant for a publicly trusted cert, when in practice any CA operating a trusted root would
refuse to issue it. The table should be corrected, with a note distinguishing publicly trusted
certificates (with a 398-day maximum per the CA/B Forum policy) from agency-internal PKI,
where the agency controls the policy.

Post-quantum certificate transition: I want to spend some time on this because I think it's genuinely
urgent. FIPS 203 (ML-KEM), FIPS 204 (ML-DSA), and FIPS 205 (SLH-DSA) are finalized. The
post-quantum transition is no longer a planning exercise — it's underway. For TLS specifically,
the question of certificate algorithm migration is pressing because of the "harvest now, decrypt
later" threat: a well-resourced adversary capturing today's encrypted TLS traffic can store it and
decrypt it once a cryptographically relevant quantum computer exists. Data with long-term
sensitivity — classified communications, health records, financial records — is at risk from traffic
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captured right now. The certificate signature algorithm doesn't create that particular risk on its
own, but the key exchange algorithm does, and key exchange and certificate algorithms are closely
linked in TLS deployment.

I'd strongly encourage the revision to add at least a section, even a brief one, directing agencies to:
assess whether their TLS deployments protect long-term sensitive data; begin evaluating TLS
libraries for hybrid key exchange support (combining X25519 or P-256 with ML-KEM-768, as
described in draft-ietf-tls-hybrid-design); and reference NIST IR 8413 and the CNSA 2.0 timeline
(2030 target for high-assurance systems). This doesn't have to be prescriptive to the point of
causing interoperability problems — even an informative appendix would serve the community
well.

RSASSA-PSS vs. PKCS#1 v1.5: Table 3-1 lists both as acceptable CA signature algorithms. For
new certificate issuance, RSA-PSS should be the stated preference. PKCS#1 v1.5 signatures are
fine for backward compatibility but PSS is the stronger construction and there's no deployment
reason to prefer v1.5 for new certificates.

OCSP Must-Staple: The TLS feature extension ("must staple") is listed as Optional in Table 3-1.
I'd suggest elevating this to Recommended for servers that can guarantee OCSP stapling support.
The argument for must-staple is practical: it eliminates the client's need to contact an OCSP
responder during the TLS handshake, improving both performance and privacy (OCSP responder
queries leak browsing patterns), and it creates a strong revocation guarantee when paired with
OCSP stapling. Many government servers are already doing OCSP stapling — requiring must-
staple for those servers just formalizes what they should already be doing.

Certificate Transparency: The Signed Certificate Timestamps extension is listed as Optional. For
publicly trusted certificates, CT is not optional in practice — Chrome has enforced CT compliance
since 2018, and any publicly trusted certificate issued without CT logs will fail in any modern
browser. The document should say this clearly: CT is required for publicly trusted certificates, not
optional.

Section 3.3.1 — Cipher Suites

TLS 1.3 cipher suite preference order: The document lists the approved TLS 1.3 cipher suites but
doesn't clearly rank them. For high-assurance government environments,

TLS AES 256 GCM_SHA384 should be the stated top preference, with

TLS AES 128 GCM SHAZ256 appropriate for general use. This is a small addition that would
help administrators make better configuration choices without having to interpret unstated
preferences.

TLS AES 128 CCM_8 SHA256: I want to flag a concern about this cipher suite specifically.
The CCM_8 variant uses an 8-byte (64-bit) authentication tag. That's 64 bits of forgery resistance,
which is substantially below the 128-bit standard the document otherwise maintains. For a general-
purpose government server, a 64-bit authentication tag is not appropriate. The revision should add
an explicit caution that TLS AES 128 CCM_8 SHA256 is only acceptable in highly constrained
IoT environments where bandwidth is severely limited and the number of records protected under
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a single session key is tightly bounded. Its use on general-purpose servers should be discouraged
normatively, not just by implication.

ChaCha20-Poly1305: I'll be direct about this — the absence of

TLS CHACHA20 POLY 1305 SHAZ256 from the approved cipher suite list is increasingly hard to
explain to practitioners. ChaCha20-Poly1305 is implemented by every major TLS library:
OpenSSL, BoringSSL (used in Chrome and Android), NSS, wolfSSL, and others. It's the preferred
suite on hardware without AES acceleration, which is common in older ARM processors,
embedded government devices, and IoT sensors. RFC 8446 includes it as a standard TLS 1.3
cipher suite. The entire internet industry treats it as equivalent to AES-GCM in security level.

I understand there are FIPS considerations here — ChaCha20 is not a NIST-standardized
algorithm, and that matters for FIPS 140-3 validation contexts. But the absence of any discussion
of this in the document leaves practitioners confused. Either the revision should include
ChaCha20-Poly1305 with appropriate conditions (e.g., acceptable in non-FIPS-boundary contexts,
or pending FIPS evaluation), or it should include an explicit, honest explanation of why it's
excluded. The current silence on the topic is not serving the community well.

TLS 1.2 cipher suite cleanup: If TLS 1.2 remains in the document, the revision should strongly
direct agencies to use ECDHE+AEAD cipher suites only. CBC suites should be treated as a legacy
exception requiring explicit justification, not a normal operating mode. The preference tables in
Section 3.3.1.1 already lean this direction but could be more direct about it.

Named groups and post-quantum key exchange: Section 3.4.2.2 handles supported groups but
doesn't account for where the field is heading. For TLS 1.3, X25519 is the most widely deployed
key exchange algorithm in the world, and I believe the revision should address it directly — either
recommending it (noting it's not a NIST curve but is CNSA 2.0-compliant and formally analyzed)
or recommending P-256 as the FIPS-strict alternative, with a clear rationale. Looking further
ahead, hybrid KEM groups pairing classical key exchange with ML-KEM should be referenced as
the path forward for post-quantum preparedness. The IETF draft-ietf-tls-mlkem and draft-ietf-tls-
hybrid-design are far enough along that the revision can at least acknowledge them.

Section 3.4 — TLS Extension Support

Encrypted Client Hello (ECH): In the current document's Appendix E.3, ECH is listed under
"future capabilities" as Encrypted Server Name Indication. That description is now out of date —
ECH is its own finalized extension, referenced as RFC 9258 in its current iteration, and it's in
production. Chrome 117+ and Firefox 119+ support ECH. Cloudflare, Google, and other major
CDN providers support it. This is not a future capability; it's a present one.

ECH matters for government deployments because without it, an eavesdropper watching TLS 1.3
traffic can still see the SNI extension in the ClientHello — meaning they can identify which
government domain a citizen is connecting to even though the connection content is encrypted.
That's a real privacy gap, especially for sensitive government services like healthcare portals,
benefits applications, and anything where the domain name itself reveals sensitive information
about the user.
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My suggestion is to move ECH from Appendix E.3 into the main body of Section 3.4.2 as a
Conditional extension, recommended for citizen-facing government services where domain-level
privacy matters. The recommendation should note the dependency on DNSSEC-signed HTTPS
resource records for the ECH configuration publication mechanism.

0-RTT / Early Data (Section 3.4.3.2): The current document says servers "should not" process
early data. I'd strengthen this to "shall not" for general-purpose government servers, with a very
narrow allowance for applications that have explicitly analyzed their endpoints for idempotency
and implemented replay protection per Section 8 of RFC 8446. For government transactions —
benefits submissions, authentication flows, tax payments, and form submissions replay attacks on
0-RTT data are not theoretical concerns. The should is too soft here.

Renegotiation (Section 3.4.2.1): Worth noting in the revision that TLS 1.3 removes legacy
renegotiation entirely, so for TLS 1.3-only connections the Renegotiation Indication extension is
not applicable. Pointing this out explicitly helps administrators understand what "TLS 1.3 only"
actually means in configuration terms.

Section 3.5 — Client Authentication

mTLS for service-to-service contexts: The document handles client authentication well for the
traditional human-client PIV use case. What it doesn't address is machine-to-machine mutual TLS,
which is now a standard pattern in zero-trust architecture deployments, API gateways, Kubernetes
service meshes, and microservice environments. SP 800-207 (Zero Trust Architecture) relies
heavily on mTLS for workload identity, but the document, which is where TLS implementation
guidance lives,

I'd encourage the revision to add even a short subsection on mTLS in automated/machine contexts,
noting the use of short-lived certificates (e.g., rotated every 24 hours via SPIFFE/SVID or similar)
and the importance of automating certificate lifecycle management so that certificate expiry
doesn't become an operational availability problem. The current guidance's focus on multi-year
certificate validity doesn't map well to automated environments that rotate certificates daily.

FIDO2/WebAuthn cross-reference: OMB M-22-09 (phishing-resistant MFA) has driven
significant adoption of FIDO2 across federal agencies. While FIDO2 authenticates at the
application layer rather than the TLS layer, a note in Section 3.5 pointing administrators to the
relationship between TLS client authentication and FIDO2-based application authentication would
be helpful for practitioners navigating both standards simultaneously.

Section 3.6 — Session Resumption
Session ticket lifetime: The document recommends "frequent key replacement and short lifetimes
for resumption information," but provides no numbers. RFC 8446 recommends a maximum of 7

days; for most government applications, I'd argue 24 hours is more appropriate, and for high-
assurance applications, even shorter. The revision should name a specific maximum of 24 hours
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for general use and specify that session ticket encryption keys should be rotated at least every 24
hours, and preferably every few hours in high-traffic environments.

The reason this matters is practical: if a session ticket key is compromised, an attacker can decrypt
any session that used a ticket encrypted under that key, going back as far as the key was in use.
Frequent rotation limits the blast radius.

Section 3.8 — Operational Considerations

TLS inspection proxies: Many federal agencies run TLS inspection appliances — next-generation
firewalls and web proxies that perform man-in-the-middle decryption for content inspection. This
practice is understandable from a security operations standpoint, but it fundamentally alters the
TLS security model described in this document. When a TLS inspection proxy is in place:

The end-to-end TLS channel described in Section 2.2 no longer exists between the original client
and server.

Forward secrecy applies only to the client-to-proxy leg, not to the client-to-destination leg.

The re-encrypted connection from the proxy to the destination may use weaker cipher suites than
the original policy requires, depending on how the proxy is configured.

The revision should add a dedicated section on TLS inspection architecture — not to endorse or
prohibit it, but to give agencies guidance on minimum security requirements for inspection
deployments: TLS 1.2 or higher on the re-encrypted outbound leg, no weak cipher suites on either
leg, certificate validation on the outbound connection (not just the inbound), and
logging/monitoring requirements. RFC 8404 ("Effects of Pervasive Encryption on Operators") is a
useful reference here.

FIPS 140-3 references: The document references FIPS 140-2 throughout for cryptographic module
validation. FIPS 140-2 validations have now lapsed (the CM VP transition to FIPS 140-3 is
complete). Every reference to FIPS 140-2 in the document should be updated to FIPS 140-3, and a
note should be added stating that new procurements shall use FIPS 140-3-validated modules and
that existing FIPS 140-2-validated modules must be transitioned per agency risk management
timelines.

Section 4 — Client Requirements

Section 4.3.1 (Client Cipher Suites): Client-side cipher suite hardening often gets less attention
than server-side hardening, but it matters. A client configured to accept weak cipher suites from
any server it connects to is a vulnerability regardless of how well the government server is
configured. The revision should explicitly state that the cipher-suite preference guidance for
servers applies symmetrically to clients, and that clients should prefer TLS 1.3 suites and, where
TLS 1.2 is needed, restrict their TLS 1.2 offers to ECDHE+AEAD combinations.

Section 4.4.1 (Mandatory Client Extensions): ALPN (Application-Layer Protocol Negotiation)

should be added as a conditionally required extension for clients that access HTTP-based services.
ALPN is how clients advertise support for HTTP/2 or HTTP/3 during the TLS handshake. Given
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that HTTP/2 is now the standard for government web services and HTTP/3 is in active
deployment, omitting ALPN from the extension guidance is an oversight.

Section 4.5.4 (User Interface): The guidance on TLS UI indicators references a padlock-based
model. Major browsers have moved away from positive HTTPS indicators — Chrome removed
the padlock in 2023, Firefox followed in 2024 — in favor of negative indicators ("Not Secure") for
connections that fail security requirements. The revision should align with current browser Ul
reality: HTTPS is the baseline expectation, and user-facing guidance should focus on what failure
indicators look like and what users should do when they see them, rather than what a successful
TLS connection looks like.

PART III — Appendix-Specific Comments
Appendix D — RSA Key Transport

The document currently allows RSA key transport (PKCS#1 v1.5 encryption) as a transition
exception for specific operational scenarios, such as network traffic inspection appliances. I'd ask
NIST to close this exception in the revised document. The 2017 ROBOT vulnerability
demonstrated concretely — not theoretically — that Bleichenbacher oracle attacks against RSA
PKCS#1 v1.5 are practical and that server-side mitigations are frequently implemented incorrectly.
TLS 1.3 removes RSA key transport entirely, and TLS 1.2 can be configured without it. There is
no remaining technical scenario where RSA key transport is the only available option. If a network
inspection appliance only supports RSA key transport cipher suites, that appliance needs to be
replaced rather than accommodated with an exception to the guidelines.

Appendix D should be retained as a historical record of why RSA key transport was removed, with
a pointer to the ROBOT research for context, but the normative exception list should be removed.

Appendix E — Future Capabilities
All three items in this appendix have moved well past "future." A brief note on each:

Federal Public Trust PKI (E.1): The FPKI program has matured considerably since 2019. This
section should be updated to reflect the current FPKI structure and to state that federal agencies
should obtain TLS server certificates from the FPKI, where the trust chain supports their use case.

DANE (E.2): DANE (RFC 6698 via DNSSEC) provides meaningful protection against CA
compromise and certificate misissuance, which have both occurred in practice (DigiCert, Let's
Encrypt, and others have had misissuance incidents). The section should be updated to reflect
DANE's current implementation status and encourage adoption for high-assurance federal services.

Encrypted Client Hello (E.3): As discussed in the Section 3.4 comments above, ECH is
production-ready and should be moved to the main body of the document entirely.

Appendix F — Determining the Need for TLS 1.0 and 1.1
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Since TLS 1.0 and 1.1 should be unconditionally prohibited going forward, this appendix should
be repurposed as a general TLS version lifecycle management guide. The DAP reference is useful
and should stay. The framework should be expanded to help agencies:

Instrument their TLS servers to collect client version and cipher suite telemetry

Set and track progressive sunset dates for older TLS versions

Document and review any version exceptions annually with defined remediation timelines
PART IV — Two Topics That Need Their Own Treatment

Post-Quantum Cryptography — A Personal View

I want to close with the topic I care about most personally, because I think this revision has the
greatest opportunity to make a long-term difference there.

FIPS 203, FIPS 204, and FIPS 205 are finalized. The post-quantum transition has started. For TLS
specifically, the key exchange algorithm is the part most urgently affected by harvest-now-decrypt-
later: a sophisticated adversary capturing TLS traffic today can store it and decrypt it once a
cryptographically relevant quantum computer exists. If the data being protected has long-term
sensitivity classified communications, health records, financial records, or law enforcement data,
the threat is real, and the window to address it is now, not when quantum computers arrive.

The revised document should include a dedicated post-quantum section with these elements:

A clear statement that agencies should assess their TLS deployments for long-term data sensitivity
and prioritize post-quantum migration for those deployments first.

Guidance on hybrid key exchange combining a classical algorithm (X25519 or P-256) with ML-
KEM-768 or ML-KEM-1024 as the path forward for TLS 1.3 key exchange. The IETF work on
this (draft-ietf-tls-hybrid-design, draft-ietf-tls-mlkem) is mature enough to reference and give
preliminary guidance on.

Reference to NIST IR 8413 and the CNSA 2.0 2030 timeline for high-assurance systems, so
agencies know what milestone they're working toward.

A note on certificate algorithm migration: ML-DSA (FIPS 204) will eventually replace ECDSA in
server certificates, and agencies should begin tracking TLS library and CA support for ML-DSA.

I understand this adds scope to the revision. But I believe the community genuinely needs this
guidance now, and this document is the right place for it. Waiting for a separate post-quantum TLS
guidance document means years of a gap during which agencies are making TLS deployment
decisions without knowing how to account for the post-quantum transition.

Cloud-Native and Container Deployments

Modern federal IT increasingly runs TLS termination at cloud load balancers, inside Kubernetes
clusters managed by service meshes like Istio or Linkerd, or through certificate automation
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systems using ACME (RFC 8555). In these environments, the system administrator doesn't
configure cipher suites the way the document assumes; the configuration is often abstracted by the
platform, managed through infrastructure-as-code, and enforced through admission controllers or
policy engines.

The revision doesn't need to be a cloud deployment guide. But a short section clarifying where SP
800-52 requirements apply in these architectures at the load balancer, at the service mesh sidecar,
at the ingress controller would help practitioners who are trying to apply these guidelines in
modern deployment environments without a clear mapping from the document's traditional
client/server model to the service-to-service model they're actually working in.

I hope these comments are useful. I've tried to be specific and honest about what I think matters
most, with clear reasoning rather than just asserting positions. I'm invested in seeing this revision
succeed, not because it affects my work directly, but because TLS is foundational infrastructure for
millions of people. The guidance that shapes its deployment has real consequences for their safety
and privacy.

I'd be glad to discuss any of these points further, participate in any public workshops associated
with this review, or provide more detailed technical input on specific sections. Helping the
community get this right is something I care about, and I'm grateful to NIST for creating the space
for that kind of contribution.

Thank you again for this review and for your broader mission to make cryptographic guidance
accessible, practical, and up to date.

Respectfully,

Sai Sravan Cherukuri, Independent Researcher: Quantum Computing and Cybersecurity
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8. Comments from John Preufi Mattsson (Ericsson), June 1, 2026

Dear NIST,
Thanks for your continuous efforts to produce well-written open-access security
documents. Please find below our feedback on NIST’s identified areas of particular concern,

along with additional comments on SP 800-52 Rev. 2.

Best Regards,
John PreuB Mattsson
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ERICSSON Date: June 1, 2026

Ericsson AB

Group Function Technology
SE-164 80 Stockholm
SWEDEN

Comments on SP 800-52 Rev. 2 (Guidelines for TLS)

Dear NIST,

Thanks for your continuous efforts to produce well-written, user-friendly, and open-access security
documents. We welcome NIST's plans to revise SP 800-52. Please find below our feedback on NIST's
identified areas of particular concern [1], along with additional comments on SP 800-52 Rev. 2 [2].

We agree with NIST's proposal to make support of TLS 1.2 optional. As of June 2026, Cloudflare
reports that TLS 1.2 accounts for only 2.4% of connections, down from 4.4% a year earlier [3].
The only reason to support TLS 1.2 is interoperability with nodes that are not compliant with the
NIST requirement to support TLS 1.3 [2]. Two nodes supporting TLS 1.3 will never negotiate
TLS 1.2. While TLS 1.2 can be hardened to provide relatively strong security against classical
attackers in use cases where identity protection is not required, most implementations that do
not support TLS 1.3 have not been updated for a long time and typically rely on weak
cryptography and contain implementation vulnerabilities. In addition to making support for TLS
1.2 optional, we suggest requiring that TLS 1.2 support can be disabled. This aligns with the
approach adopted by 3GPP [4] for the 3GPP TLS profile [5]. 3GPP is likely to prohibit support
for TLS 1.2 in 6G systems.

We do not believe there are any compelling reasons to use TLS 1.0 or TLS 1.1 to protect
sensitive data. 3GPP has required that clients and servers shall not support TLS 1.0 since 2018
and TLS 1.1 since 2020 [5]. The IETF reached the same conclusion in 2021 [6]. We agree with
NSA that these obsolete versions of TLS provide a false sense of security [7]. If TLS 1.0 or TLS
1.1 are used, they should not be considered to provide any meaningful protection. Protection of
sensitive data would therefore require security measures at other layers, such as IPsec
gateways.

The TLS 1.2 profile is severely outdated and, for example, permits cipher suites using SHA-1,

CBC, and static key exchange. These mechanisms have been prohibited to support by the 3GPP
TLS profile since 2020 [5]. However, we do not believe NIST should put effort on updating the
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TLS 1.2 profile. Any update to TLS libraries should include support for TLS 1.3, effectively
rendering TLS 1.2 and TLS 1.2-specific profiles obsolete.

The specification is heavily focused on TLS 1.9, TLS 1.1, and TLS 1.2, making it difficult to
distinguish guidance relevant to TLS 1.3, which is the only version relevant for future
deployments. Some information in the document is also not applicable to TLS 1.3 or is incorrect
in the context of TLS 1.3. We suggest that the next revision of the document be refocused on
TLS 1.3 and that guidance specific to TLS 1.2 be removed. Accordingly, we limit our detailed
comments to TLS 1.3.

We believe SP 800-52 should also cover QUIC and DTLS 1.3. Modern web communication use a
combination of TLS, QUIC, and DTLS rather than TLS alone. TLS 1.3 is used for HTTP/1.1,
HTTP/2, and WebSocket; QUIC is used for HTTP/3 and WebTransport; and DTLS is used for
WebRTC. As of June 2026, Cloudflare reports that HTTP/3 and QUIC accounts for 32% of all
HTTP requests [3]. Specifying requirements and recommendations only for TLS 1.3 therefore
provides an incomplete picture of the protocols used to secure modern Web communication.

“to protect sensitive data during electronic dissemination across the Internet”
“that provides security services over the Internet”

We suggest reformulating these and similar sentences to avoid references to “the Internet.” TLS
is used in a wide range of non-Internet use cases, including data centers, enterprise networks,
internal communication between processes and components, and 5G core networks, where
HTTP/2 over TLS 1.3 is used [8]. The terms "network communications" or "data in transit" are
more accurate replacements.

SP 800-52 Rev. 2 provides limited guidance on modern Mutual TLS (mTLS) configurations,
which are a foundational component of Zero Trust Architecture (ZTA), a major priority for U.S.
agencies. Explicit mTLS guidance in Rev. 3 would align SP 800-52 with NIST SP 800-207 (Zero
Trust Architecture), which identifies mTLS as a key mechanism for implementing zero trust
principles across enterprise environments. We suggest that Rev. 3 include specific guidance for
mTLS in ZTA environments.

We suggest that Rev. 3 explicitly state that TLS_SHA256_SHA256, TLS_SHA384_SHA384, and
psk_ke shall not be supported. These mechanisms are weak and violate the design principles of
TLS 1.3. These mechanisms are prohibited by the 3GPP TLS 1.3 profile [5]. In addition, they are
not implemented in BoringSSL or Mozilla NSS, and OpenSSL only exposes them at security level
0, where all insecure options are enabled. Pentagon has stated that symmetric-key
establishment mechanisms such as psk_ke will be phased out [9].

We note that nsa.gov, whitehouse.gov, cia.gov, fbi.gov, and dhs.gov all support X25519 and
TLS_CHACHA20_POLY1305_SHA?256, while cia.gov and fbi.gov also support
X25519MLKEM768. In contrast, nist.gov continues to use an outdated and comparatively
weaker configuration that is not compliant with RFC 8446. X25519 provides better
performance and security than P-256, and devices without hardware acceleration for AES
benefit from ChaCha20-Poly1305.
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We suggest that Rev. 3 state that X25519MLKEM768, as well as standalone ML-KEM, ML-DSA,
and SLH-DSA, shall be supported and preferred over quantum-vulnerable algorithms for both
the TLS handshake and client and server certificate chains. X25519MLKEM768 has achieved
significant real-world deployment and is now the de facto standard for TLS key exchange.
Cloudflare reports that X25519MLKEM768 accounts for approximately 70% of all HTTPS
requests [10]. Standalone SLH-DSA is well suited for trust anchors, and its performance is also
adequate for end-entity certificates in a wide range of infrastructure use cases. For high-
availability and real-time systems, SLH-DSA's constant signing time provides predictable
performance and latency.

“The cryptographic module used by the server shall be a FIPS 149-validated cryptographic
module [56, 51]. All cryptographic algorithms that are included in the configured cipher suites
and the random number generator shall be within the scope of the validation.”

We suggest that Rev. 3 recommend against the use of SecP256r1MLKEM768 and
SecP384r1MLKEM1024. Compared to P-256 and P-384, X25519 and X448 offer superior
security and performance. A primary motivation for these hybrid constructions is to enable
vendors to sell FIPS-validated implementations of P-256 and P-384 as “quantum-resistant,”
even though only the quantum-vulnerable components are FIPS certified. This practice is highly
questionable. We believe the federal government should deploy FIPS-validated ML-KEM.

We suggest that Rev. 3 prohibit support for composites that weaken the security properties of
ML-DSA. ML-DSA is an excellent signature scheme providing SUF-CMA security, beyond-
unforgeability (BUFF) properties, and hedged signing. The weak composites in [11] inherit the
malleability weakness of ECDSA, introduce a new independent malleability weakness, and
destroy the BUFF properties provided by standalone ML-DSA. Compared to standalone ML-
DSA, we believe the constructions in [11] are more likely to introduce serious vulnerabilities
than to mitigate them. See [12] for a more detailed analysis of [11], including prior real-world
vulnerabilities caused by signature malleability and the absence of BUFF properties. As with
SecP256r1MLKEM768 and SecP384r1MLKEM1024, a primary motivation for [11] is to enable
vendors to sell FIPS-validated implementations of RSA and ECDSA as “quantum-resistant.”
This practice is misleading, since only the quantum-vulnerable components are FIPS-certified.
We believe the federal government should deploy FIPS-validated standalone ML-DSA.

We recommend that SP 800-52 require RFC 9525-compliant [13] service identity validation.
Identity verification failures remain among the most common real-world TLS vulnerabilities.
NIST should require verification against the subjectAltName extension and prohibit insecure
hostname verification behaviors deprecated by RFC 9525. We further recommend stronger
guidance on certificate scope and identity boundaries by discouraging overly broad wildcard
certificates and requiring clear service boundary definitions. Such guidance is especially relevant
for zero trust architectures. Finally, SP 800-52 should introduce the term “service identity,” since
TLS often authenticates a service rather than a specific machine.

We recommend that SP 800-52 explicitly mandate that the TLS implementations make
certificate chains and OCSP responses available to the application. Implementations sometimes
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do not even support the application retrieving the peer’s certificate chain, which renders both
certificate chain validation and identity authentication impossible.

—  "TLS servers shall be configured with certificates issued by a CA that publishes revocation
information in Online Certificate Status Protocol (OCSP) [63] responses.”

This can be limiting as the WebPKI ecosystem moves away from OCSP. For example, nist.gov
currently uses a certificate issued by Let's Encrypt that does not support OCSP [14].

— To prevent authentication from being assumed beyond a certificate’s expiration, SP 800-52
should specify that connections shall be terminated once the peer’s certificate expires.

— Consistent with the CNSA 2.0 TLS profile [15], we suggest that SP 800-52 state that the
early_data extension MUST NOT be used. Aligned with RFC 9846 [16], we suggest that SP 800-
52 state that key shares MUST NOT be reused across multiple connections. Reuse of ephemeral
keys is already prohibited by SP 800-56A and SP 800-227.

— We suggest Section 1.1 explicitly notes that the TLS 1.3 handshake is based on the SIGMA-I
design [17] and provides identity protection, mandatory ephemeral key exchange, and
transcript hashing. However, TLS 1.3 unfortunately removed the ability to perform in-band
reauthentication and rekeying with Post-Compromise Security (PCS), features that are
important for many non-Web applications, including critical infrastructure, mission-critical
systems, and space applications. Fortunately, the IETF has started discussions on non-Web use
cases of TLS 1.3, DTLS 1.3, and QUIC, including mechanisms to reintroduce in-band
reauthentication and PCS [18]. Extended key update does not provide in-band
reauthentication; it must instead be handled at the application layer, which requires changes to
existing protocols. It is positive that SP 800-52 already forbids Raw Public Keys (RPKs), as they
are not suitable for identity validation or zero-trust environments, and their use is also
incompatible with the requirements of SIGMA-IL

John PreuR Mattsson,
Expert Cryptographic Algorithms and Security Protocols
On behalf of the Ericsson Cryptography Team

33



= 5(6)
>

References

[1] NIST Requests Public Comments on SP 800-52 Rev. 2
https://csrc.nist.gov/news/2026/tls-comment-on-sp-800-52-rev-2

[2] Guidelines for the Selection, Configuration, and Use of TLS Implementations
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf

[3] Cloudflare Radar Protocol Comparisons
https://radar.cloudflare.com/adoption-and-usage#protocol-comparisons

[4] 3GPP Work Item on Post-Quantum Cryptography Migration
https://www.3gpp.orq/ftp/tsq sa/WG3 Security/TSGS3 127 Malta/Docs/S3-261819.zip

[5] 3GPP TLS profile in Section 6.2 of TS 33.210
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationIld=
2279

[6] Deprecating TLS 1.0 and TLS 1.1
https://www.rfc-editor.org/rfc/rfc8996.html

[7] Eliminating Obsolete Transport Layer Security (TLS) Protocol Configurations
https://media.defense.qov/2021/Jan/05/2002560140/-1/-
1/0/ELIMINATING OBSOLETE TLS UO0197443-20.PDF

[8] TS 33.501 Security architecture and procedures for 5G System
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationIld=
3169

[9] Pentagon Memorandum on Preparing for Migration to Post Quantum Cryptography
https://dowcio.war.gov/Portals/0/Documents/Library/PreparingForMigrationPQC.pdf

[10] Cloudflare Radar Post-quantum encryption adoption
https://radar.cloudflare.com/post-quantum#post-quantum-encryption-adoption

[11] Composite ML-DSA for use in X.509 Public Key Infrastructure
https://datatracker.ietf.org/doc/html/draft-ietf-lamps-pg-composite-sigs

[12] Ericsson Comments on SP 800-230 IPD (Additional SLH-DSA Parameter Sets)
https://emanjon.github.io/NIST-comments/2026%20SP%20800-230%201PD.pdf

[13] Service Identity in TLS
https://www.rfc-editor.org/rfc/rfc9525.html

34


https://csrc.nist.gov/news/2026/tls-comment-on-sp-800-52-rev-2
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-52r2.pdf
https://radar.cloudflare.com/adoption-and-usage#protocol-comparisons
https://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_127_Malta/Docs/S3-261819.zip
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2279
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2279
https://www.rfc-editor.org/rfc/rfc8996.html
https://media.defense.gov/2021/Jan/05/2002560140/-1/-1/0/ELIMINATING_OBSOLETE_TLS_UOO197443-20.PDF
https://media.defense.gov/2021/Jan/05/2002560140/-1/-1/0/ELIMINATING_OBSOLETE_TLS_UOO197443-20.PDF
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3169
https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3169
https://dowcio.war.gov/Portals/0/Documents/Library/PreparingForMigrationPQC.pdf
https://radar.cloudflare.com/post-quantum#post-quantum-encryption-adoption
https://datatracker.ietf.org/doc/html/draft-ietf-lamps-pq-composite-sigs
https://www.rfc-editor.org/rfc/rfc9525.html

- 6(6)
>

[14] OCSP Service Has Reached End of Life
https://letsencrypt.org/2025/08/06/ocsp-service-has-reached-end-of-life

[15] Commercial National Security Algorithm (CNSA) Suite 2.0 Profile for TLS 1.3
https://datatracker.ietf.org/doc/html/draft-becker-cnsa2-tls-profile

[16] The Transport Layer Security (TLS) Protocol Version 1.3
https://tlswg.org/tls13-spec/rfc9846.txt

[17] SIGMA: the ‘SIGn-and-MAc’ Approach to Authenticated Diffie-Hellman
https://iacr.org/archive/crypto2003/27290399/27290399.pdf

[18] Key Management with Forward Secrecy and Post-Compromise Security
https://mailarchive.ietf.org/arch/browse/km-fs-pcs/

35


https://letsencrypt.org/2025/08/06/ocsp-service-has-reached-end-of-life
https://datatracker.ietf.org/doc/html/draft-becker-cnsa2-tls-profile
https://tlswg.org/tls13-spec/rfc9846.txt
https://iacr.org/archive/crypto2003/27290399/27290399.pdf
https://mailarchive.ietf.org/arch/browse/km-fs-pcs/

9. Comments from dfinsolutions (Anitha Dakamarri), June 1, 2026

Hello NIST team,

| have been drafting my feedback from last few weeks and please find below are the review comments!
TLS 1.2 Recommendation Feedback(Section 3.1 page 8-9, Section 4.1 page33)

My observation: | observe that SP 800-52 Rev.2 currently requires TLS 1.2 support and recommends TLS
1.3 adoption. | believe there is no strong technical or security justification to continue mandating TLS 1.2
as a “shall” requirement in future revisions. LS 1.3 introduces removal of legacy cryptographic constructs
(CBC, RSA key transport, SHA-1 dependencies) and simplified handshake and improved forward secrecy by
design.

Recommendation: | recommend updating the language from “Servers shall support TLS 1.2” to “Servers
may support TLS 1.2 for backward compatibility.”

| also recommend positioning TLS 1.2 as“transitional/legacy support” with a defined

deprecation timeline. | suggest introducing TLS 1.3-only profiles (strong baseline) for highimpact systems
like federal public services, ICAM systems.

TLS 1.3 Positioning Section 3.1 page 8-9, Section 3.3.1.2 pagel9, Section 4.1 page33

My observation: | observe that TLS 1.3 is recommended (“should”) but not enforced as the default
baseline, despite its stronger security design.

Recommendation: | recommend making TLS 1.3 the default required protocol and treating TLS 1.2 as
transitional.

Cryptographic Agility and Future Readiness Section 3.3 page 14 to 20

My observation: | observe limited actionable guidance on future cryptographic transitions, including post
guantum readiness and hybrid cryptography.

Recommendation: | recommend adding guidance on cryptographic agility, algorithm transition planning,
and post quantum cryptography adoption strategies.

Operational Controls and Security Practices Section 3.6—3.8 page 31,32 Section4.8 page44

My observation: | observe that operational guidance focuses on configuration and patching but does not
explicitly address monitoring, telemetry, and continuous validation.

Recommendation: | recommend strengthening guidance on TLS monitoring, logging, and automated

compliance validation aligned with modern DevSecOps practices.

Hope the above feedback is helpful, if not please ignore.
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10. Comments from GSA FPKIMA (India Donald), June 9, 2026

Crypto Review Board members

The following comments are from the FPKI Management Authority (FPKIMA) in response
to the request for Public Comments on SP 800-52 Rev 2. In regards to the specific
questions asked, we do not currently operate any government services that would require
continued use of anything older than TLS 3.0.

FPKIMA reviewed the document in light of our current activities preparing for the FPKI
transition to PQC algorithms and establishing a Federal Public Trust TLS PKI. FPKIMA
has the following observations and/or questions:

e Add guidance for the use of ML-DSA and ML-KEM as allowed algorithms in all
appropriate sections.

e Section 3: Will guidance be added for Merkle Tree Certificates (MCT)?

e Section 3.2: Requirement for CAs to support OCSP should be made optional.

o Currently - “TLS servers shall be configured with certificates issued by a CA
that publishes revocation information in Online Certificate Status Protocol
(OCSP) [63] responses. The CA may additionally publish revocation
information in a certificate revocation list (CRL)”

o Rationale - The Browsers with Trust Store policies in the CAB Forum no
longer require OCSP as they each have their own method for revocation
checking. The FPKIMA is not planning on supporting OCSP with the Public
Trust TLS PKI under development.

e Appendix E.1: Update URL for the Public Trust TLS PKI, the published CP can be
found at https://www.idmanagement.gov/docs/us-federal-public-trust-tls-cp.pdf
(The FPKIMA is no longer using github for maintaining the TLS CP)

e Appendix E.2: Do any of the Browsers support DANE (RFC 6698)? Discussions in
CAB Forum, seem to indicate there is not much support for DANE.

o 3. The DNS record contains a CA certificate. In addition to the server public-
key certificate validation, as specified in Section 4.5, the client verifies that
the certification path for the TLS server certificate includes the CA certificate
provided in the DNS records.

o 4. The DNS record contains a certificate that is to be used as a trust anchor.
The client validates the TLS server certificate, as specified in Section 4.5,
using the trust anchor provided in the DNS records instead of the trust
anchors in the client’s local trust anchor store

o NIST may want to consider adding information about ACME and the reduced
validity period for publicly trusted TLS certificates. CAB Forum BRs currently limit
publicly trusted TLS certificates to 200 days and will go down to 100 day maximum
on 3/15/2027 and then to a maximum of 47 days starting 3/15/2029. The FPKIMA
plans to support ACME for Domain Validated certificates with an initial maximum
validity period of 90 days.

o NIST may want to consider adding a reference for CAB Forum Server Certificate
Baseline Requirements - Latest Baseline Requirements | CA/Browser Forum
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Thank you,

India Donald, CISSP, CGRC

Program Manager | Federal PKI Management Authority (FPKIMA)
Identity, Credential, and Access Management (ICAM)

Shared Program Operations

Shared Services Delivery

Federal Acquisition Service (FAS)

General Services Administration (GSA)
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11. Comments from Microsoft (Mark Svancarek), July 2, 2026

Dear NIST SP 800-52 Authors,

Microsoft appreciates the opportunity to provide feedback on NIST Special Publication 800-
52 Revision 2, Guidelines for the Selection, Configuration, and Use of Transport Layer
Security (TLS) Implementations. In summary, our comments support a security-forward
transition to TLS 1.3 while allowing flexibility for interoperability where necessary. Microsoft
supports changing the TLS 1.2 server recommendation from “should support” to “may
support,” and does not see a compelling reason to allow TLS versions earlier than 1.2.

Additional details are provided in the attached letter.

We welcome continued collaboration with NIST and other stakeholders. If you have any
questions or would like to discuss our comments further, please contact Mark Svancarek.

Sincerely,
Mark Svancarek
NIST Program Management Office

Corporate Standards Group
Microsoft Corporation
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June 10, 2026

Sent to cryptopubreviewboard@nist.gov

National Institute of Standards and Technology
100 Bureau Drive, Mail Stop 8970
Gaithersburg, MD 20899-8970

Re: Microsoft Comments on SP 800-52 Rev. 2

Dear NIST Colleagues,

As a global technology provider and long-standing participant in standards development, Microsoft
appreciates the opportunity to comment on NIST Special Publication 800-52 Revision 2, Guidelines
for the Selection, Configuration, and Use of Transport Layer Security (TLS) Implementations. We
support NIST’s continued efforts to maintain guidance that promotes secure, interoperable, and
practical TLS deployment.

Microsoft understands that this review aims to align SP 800-52 Rev. 2 with recent IETF work on TLS
1.3 and seeks input on protocol version support, including the role of TLS 1.2 and whether older
versions should continue to be allowed.

Our comments support a security-forward transition to TLS 1.3, while allowing flexibility for
interoperability where necessary. In particular, Microsoft supports shifting TLS 1.2 from “should
support” to “may support” and does not see a compelling reason to allow TLS versions earlier than
1.2. We also recommend strengthening guidance to discourage legacy protocols and configurations
and to emphasize forward secrecy, modern cipher suites, and cryptographic agility.

Microsoft’s feedback aims to help modernize the guidance, reinforce strong default security
practices, and support clear, practical implementation across diverse deployment environments.
Our detailed responses to NIST’s requests for input and additional comments are provided below.

Requested Feedback

NIST Request 1

Is there a strong reason for NIST to continue to recommend that servers should support TLS 1.2, or
can the recommendation be changed such that servers may support TLS 1.2?

Microsoft Response/Recommendations
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Microsoft does not believe there is a strong technical or operational reason to continue
recommending that servers should support TLS 1.2.
Instead, we recommend updating the guidance to indicate that servers may support TLS

1.2 where necessary for interoperability.

NIST Request 2

Are there sectors or applications where it is common for non-government client devices that do
not support TLS 1.3 (or TLS 1.2) to connect to government servers?

Microsoft Response/Recommendations

Microsoft is not aware of sectors or use cases where itis common for non-government
client devices that do not support TLS 1.2 or TLS 1.3 to connect to government servers.
Devices lacking support for these protocol versions are generally running outdated and
unsupported implementations that may expose systems to significant security risks. As
such, continued accommodation of these clients is unlikely to provide meaningful
interoperability benefits and may instead increase overall risk.

Microsoft recommends that NIST guidance reflect this reality by discouraging reliance on
obsolete client capabilities and reinforcing the expectation of modern TLS support as a

baseline for secure communication.

NIST Request 3

Is there a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if the system

administrator determines that it is necessary?

Microsoft Response/Recommendations

Microsoft is not aware of a compelling technical or operational reason to conditionally
allow support for TLS 1.0 or TLS 1.1.

These protocol versions are widely considered obsolete and no longer provide an

acceptable level of security for modern deployments. Continued support would introduce

unnecessary risk and is unlikely to offer meaningful interoperability benefits.
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Microsoft recommends that NIST guidance discourage the use of TLS versions earlier than

1.2 and instead promote the adoption of current, secure protocol versions such as TLS 1.3.

Comments on Text:

Line/Page | Item Comment
Prefer ephemeral keys over Given the importance of forward secrecy and modern
static keys (i.e., prefer DHE security expectations, Microsoft recommends
Page 41 over DH, and prefer ECDHE strengthening the guidance to discourage or prohibit
Line 8 over ECDH). Ephemeral keys | the use of non-ephemeral keys in general-purpose
provide perfect forward deployments, rather than simply stating a preference
secrecy for ephemeral key exchange.
Microsoft notes that CCM provides benefits in
constrained environments but may not be broadly
appropriate for general-purpose deployments.
Page 41 CCM
Line 10 Consider clarifying that CCM is primarily suited for
specialized scenarios, such as loT or resource-
constrained environments, while other modes may be
more appropriate for general use.
DHE configurations may present challenges related to
parameter negotiation and key strength across
TLS_DHE_RSA_WITH_AES_12 | implementations, which can reduce effective security
Page 42 8_CBC_SHA (0x00, 0x33) in practice.
Line 23,24 | TLS_DHE_RSA_WITH_AES_25
6_CBC_SHA (0x00, 0x39) Microsoft recommends deprecating DHE-based
cipher suites in favor of more modern alternatives that
provide stronger security and better interoperability.
10. The Pre-Shared Key Microsoft recommends mgndating the use of key
Exchange Modes extension exchange modes that provide forward secrecy when
Page 55 shall be supported if the pre-shared keys are used.
Line 8 server supports TLS 1.3 and

the Pre-Shared Key
extension.

Guidance could be strengthened to emphasize
modes that incorporate ephemeral key exchange to
ensure protection of past sessions.
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Conclusion

Microsoft appreciates the opportunity to provide feedback on SP 800-52 Rev. 2 and supports
NIST’s continued leadership in maintaining practical and effective guidance for TLS deployment.

We support efforts to align the publication with current standards and deployment practices,
including the transition to TLS 1.3, the reduction of reliance on legacy protocols, and the promotion
of stronger default security configurations.

We look forward to continued engagement with NIST and other stakeholders in advancing secure
and interoperable implementations of TLS.

Respectfully submitted,
Mark Svancarek

NIST Program Management Office

Corporate Standards Group, Microsoft Corporation
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12. Comments from Elba Security (Antoine Berton), July 4, 2026

Name: Antoine Berton Affiliation: Cofounder and CTO, Elba Security

| build SaaS security tooling that inventories and governs OAuth apps and non-human identities,
mostly for SMB customers. My comments are about certificate lifecycle and machine identity. SP 800-
52 Rev. 2 predates three shifts in this area and a revision should address them.

Comment 1 : Table 3-1 validity period (Section 3.2.1, page 11).

Current text: Validity Period "3 years or less." Since March 15, 2026, publicly trusted TLS certificates are
capped at 200 days (CA/Browser Forum Ballot SC-081v3, approved April 11, 2025). The cap falls to 100
days on March 15, 2027 and 47 days on March 15, 2029. Domain-validation reuse falls to 10 days in
2029. "3 years or less" now reads as permission for lifetimes no public CA can issue. Suggested change:
state the CA/B schedule for publicly trusted certificates and a separate bound for agency/private CAs.
The number matters less than the process: at 47 days, manual renewal stops being plausible. Revision 3
should add guidance on automated certificate lifecycle management (ACME, RFC 8555; see also SP
1800-16): issuance, renewal, expiry monitoring, and an inventory that maps every certificate to an
owning system and a responsible team.

Comment 2 : OCSP requirement (Section 3.2, page 9; also 3.2.2, 3.5.1, 4.2.2).

Current text: "TLS servers shall be configured with certificates issued by a CA that publishes revocation
information in Online Certificate Status Protocol (OCSP) responses." The WebPKI moved the other way.
CA/B Ballot SC-063v4 made OCSP optional and CRLs mandatory, effective March 15, 2024. Let's
Encrypt shut down its OCSP service on August 6, 2025 and publishes CRLs only. As written, the "shall"
excludes every certificate Let's Encrypt issues; a federal server using one cannot comply with this
document. Suggested change: make the revocation-source requirement method neutral (OCSP or
CRL), and specify a maximum acceptable staleness for revocation data instead of a mechanism.
Recognize short-lived certificates as a compensating control that reduces reliance on revocation
checking; Let's Encrypt issues 6-day certificates today, and SC-063 was written to incentivize exactly
this.

Comment 3 : Client authentication ignores machine identities (Section 3.5, page 29). Current text
frames client authentication around human credentials, with the PIV Authentication certificate as the
worked example. Since 2019, the dominant use of TLS client authentication has become workload-to-
workload mTLS. Service meshes and workload identity frameworks (for example SPIFFE/SPIRE X.509-
SVIDs) issue client certificates to services, with lifetimes measured in minutes or hours and no human
holder. SP 800-52 Rev. 2 gives no guidance on these credentials: issuance, lifetime, rotation,
revocation, or inventory. Zero trust architectures (SP 800-207) assume exactly this kind of
authenticated service-to-service traffic. Suggested change: add a subsection on machine/workload
client certificates. Recommend short-lived, automatically issued client credentials over long-lived
manually managed ones. Recommend an inventory that maps each client certificate to the workload it
identifies and a responsible owner, so an orphaned or compromised credential can be attributed and
revoked. Extend the Section 3.5.2 trust anchor guidance to internal workload CAs, which proliferate in
service mesh deployments.
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Comment 4 : on your TLS 1.2 question.

| support relaxing to "may support TLS 1.2." Machine clients (SDKs, API integrations, webhooks) track
modern TLS quickly because they ship with maintained libraries. The remaining TLS 1.2-only
population is old embedded devices, better handled as a documented agency exception than a
blanket server mandate.

Antoine Berton

CTO
elba
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13. Comments from Neeraj Kakrania, July 4, 2026

Dear NIST SP 800-52 Team,

Thank you for the opportunity to provide feedback. Please find below my comments on the planned revision of
NIST SP 800-52 Rev. 2, Guidelines for the Selection, Configuration, and Use of Transport Layer Security
Implementations. Please let me know if there is any other way I can support or contribute to this effort.

Question 1: Should NIST continue recommending that servers “should” support TLS 1.2, or can this move to “may
support”?

I recommend that NIST change the recommendation from servers “should support TLS 1.2” to servers “may
support TLS 1.2” where there is a documented interoperability or mission need.

TLS 1.2 remains capable of providing strong security when tightly configured; however, it now requires more
configuration discipline, validation, and ongoing monitoring than TLS 1.3. TLS 1.3 removes or simplifies several
areas that commonly create implementation and audit findings in TLS 1.2 environments, including legacy cipher-
suite flexibility, static key exchange, CBC-mode exposure, renegotiation complexity, and dependence on
mitigating extensions. From a risk governance perspective, TLS 1.3 is the better default baseline because it reduces
both attack surface and configuration variance.

Maintaining both TLS 1.2 and TLS 1.3 as general expectations also increases assurance burden. Agencies must
continue validating protocol negotiation, cipher-suite ordering, downgrade protection, extension support, and
exception handling across two protocol generations. Moving TLS 1.2 to “may support” would allow agencies to
rationalize secure baselines while retaining flexibility for environments where interoperability still requires TLS
1.2.

My suggested approach is:

Servers shall support TLS 1.3. Servers may support TLS 1.2 only where required for documented interoperability,
mission need, or transition planning. Where TLS 1.2 remains enabled, it should be treated as an explicitly
documented risk decision and configured using a narrow approved profile, preferably ephemeral key exchange
with AEAD cipher suites only. CBC-mode, static RSA key transport, and non-forward-secret configurations

should be retired.

This would make TLS 1.2 a governed exception rather than a default expectation.

Question 2: Are there sectors or applications where non-government clients lacking TLS 1.3, or TLS 1.2,
commonly connect to government servers?
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Yes. In practice, these populations are usually concentrated and identifiable rather than broad across the general
public.

The most likely areas are embedded, IoT, OT, and long-life-cycle devices, including medical devices, utility and
industrial control systems, transportation or agricultural telematics, kiosks, point-of-sale devices, and specialized
benefit-delivery hardware. These devices often contain vendor-controlled TLS stacks that may not be easily
upgraded in the field, and their refresh cycles can exceed normal government system modernization timelines.

A second category is legacy business-to-government machine-to-machine integration. Examples may include tax
and payroll submissions, healthcare claims or EDI gateways, customs and trade filings, and older financial or
batch-transfer integrations. In these cases, the limiting factor is often an outdated runtime, middleware
component, or vendor platform rather than the business application itself.

However, there is an important distinction between TLS 1.3 and TLS 1.2. Clients that do not support TLS 1.3 may
still exist in measurable numbers in embedded and legacy-middleware environments. Clients that cannot support
TLS 1.2 should now be treated as exceptional and high-risk, not as a basis for general federal policy.

My suggestion is that NIST direct agencies to make this determination using evidence rather than assumption.
Agencies should use TLS termination telemetry, application logs, endpoint analytics, and machine-to-machine
interface inventories to identify actual client protocol usage. Any continued support for TLS 1.2 should be tied to
a risk register item, accountable system owner, and documented sunset plan.

Question 3: Is there a compelling reason to conditionally allow TLS 1.0 or TLS 1.1 if an administrator determines
it is necessary?

I do not believe there is a compelling reason to continue a general conditional allowance for TLS 1.0 or TLS 1.1. 1
recommend that NIST move TLS 1.0 and TLS 1.1 to “shall not be used.”

The external standards and compliance environment has already moved beyond TLS 1.0 and TLS 1.1. IETF RFC
8996 formally deprecated both protocols, and industry security baselines have treated them as obsolete for several
years. Continuing to allow them under administrator judgment creates inconsistent risk acceptance across
agencies and may place federal guidance below common industry expectations.

The risk-benefit case is also weak. TLS 1.0 and TLS 1.1 depend on outdated protocol design choices and require
compensating controls that are difficult to verify consistently in real environments. Systems limited to TLS 1.0 or
TLS 1.1 are usually unsupported or end-of-life in other ways, meaning the TLS version is only one indicator of a
broader system risk.

My recommendation is: TLS 1.0 and TLS 1.1 shall not be used.

If NIST determines that a transition path is still necessary, I recommend replacing open-ended administrator
discretion with a strict waiver model. Any temporary exception should require Authorizing Official-level risk
acceptance, documented business justification, segmentation or isolation of the legacy endpoint, compensating
monitoring controls, a defined expiration date, and periodic re-justification. The exception should be visible,
time-boxed, and tied to a modernization plan rather than allowed indefinitely.
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Overall recommendation

NIST should make TLS 1.3 the default federal baseline, allow TLS 1.2 only as a documented interoperability
exception, and prohibit TLS 1.0 and TLS 1.1 except, if absolutely necessary, through a formal time-limited waiver
process. This approach better reflects the current TLS ecosystem, reduces configuration and assessment burden,
and aligns federal guidance with modern cryptographic risk management expectations.

Regards,
Neeraj Kakrania
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14. Comments from Dmitri John Ledkov, July 6, 2026
Hi,

> 1. Is there a strong reason for NIST to continue to recommend that servers should support TLS 1.2,
or can the recommendation be changed such that servers may support TLS 1.27?

There are no reasons to support TLSv1.2.
Furthermore it must be disallowed.

Please disallow enabling TLSv1.2 or lower on the same port and
end-point as TLSv1.3.

Please initiate an immediate transition to move all CMVP certificates
without TLSv1.3 KDF to Historical status.

Exceptions granted to enable TLSv1.2 must require that a TLSv1.3
endpoint is offered and is default. ATLSv1.2 end-point must only be
offered as non-default and opt-in, must use an extended-master-secret,
ECDHE, the endpoint's hostname must start with "insecure."

Please disallow the non-approved usage indicator which allows turning
off extended-master-secret within any cryptographic module offering
TLS-KDF functionality.

Please disallow any new cryptographic modules that offer TLSv1.2 KDF
functionality inside the module boundary.

Non-validated commercial & opens-source software never enforces
TLSv1.2 RFC 7627 extended-master-secret. FIPS validated software often
enforces TLSv1.2 RFC 7627 extended-master-secret but offers an opt-out
(non-approved indicator) to disable it. And users are being tricked

into disabling it.

There are multiple products on the market available to purchase that
pose themselves as security tools, network introspection, decrypting
proxies colloquially known as middle boxes. They instruct users to
disable TLSv1.3, disable TLSv1.2 extended master secret support, and
install CA root certificates issued by the manufacturers of these
middleboxes. Active attacks are then being performed by these
middleboxes between agency users to suppress and reject TLSv1.3
ClientHello; tamper with TLSv1.2 ClientHello and ServerHello to strip
the extended-master-secret extension, which leads to a connection
without perfect forward secrecy. These middleboxes intentionally
perform triple handshake attacks, which RFC 7627 enforcement was meant
to prevent but didn't. The traffic intercepted and decrypted by these
middleboxes artificially suppresses metrics for TLSv1.3 connections
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and artificially inflates statistics for active TLSv1.2 connections

between clients & servers that are otherwise TLSv1.3 capable. This is
evident by studying JA4 and User-Agent, and by observing how traffic
arrives from the same clients - and how it has been artificially
downgraded from time to time. Any exception or allowances for allowing
TLSv1.2 is being actively exploited to attack and decrypt traffic

between otherwise TLSv1.3 capable clients and servers.

Secondly, TLSv1.2 lacks support for PQC or Hybrid key-exchange groups,
therefore, to secure connections against harvest-now-decrypt-later
attacks, they must use at least TLSv1.3. If TLSv1.2 connections remain
allowed, the very same middleboxes will continue to exploit thatin

the hopes of achieving practical harvest-now-decrypt-later attacks.

Also, the lack of a mandate to turn off TLSv1.2 keeps deprecated,

legacy, EOL, and buggy software online and being sold to agency users

for brand new deployments. For example AWS GovCloud offers multiple
RDS and MQ products that lack support for TLSv1.3 (!) or TLSv1.2 with
extended-master-secret (!!) and their most recent AWS-LC validations

also lack ACVP TLSv1.3 KDF (?!) results. Many users are surprised that

they can create and make fresh deployments of those services in AWS
GovCloud—which is perceived to be NIST SP 800-52 Rev. 2 compliant—and
then fail to connect to them using any FIPS modules with active FIPS

140-3 validations.

FedRAMP must not allow exceptions for any public end points that are
provisioned or enabled inside the product that creates public
end-points without TLSv1.3 connectivity. An exception to enable
TLSv1.2 can only be made when a TLSv1.3 option is made available.

> 2. Are there sectors or applications where it is common for non-government client devices that do
not support TLS 1.3 (or TLS 1.2) to connect to government servers?

No, there are not. It can be proven by the inverse: if these devices

could obtain up-to-date CA certificates, they could also gain updates
that enable TLSv1.3; therefore they are TLSv1.3 capable. If a

connection from them arrives over TLSv1.2, the connection has been
compromised and decrypted. Any connection counts must identify and
discard maliciously downgraded connections. Users unable to procure or
upgrade a FIPS 140-2 validated module to a FIPS 140-3 validated module
with TLS KDFv1.3 should switch to non-validated cryptography that

offers TLSv1.3.

> 3. Is there a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if the system
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administrator determines that it is necessary?

No.

Majority of middleboxes have adapted to using EMS bypass such that
TLSv1.2 connections are sufficient to attack and decrypt all traffic.
Thus even malicious use cases no longer rely on or require TLSv1.0 nor
TLSv1.1.

If you want to allow exceptions for TLSv1.0 or TLSv1.1 ensure they are
never enabled on the same end point that offers TLSv1.3 or TLSv1.2,
and require the end-point hosthname to start with "insecure."

> 4. Please include DTLS guidance

Please include guidance on using DTLSv1.3 - and especially call out if
AES-ECB, utilized exclusively for Sequence Number (Record Number)
Encryption is approved. This is because NIST SP 800-131A Rev. 3
intends to disallow it, yet it is required for secure DTLS
communication.

> 5. Please include QUIC guidance

QUIC is a very popular protocol used as a replacement / superset for
both DTLS and TLS. Please indicate if AES-ECB as used as part of
redundant cryptography of the initial secrets is approved. NIST SP
800-131A Rev. 3intends to disallow AES-ECB - which is required to
establish a secure QUIC connection.

Regards,

Dimitri.
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15. Comments from Bitsight Technologies (Jodo Cruz), July 9, 2026

Dear NIST Crypto Publication Review Board,

Thank you for the opportunity to comment on SP 800-52 Revision 2, "Guidelines for the
Selection, Configuration, and Use of TLS Implementations."

Please find our comments attached for your review.
Thank you for your time and consideration.

Best regards,

Joédo Cruz
Principal Research Scientist

SITSIGHT
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Executive summary

NIST SP 800-52 Rev. 2 was published in August 2019. In the nearly seven years since, multiple
major layers of the TLS ecosystem have changed materially (e.g., protocol versions, cipher
suites, certificate infrastructure, etc). This comment argues that these changes, taken together,
warrant a comprehensive revision rather than targeted amendments to NIST's three open
questions.

As a global leader in cyber risk intelligence, Bitsight supports its recommendations with
empirical data from its own datasets, including (but not limited to) analysis of approximately 618
million Transport Layer Security (TLS) endpoints globally detected from our own large scale
internet scanning infrastructure, 106,000 publicly accessible .gov endpoints, and more.

On NIST's three specific questions: we recommend changing the TLS 1.2 server
recommendation from should to may. The mandatory/optional relationship between TLS 1.2 and
TLS 1.3 has inverted since 2019: TLS 1.3 is now the dominant protocol and the only path to
post-quantum cryptography, while TLS 1.2 has no security development roadmap. Our data
shows the ecosystem has already crossed the majority threshold, with 54.19% of all endpoints
already on a TLS 1.3-first configuration. We identify mail infrastructure as the clearest
documented case of a non-government client population requiring TLS 1.2 today not by choice,
but because major Simple Mail Transfer Protocol (SMTP) implementations including Microsoft
Exchange Server or Cisco Secure Email Gateway do not yet support TLS 1.3 for this specific
protocol (at the time of writing). We recommend TLS 1.0 and TLS 1.1 be prohibited, with any
conditional exception requiring a formal risk assessment, documented compensating controls,
and a defined sunset date.

Beyond the three questions, we propose specific text revisions across multiple sections of the
document: inverting Certificate Revocation List (CRL) and Online Certificate Status Protocol
(OCSP) roles to reflect the structural shift underway in the Certification Authorities ecosystem;
updating certificate validity periods to align with the CA/Browser Forum SC081v3 binding
schedule (47 days by March 2029); removing Digital Signature Algorithm (DSA), Diffie-Hellman
(DH), and Elliptic Curve Diffie-Hellman (ECDH) certificate types absent from current CA/Browser
Forum Baseline Requirements; and streamlining TLS 1.2 cipher suites by removing all Cipher
Block Chaining (CBC) mode and Secure Hash Algorithm (SHA) suites, future-proofing the list
against deprecations already underway.

Finally, we identify five areas not currently addressed in Rev. 2 that warrant inclusion in the next
revision: post-quantum key exchange guidance referencing FIPS 203 (ML-KEM) and the
imminent hybrid TLS RFC; DNS CAA record recommendations, supported by our finding that
only 6.18% of the Tranco Top 1 Million domains have CAA configured, where NIST guidance
could be the catalyst for broader adoption; certificate lifecycle automation requirements made
necessary by the 47-day validity deadline; Application-Layer Protocol Negotiation (ALPN)
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enforcement as mitigation for the ALPACA attack; and Encrypted Client Hello (RFC 9849,
published March 2026) as a privacy enhancement exclusive to TLS 1.3.
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Who we are

Bitsight is the global leader in cyber risk intelligence, leveraging advanced Al to empower
organizations with precise insights derived from the industry’s most extensive externally
observable cybersecurity dataset. With more than 3,500 customers and over 68,000
organizations active on its platform, Bitsight delivers real-time visibility into cyber risk and threat
exposure, enabling teams to rapidly identify vulnerabilities, detect emerging threats, prioritize
remediation, and mitigate risks across their extended attack surface.

We use non-intrusive data collection techniques that allow us to make observations about
security performance on hundreds of millions of organizations around the globe. This allows us
to proactively uncover security gaps across infrastructure, cloud environments, digital identities,
and third- and fourth-party ecosystems. From security operations and governance teams to
executive boardrooms, Bitsight provides the unified intelligence backbone required to
confidently manage cyber risk and address exposures before they impact performance.

Our analysis is underpinned by a sophisticated Discovery and Attribution Engine, which
integrates two distinct yet synergistic technologies:

e Bitsight Groma continuously scans the entire internet to discover assets, collect asset
attribution evidence, and identify an ever-growing set of security observations, such as
vulnerabilities and misconfigurations.

e Bitsight Graph of Internet Assets (GIA) applies advanced graph technology and
Artificial Intelligence (Al) models to map assets to specific entities (and the relationships
between entities) at a global scale.

Our experience collecting TLS data at scale across the globe gives us the background and
experience to provide insight and comments to some of NIST’s key questions. Where relevant,
we support our comments with empirical data drawn from Groma. This dataset allows us to
observe real-world TLS deployment patterns at scale and track how the ecosystem has evolved
over time, providing an empirical basis for our recommendations. With regards to TLS data
collection we are able to gather information about (but not limited to):

e Protocol version support (from SSL 2.0 up to TLS 1.3)
e Details about X.509 certificates being used to authenticate servers (key sizes, key types,
etc.)

For questions directly concerning governmental servers, we narrow our analysis to publicly
accessible .gov endpoints: the US government's citizen- and business-facing servers.
Government-only internal systems are not reachable from the public internet and fall outside
what any external scanning methodology can measure.
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BitSight conducts all scanning ethically, restricted to assets publicly exposed on the internet. We
do not attempt to access, probe, or interact with internal networks or private infrastructure. All
observations in this document reflect what is publicly reachable by any internet user.
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The TLS landscape has changed fundamentally

Below we captured a selection of key developments in the TLS ecosystem since SP 800-52 Rev. 2 was published in August 2019. It
is not exhaustive by any means, but it illustrates the breadth and pace of change across protocol standards, cryptanalytic research,
policy, and certificate infrastructure that together define some gaps between what Rev. 2 specifies and where the ecosystem stands

today.

2020 2021 2022 2023 2024 2025 2026
>
Firefox 78 removes RFC 8996 — TLS 1.0 NSA CNSA 2.0 CA/B Forum SP 800-52 Rev. 2 TLS IETF formally RFC 9849
TLS 1.0/1.1 and 1.1 formally published SC-063v4 — OCSP 1.3 deadline passes freezes TLS 1.2 Encrypted Client
Historic optional, CRL (Government Hello (ECH)
mandatory servers) standardized
Chrome 84 removes IE11 and Legacy - US Executive Order
TLS 1.0/1.1 ALPACA Attack Edge disable TLS TLS 1.3 mandated
1.0/1.1 CISA/NSA/NIST DigiCert mass by January 2030 US Executive Order
. HNDL declared revocation of 83K . PQC for
Raccoon Attack Apple formally certificates High-Value Assets by
deprecates TLS RFC 9325 — BCP 195 CRLite replaces 2030
1.0/1.1 updated OCSP in Firefox
' ' FIPS 203/204/205
' ' ' finalized
H H . CA/B Forum
\ | ' SC-081v3 — cert
H H H Chrome 131 and validity drops to 47
! ! ! Firefox 132 ship days by 2029
' : : ML-KEM by default 7
i i H ' Apple platforms
H H H NIST IR 8547 IPD advertise hybrid
H H H classical crypto PQC in all TLS 1.3
H H H deprecated by 2030 connections by
! ! ' default
' ' '
E E E Let's Encrypt
announces end of
OCSP support
Windows 11 disables
TLS 1.0/1.1 by
default {new builds)

A v \J \J \l \i v

Figure 1 A non-exhaustive timeline of significant developments in the TLS ecosystem since August 2019
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2020

Firefox 78 permanently removes TLS 1.0
and TLS 1.1

Mozilla permanently disabled TLS 1.0 and
TLS 1.1 in Eirefox 78 in 2020, after a brief
reversal of an earlier attempt when
government COVID-19 health portals
became inaccessible: a concrete,
documented instance of critical
infrastructure depending on deprecated
protocol versions. This was the first
permanent browser-level removal.

Chrome 84 permanently removes TLS 1.0
and TLS 1.1

Google followed with Chrome 84,
completing a coordinated deprecation
across all major browser vendors that had
been announced in 2018. Microsoft Edge,
which tracks Chrome's release cadence,
removed support at the same time.

RACCOON Attack

The RACCOON attack demonstrated a
timing side-channel in the TLS specification
itself: servers that reuse Diffie-Hellman
parameters leak enough timing information
for a network attacker to potentially recover
session keys.

2021

RFC 8996: TLS 1.0 and TLS 1.1 formally
Historic

RFC 8996 moved TLS 1.0 and TLS 1.1 to
Historic status under IETF Best Current
Practice, replacing "SHOULD NOT" with
"MUST NOT" and updating many other
dependent RFCs. This is the IETF's

unambiguous normative position: there is no
legitimate use case for either version.

ALPACA Attack

The ALPACA attack showed that when
services share compatible TLS certificates,
an attacker can redirect a client's HTTPS
connection to a different protocol server
such as SMTP or FTP that presents a valid
certificate.

Apple formally deprecates TLS 1.0 and
TLS 1.1

Apple removed TLS 1.0 and TLS 1.1 across
iOS 15 and macOS 12 Monterey, applying
the restriction platform-wide to all apps and
operating system services, not just Safari.

2022
NSA CNSA 2.0 published

The NSA published the Commercial
National Security Algorithm Suite 2.0,
establishing a hard deadline of January 1,
2030 for National Security System (NSS)
networking equipment to use ML-KEM-1024
(the primary post-quantum cryptography
(PQC) standard) exclusively for key
establishment.

IE11 and Legacy Edge disable TLS 1.0
and TLS 1.1

Microsoft disabled TLS 1.0 and TLS 1.1 in
Internet Explorer 11 and legacy Edge via
KB5017811.

RFC 9325: BCP 195 updated

RFC 9325 replaced RFC 7525 as the IETF's
Best Current Practice for TLS security.

2023
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https://bugzilla.mozilla.org/show_bug.cgi?id=1643229
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https://datatracker.ietf.org/doc/rfc9325/
https://datatracker.ietf.org/doc/rfc7525/

CA/B Forum SC063v4: OCSP optional,
CRL mandatory

Ballot SC063v4 made Online Certificate
Status Protocol (OCSP) optional for
publicly-trusted CAs, mandated Certificate
Revocation List (CRL) publication, and
defined short-lived certificates requiring no
revocation mechanism at all. This ballot
initiated the structural shift away from the
OCSP-centric revocation model.

CISA/NSA/NIST: Harvest-Now-
Decrypt-Later declared

The CISA/NSA/NIST joint
quantum-readiness factsheet named
Harvest-Now-Decrypt-Later (HNDL) as the
primary driver of urgency for post-quantum
migration, warning that adversaries are
already collecting encrypted traffic for future
decryption.

2024

SP 800-52 Rev. 2 TLS 1.3 support
deadline passes

The January 1, 2024 deadline defined in SP
800-52 Rev. 2 for all government servers
and clients to support TLS 1.3 passed.

DigiCert mass revocation of 83,267
certificates

DigiCert revoked 83,267 certificates in four
days after a domain control validation
failure, causing widespread outages and a
CISA alert.

FIPS 203, 204, and 205 finalized

NIST finalized FIPS 203 (ML-KEM), FIPS
204 (ML-DSA), and FIPS 205 (SLH-DSA):

the first post-quantum cryptographic
standards available.

Chrome 131 and Firefox 132 ship
ML-KEM by default

Chrome 131 and Firefox 132 shipped
X25519MLKEM768 hybrid post-quantum
key exchange enabled by default.

NIST IR 8547 IPD: classical crypto
deprecated by 2030

NIST IR 8547 IPD proposed deprecating all
classical public-key algorithms (including
RSA, ECDSA, and ECDH at any key size)
by 2030, and disallowing them entirely by
2035.

Let's Encrypt announces end of OCSP
support

Let's Encrypt announced it would end
OCSP support entirely. It was the first major
CA to do so following the CA/Browser
Forum's 2023 ballot. Since Let's Encrypt
issues more than 60% of all publicly-trusted
TLS certificates, this decision obsoletes
OCSP-dependent revocation architectures
for a substantial share of the web.

Windows 11 disables TLS 1.0 and TLS
1.1 by default in new builds

Starting with Windows 11 Insider Preview
releases in 2024, Microsoft disabled TLS
1.0 and TLS 1.1 platform-wide by default.

2025
IETF formally freezes TLS 1.2

draft-ietf-tls-tls12-frozen (IESG-approved
June 18, 2025; assigned RFC 9851,
pending final publication) formally
establishes that outside of urgent security
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https://cabforum.org/2023/07/14/ballot-sc063v4-make-ocsp-optional-require-crls-and-incentivize-automation/
https://www.cisa.gov/resources-tools/resources/quantum-readiness-migration-post-quantum-cryptography
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fixes, no new features will ever be added to
TLS 1.2.

US Executive Order: TLS 1.3 mandated
by January 2030

Executive Order 14144, Section 4(f)(ii)
mandated that all federal systems support
TLS 1.3 or a successor version by January
2, 2030. It's a provision preserved intact by
Executive Order 14306 when the Trump
administration revised Biden-era
cybersecurity directives.

CRLite replaces OCSP in Firefox

Firefox 137 made CRLite the default
certificate revocation mechanism, replacing
real-time OCSP queries. Firefox 142
subsequently deprecated OCSP for
Domain-validated certificates entirely,
marking the end of real-time revocation
checking as the browser default.

CA/B Forum SC081v3: certificate validity
dropping to 47 days by 2029

Ballot SC081v3 passed unanimously among
browser members (Apple, Google,
Microsoft, Mozilla) and set a binding phased
schedule: 200 days effective March 2026,
100 days by March 2027, and 47 days by
March 2029.

Apple platforms advertise hybrid PQC in
all TLS 1.3 connections by default

In iOS 26, iPadOS 26, macOS Tahoe 26,
and visionOS 26, all TLS-protected
connections automatically advertise support
for hybrid, quantum-secure key exchange in
TLS 1.3, making this an OS-level default
across Apple's entire platform.

2026

RFC 9849: Encrypted Client Hello
standardized

REC 9849, published in March 2026,
standardizes Encrypted Client Hello (ECH),
closing the last significant plaintext
metadata leak in TLS by encrypting
handshake fields such as the Server Name
Indication (SNI) field, which previously
revealed the destination hostname to any
passive observer on the network path. ECH
is exclusive to TLS 1.3.

US Executive Order: "Securing the
Nation Against Advanced Cryptographic
Attacks"

Signed June 22, 2026, this Executive Order
establishes binding PQC migration
deadlines for federal High-Value Assets and
high-impact systems: post-quantum key
establishment by December 31, 2030 and
post-quantum digital signatures by
December 31, 2031, using NIST-approved
FIPS standards.
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Comments and recommendations

NIST's three specific questions on TLS version support are important and we address them
directly in the first part of this section. However, as the context section above illustrates, the
changes in the TLS ecosystem since August 2019 extend well beyond the scope of those three
questions. In the second part, we therefore provide a broader review of areas throughout SP
800-52 Rev. 2 that we believe require revision along with specific recommendations for each.

Responses to NIST's specific questions
According to NIST:

NIST requests feedback on all aspects of SP 800-52 Rev. 2.

NIST expects to revise SP 800-52 Rev. 2 to align it with recent Internet Engineering Task
Force (IETF) drafts on TLS 1.3. Additionally, NIST would appreciate feedback on the following
areas of particular concern.

1. Is there a strong reason for NIST to continue to recommend that servers should support
TLS 1.2, or can the recommendation be changed such that servers may support TLS
1.2?

2. Are there sectors or applications where it is common for non-government client devices
that do not support TLS 1.3 (or TLS 1.2) to connect to government servers?

3. Is there a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if the
system administrator determines that it is necessary?

Question 1

Question: Is there a strong reason for NIST to continue to recommend that servers should
support TLS 1.2, or can the recommendation be changed such that servers may support TLS
1.2?

Yes, the recommendation should be changed to may.” This reflects our belief that official
documents should clearly and unambiguously describe TLS 1.3 as the government and industry
standard. The decision to support TLS 1.2 should be driven entirely by client compatibility
needs, not by any security merit. That said, may does not mean risk-free: TLS 1.2 carries a
configuration burden to get right, while TLS 1.3's constrained design (e.g., a small, fixed set of
cipher suites, all Authenticated Encryption with Associated Data (AEAD), all with forward
secrecy, etc.) leaves no room for the classes of misconfiguration TLS 1.2 is prone to.

According to the industry's own documentation, the mandatory/optional relationship between
TLS 1.2 and TLS 1.3 has inverted: When SP 800-52 Rev. 2 was published in August 2019,

' Under REC 2119, should means there may be valid reasons to deviate, but the implications must be
understood and carefully weighed. May means the item is truly optional: no implications to weigh, no
endorsement either way.
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TLS 1.3 had been standardized for one year. Making TLS 1.2 mandatory (shall) and TLS 1.3 a
recommendation (should) was a reasonable reflection of the ecosystem at the time: TLS 1.2
was the established baseline, TLS 1.3 was the emerging improvement. Seven years later, that
relationship has completely reversed: RFC 9325 (November 2022) is the current IETF Best
Current Practice and it requires that implementations MUST prefer TLS 1.3 over TLS 1.2
whenever both are supported:

Implementations SHOULD support TLS 1.3 [RFC8446] and, if implemented, MUST prefer to
negotiate TLS 1.3 over earlier versions of TLS.

Rationale: TLS 1.3 is a major overhaul to the protocol and resolves many of the security
issues with TLS 1.2. To the extent that an implementation supports TLS 1.2 (even if it
defaults to TLS 1.3), it MUST follow the recommendations regarding TLS 1.2 specified in this
document.

Keeping TLS 1.2 as the normative baseline (shall) while TLS 1.3 remains a recommendation
(should) misrepresents the current security hierarchy. It signals to implementers that TLS 1.2 is
the more important protocol while TLS 1.3 is an optional enhancement. The opposite is true.
The revision should formalize what the ecosystem has already decided: TLS 1.3 is the
standard; TLS 1.2 is the fallback.

Another important aspect is the fact that TLS 1.3 is the only path to Post-Quantum
Cryptography, as stated in TLS 1.2 is in Feature Freeze RFC draft:

It is important to note that the focus of efforts within the TLS Working Group is exclusively
TLS 1.3 or later. Put bluntly, PQC for TLS 1.2 will not be specified (see Section 4) at any time
and anyone wishing to deploy PQC should expect to be using TLS 1.3.

Post-quantum key exchange uses the key share TLS extension, which exists only in TLS 1.3.
In TLS 1.2, key exchange is bundled inside the cipher suite specification: there is no extension
mechanism, no architectural slot for post-quantum algorithms, and no IETF effort attempting to
add one. A connection that negotiates TLS 1.2 cannot negotiate post-quantum key exchange,
regardless of configuration. This is not a limitation that can be patched or configured away but a
protocol boundary.

Continuing to recommend TLS 1.2 with should while TLS 1.3 is the exclusive vehicle for
post-quantum cryptography sends the wrong signal. It implies the two protocols are
interchangeable alternatives with similar security trajectories. They are not. One has a future;
the other does not.

Our analysis of approximately 618 million internet-facing TLS endpoints worldwide? offers
empirical grounding for this recommendation and tells a two-part story.

2 Data derived from a full internet scan conducted in Q2 2026. Results represent a point-in-time snapshot.
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Protocol version support across ALL endpoints (total endpoints: ~618M)
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Figure 2 Protocol version support across all ~618M endpoints

Looking at protocol support in isolation, TLS 1.2 leads at 87.26% of all endpoints, with TLS 1.3
at 67.28%. This is unsurprising: TLS 1.2 was standardized in REC 5246 in 2008 and became
the de facto floor as every predecessor was successively deprecated. TLS 1.3, by contrast, was
standardized in REC 8446 only in 2018. TLS 1.2's dominance reflects longevity and mandatory
baseline status, not exactly security merit. But this view is also incomplete: a single server
can support multiple TLS versions simultaneously, and these numbers overlap significantly.
Protocol support shares do not reveal how servers are actually configured.
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Figure 3 Top 15 SSL/TLS protocol combinations across all ~618M endpoints

Looking at protocol combinations (the actual set of versions each server accepts) the data tells
a clearer story. The most common configuration globally (43.16% of all endpoints) is TLS 1.2
and TLS 1.3 in combination, with no legacy versions. This is the recommended deployment
model: TLS 1.3 as the default, TLS 1.2 available as a fallback. While we haven’t analyzed
whether servers correctly prioritize TLS 1.3 over TLS 1.2 in negotiation, RFC 9325's “MUST
prefer” requirement and modern TLS library defaults make this the expected behavior for
compliant implementations.

Crucially, more than half of all internet-facing endpoints are already on the right path:
43.16% support TLS 1.2 and TLS 1.3 exclusively, and a further 11.03% support TLS 1.3
only (54.19% in total). The ecosystem has not merely begun the transition: In fact, it has
already crossed the majority threshold.

Of particular relevance to this comment, we narrowed our analysis to the approximately 106,000
publicly accessible .gov endpoints in our dataset (a good portion of the citizen- and
business-facing US government servers):
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Figure 4 Protocol version support across ~106K .gov endpoints

Among the analyzed publicly accessible .gov endpoints, 37.87% do not yet support TLS 1.3
despite the January 1, 2024 mandate, placing governmental adoption approximately 5%
below the global average of 67.28%. But the TLS 1.3 gap is not the most troubling finding.
8.74% of .gov endpoints still accept TLS 1.0 and 9.54% still accept TLS 1.1, in clear
non-compliance with current SP 800-52 Rev. 2 requirements. More strikingly, a small but
non-trivial share still supports SSL 2.0 or SSL 3.0.
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Figure 5 Top 15 SSL/TLS protocol combinations across ~106K .gov endpoints

The most common .gov combination (42.69%) is TLS 1.2 + TLS 1.3 exclusively, consistent with
the global landscape. A further 16.37% support TLS 1.3 only, meaning 59.06% of government
endpoints are already on the right path, slightly ahead of the global figure of 54.19%.

Question 2

Question: Are there sectors or applications where it is common for non-government client
devices that do not support TLS 1.3 (or TLS 1.2) to connect to government servers?

The answer is likely yes. While our external scanning cannot observe what clients connect to
government servers specifically, we can measure what populations exist and what their TLS
posture is, and reason from there. Here we are offering informed hypotheses grounded in
sector-wide data and documented vendor limitations.

To contextualize which non-government client populations are most likely to lack modern TLS
support, we analyzed TLS security posture across sectors in our dataset, ranking each by its
proportion of legacy-only endpoints (no TLS 1.2/ TLS 1.3 support) against its proportion of
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modern endpoints (using only TLS 1.2 and/or TLS 1.3):

Sector distribution by TLS security posture
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Figure 6 Global sector distribution by TLS security posture: legacy only vs. modern only ranking

A sector moving down between the two rankings (red lines) carries a disproportionately high
legacy presence relative to its modern TLS adoption; moving up (blue lines) indicates the
opposite. A few worth highlighting:

e Healthcare/Wellness shows a notable red drop. The sector is known to carry large
populations of connected medical devices (e.g., infusion pumps, imaging systems,
patient monitors, etc.) with long deployment lifecycles and conservative firmware update
cycles. Our data covers all internet-facing endpoints attributed to the sector, not those
devices specifically (although those will be included whenever we scan them), but the
lagging posture is consistent with what external sources document.®

3 One notable study found “multiple instances of insecure protocols in use at each of the HDOs studied.
For instance, all used insecure older versions of Transport Layer Security (TLS), as well as other
protocols.” - New Research report “Connected Medical Device Security” shows health networks still

exposed to significant risk of attack and disruption - Forescout
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e Energy/Resources shows a consistent slight red drift, persistently below average on
modern TLS adoption. The sector operates significant populations of Operational
Technology (OT) and Industrial Control Systems (ICS) with lifecycles sometimes
measured in decades. As with healthcare, our data covers all internet-facing endpoints
attributed to the sector rather than OT/ICS devices specifically (but again, those will be
included in the analyzed dataset), but the lagging posture is symptomatic of a
generalized security deficit in this industry sector that is well-documented. Bitsight's own
2026 Global State of ICS/OT Exposure is one good example, showing that (among many
other findings), "while secure variants exist for almost every protocol on the list, their
actual adoption in the field is remarkably low."

e Finance is distinctive: it ranks high on both sides (#4 on legacy and #6 on modern, a
difference too small to be meaningful). Rather than indicating a lagging sector, this
near-identical positioning on both rankings may reflect a bimodal posture: modern
financial institutions driven toward TLS 1.2 by PCI DSS, which has mandated it since
2018 and explicitly prohibited TLS 1.0 and 1.1, alongside a legacy installed base of POS
terminals and ATMs whose upgrade path is, again, constrained by hardware lifecycles.
PCl DSS v4.0.1 (the current standard version) itself acknowledges this directly,
preserving a narrow exception in Appendix A2 for POS terminals that cannot be
upgraded. As with the other sectors, our data covers all internet-facing endpoints
attributed to finance and not payment terminals specifically, but the bimodal posture we
observe is consistent with the presence of these two co-existing populations.

Email infrastructure: A structural constraint likely affecting all industry sectors

Beyond the sector-level hypotheses above, email infrastructure warrants its own treatment: not
as a sector-specific concern, but as a fundamental protocol that cuts across every industry. Any
organization, in any sector, that operates email infrastructure is potentially affected. Unlike the
sector analysis where we observe aggregate posture and reason about device populations,
email protocols (e.g, SMTP, IMAP or POP3) provide a case where the TLS gap is directly
observable, the volume is significant, and in some cases the root cause is documented.
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Protocol version support across mail server endpoints (total endpoints: ~22M)
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Figure 7 Protocol version support across ~22M mail server endpoints (globally)

Bitsight's dataset covers approximately 22 million mail server endpoints worldwide. Looking at
protocol support in isolation, TLS 1.2 stands out immediately at 98.08%, and markedly higher
than the 87.26% seen across all endpoints globally. TLS 1.3, by contrast, is at only 39.88%.
That’s more than 27% below the global average. TLS 1.0 and TLS 1.1 are each present on
approximately 31% of mail endpoints, dramatically higher than their global averages.

As with the global analysis, the share view alone is incomplete. The combination view tells the
more important story.
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Top 15 SSL/TLS protocol combinations across mail server endpoints (total endpoints: ~22M)
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The most striking finding here is how evenly split the two leading configurations are: 33.23% of
mail servers support TLS 1.2 and TLS 1.3 exclusively (the recommended path), but the reality
is that combined, roughly two in three mail servers provide no TLS 1.3 path.

This is not a configuration failure: SMTP as a protocol has simply lagged behind others in
gaining TLS 1.3 support across some major email server implementations. Highlighting a few
documented ones:

e Microsoft Exchange Server explicitly documents that “TLS 1.3 support was introduced
with Exchange Server 2019 Cumulative Update (CU) 15 on Windows Server 2022 and
Windows Server 2025, except for the SMTP protocol’

e Cisco Secure Email Gateway only introduced TLS 1.3 for SMTP in 2024, leaving a large
installed base of older appliances unable to negotiate it regardless of configuration

e HCL Domino has TLS 1.3 for its SMTP stack tracked as a future feature

This is among the clearest and most directly documented examples of a real, large-scale,
cross-sectoral non-government client population that requires TLS 1.2 to communicate with
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government infrastructure today. Not by choice, but by the current state of widely deployed
software.

Question 3

Question: Is there a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if
the system administrator determines that it is necessary?

No, at least not as currently structured. The existing conditional allowance in SP 800-52 Reuv.
2, which permits TLS 1.0 and TLS 1.1 on citizen or business-facing servers whenever "a system
administrator determines it is necessary," has functioned as a standing permission rather
than a carefully bounded exception. Our data shows this directly: deprecated protocols
remain active on nearly 19% of publicly accessible .gov endpoints despite the current guidance
discouraging or prohibiting them. We recommend that TLS 1.0 and TLS 1.1 be prohibited on
government servers in the revised guidance. If NIST determines that a conditional path must
be retained to accommodate genuine legacy infrastructure, that path should require at least a
formal risk assessment, documented compensating controls, and a defined sunset date.
Without these elements, a conditional allowance is indistinguishable from a standing
permission.

This allows NIST SP 800-52 next revision to converge with other important standards and
policies including, but not limited to:

e RFC 8996, which formally moved TLS 1.0 and TLS 1.1 to Historic status and replaced
every prior "SHOULD NOT" with "MUST NOT"

e CISA Product Security Bad Practices, which states that “Software manufacturers should
avoid known insecure or deprecated algorithms such as Transport Layer Security (TLS)
1.0/1.1, MD5, SHA-1, and Data Encryption Standard (DES)”

Browser usage data from Can | * provides a complementary perspective on the web client
side of this question, specifically for citizen-facing HTTPS traffic, where browsers are the
primary client type. Although it just tells a part of the story, it provides a strong and measurable
signal for one of the most visible use cases, and one that generalizes well to citizen-facing
government web services.

TLS 1.3 is supported by 97.32% of tracked browsers, and TLS 1.2 supported by 99.82%:
both effectively universal among the current browser population. TLS 1.1, by contrast, is
supported by only 18.31% of tracked browsers, reflecting that the vast majority of actively
used browsers have already removed it. TLS 1.0, SSL 3.0 and SSL 2.0 are no longer tracked by
Can | Use at all, indicating its browser presence is too small to measure.

4 Can | Use “provides up-to-date browser support tables for support of front-end web technologies on
desktop and mobile web browsers”. Usage share statistics are provided by StatCounter GlobalStats.
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To make this concrete: the last versions of three major browsers to support TLS 1.1 were
Firefox 77 (May 2020), Chrome 83 (May 2020), and Internet Explorer 11 (removed via
Windows Update in September 2022). According to the Can | Use usage table, these three
versions combined account for just 0.13% of tracked browser usage today. Every user on
a more recent version of any of these browsers (the remaining 99.87%) is already on a
version that does not support TLS 1.1 and negotiates TLS 1.2 or higher. Crucially, even the
0.13% still on these older versions also support TLS 1.2, meaning there is no browser user in
any of these populations who requires TLS 1.1 and cannot fall back to TLS 1.2.

Proposed revisions

The three questions raised and answered in the previous section are all scoped to TLS protocol
version support: an important and timely focus given where the ecosystem stands today. Having
addressed them above, we would like to offer additional points for consideration. The sections
below propose specific text revisions across all areas where we believe the current guidance
requires updating.

Protocol Version Support

Server-side (section 3.1)

As written

Servers that support government-only applications shall be configured to use TLS 1.2 and
should be configured to use TLS 1.3 as well. These servers should not be configured to use
TLS 1.1 and shall not use TLS 1.0, SSL 3.0, or SSL 2.0.

(...)

Servers that support citizen or business-facing applications (i.e., the client may not be part of
a government IT system) shall be configured to negotiate TLS 1.2 and should be configured
to negotiate TLS 1.3. The use of TLS versions 1.1 and 1.0 is generally discouraged, but these
versions may be configured when necessary to enable interaction with citizens and
businesses. See Appendix F for a discussion on determining whether to support TLS 1.0 and
TLS 1.1. These servers shall not allow the use of SSL 2.0 or SSL 3.0.

Agencies shall support TLS 1.3 by January 1, 2024. After this date, servers shall support TLS
1.3 for both government-only and citizen or business-facing applications. In general, servers
that support TLS 1.3 should be configured to use TLS 1.2 as well. However, TLS 1.2 may be
disabled on servers that support TLS 1.3 if it has been determined that TLS 1.2 is not needed
for interoperability.
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As recommended

Servers that support government-only applications shall be configured to use TLS 1.3 and
may be configured to support TLS 1.2 for interoperability with clients that do not yet
support TLS 1.3. Where both versions are supported, servers shall prioritize TLS 1.3
negotiation over TLS 1.2. These servers shall not be configured to use TLS 1.1, TLS 1.0, SSL
3.0, or SSL 2.0.

Servers that support citizen or business-facing applications shall be configured to negotiate
TLS 1.3 and may be configured to support TLS 1.2 for interoperability with clients that
do not yet support TLS 1.3. Where both versions are supported, servers shall prioritize TLS
1.3 negotiation over TLS 1.2. Where documented legacy infrastructure constraints require
TLS 1.1 or TLS 1.0 on a specific communication path, an exception may be granted subject to
a formal risk assessment, documented compensating controls, and a defined sunset date.
SSL 2.0 and SSL 3.0 shall not be used under any circumstances. In such cases, in order to
prevent downgrade attacks, when TLS versions prior to TLS 1.2 are supported by the
server and TLS version 1.3 is not supported, the TLS Fallback Signaling Cipher Suite
Value (SCSYV) shall be supported.

Servers handling high-sensitivity data, or for which interoperability with TLS 1.2-only clients
has been determined to be unnecessary, should be configured to support TLS 1.3
exclusively. TLS 1.3-only configuration is the only deployment model that allows
post-quantum key exchange and eliminates the residual attack surface associated with TLS
1.2

Agencies shall support TLS 1.3. TLS 1.2 may be supported where required for
interoperability. Agencies should migrate to TLS 1.3-only configurations as client compatibility
allows.

In summary, TLS 1.3 and TLS 1.2 swap roles: TLS 1.3 becomes the mandatory baseline,
with TLS 1.2 retained as a permitted compatibility fallback. For critical applications, a TLS
1.3-only configuration is recommended as it is the only deployment model that allows
post-quantum key exchange.

Client-side (section 4.1)

As written

The client shall be configured to use TLS 1.2 and should be configured to use TLS 1.3. The
client may be configured to use TLS 1.1 and TLS 1.0 to facilitate communication with private
sector servers. The client shall not be configured to use SSL 2.0 or SSL 3.0. Agencies shall
support TLS 1.3 by January 1, 2024. After this date, clients shall be configured to use TLS
1.3.

In general, clients that support TLS 1.3 should be configured to use TLS 1.2 as well. However,
TLS 1.2 may be disabled on clients that support TLS 1.3 if TLS 1.2 is not needed for
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interoperability.

As recommended

The client shall be configured to use TLS 1.3 and may be configured to support TLS 1.2
for interoperability with servers that do not yet support TLS 1.3. Where documented legacy
infrastructure constraints require TLS 1.1 or TLS 1.0 to communicate with specific servers, an
exception may be granted subject to a formal risk assessment, documented compensating
controls, and a defined sunset date. SSL 2.0 and SSL 3.0 shall not be used under any
circumstances. Clients should migrate to TLS 1.3-only configurations as server compatibility
allows.

In summary, TLS 1.3 and TLS 1.2 swap roles on the client side, mirroring the server-side
recommendation: TLS 1.3 becomes the mandatory baseline, TLS 1.2 is retained as a
permitted compatibility fallback.

Public key certificate types (section 3.2 and 4.2)

As written

Several options for TLS server certificates meet the requirement for NIST-approved
cryptography: an RSA signature certificate, an Elliptic Curve Digital Signature Algorithm
(ECDSA) signature certificate, a Digital Signature Algorithm (DSA) signature certificate, a
Diffie-Hellman (DH) certificate, and an Elliptic Curve Diffie-Hellman (ECDH) certificate. At a
minimum, TLS servers conforming to this specification shall be configured with an RSA
signature certificate or an ECDSA signature certificate. The other certificate types and their
associated cipher suites are not commonly used, especially in externally-accessible servers,
but are included in these guidelines for completeness and to cover edge cases. If the server is
configured with an ECDSA signature certificate, either curve P-256 or curve P-384 should be
used for the public key in the certificate.

As recommended

TLS servers shall be configured with an RSA signature certificate or an ECDSA signature
certificate. If the server is configured with an ECDSA signature certificate, curve P-256,
P-384, or P-521 should be used for the public key in the certificate.

In summary, DSA, DH, and ECDH certificate types are removed: they are absent from or
incompatible with current CA/Browser Forum Baseline Requirements (section 7.1.3.1), and they
are also structurally incompatible with TLS 1.3. P-521 is added alongside P-256 and P-384 as a
recommended ECDSA curve, aligning with CA/Browser Forum Baseline Requirements (section
7.1.3.1.2).
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Our analysis of 100 million certificates issued between April and May 2026, sourced from
Certificate Transparency logs, confirms that RSA and ECDSA are the only key types present
in the current certificate ecosystem. DSA, DH, and ECDH are entirely absent. ECDSA P-256
(43.05%) and RSA 2048-bit (42.51%) dominate in near-equal measure, with ECDSA P-384 at
7.48% and RSA 4096-bit at 6.66%; P-521 represents less than 1% of issued certificates,
confirming it is technically supported, although rarely deployed in practice.

Certificate public key type share (certificates analyzed=100M)

BN ECDSA (256 bits) (43.05%)
RSA (2048 bits) (42.51%)

BN ECDSA (384 bits) (7.48%)
RSA (4096 bits) (6.66%)

B RSA (3072 bits) (<1%)
RSA (8192 bits) (<1%)
ECDSA (521 bits) (<1%)

Figure 9 Certificate public key type and size distribution across a global sample of 100M certificates
issued between April 2026 and May 2026

Note: The same revisions apply to the Client Keys and Certificates section (section 4.2).

OCSP and CRLs (section 3.2)

As written

TLS servers shall be configured with certificates issued by a CA that publishes revocation
information in Online Certificate Status Protocol (OCSP) responses. The CA may additionally
publish revocation information in a certificate revocation list (CRL). The source(s) for the
revocation information shall be included in the CA-issued certificate in the appropriate
extension to promote interoperability.

As recommended

TLS servers shall be configured with certificates issued by a CA that publishes revocation
information in a Certificate Revocation List (CRL). The CA may additionally publish revocation
information via OCSP. The source(s) for the revocation information shall be included in the
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CA-issued certificate in the appropriate extension to promote interoperability.

In summary, CRL and OCSP swap roles: CRL becomes the mandatory revocation
mechanism and OCSP is demoted to optional. This directly reflects CA/B Forum Ballot
SCO063v4, which mandated CRL publication for all publicly-trusted CAs while making OCSP
optional. As an example, Let’'s Encrypt permanently discontinued OCSP in 2025 and is the
largest publicly-trusted CA by volume (~63% of all certificates).

Note: The same inversion principle should apply to section 3.2.2 (Obtaining Revocation
Status Information for the Client Certificate), where three of the four listed revocation
sources are currently OCSP-based.

Certificate validity period (section 3.2.1)

As written

Validity Period: 3 years or less

As recommended

Validity Period:
e 200 days or less (if issued on or after March 15, 2026)
e 100 days or less (if issued on or after March 15, 2027)
e 47 days or less (if issued on or after March 15, 2029)

In summary, the validity period ceiling is updated from "3 years or less" to align with the
CA/Browser Forum Baseline Requirements schedule established by Ballot SC081v3.

The same 100 million certificate sample analyzed before confirms the ecosystem has already
largely aligned with the CA/Browser Forum's current validity schedule:
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Certificate validity distribution by CA/Browser compliance timelines (certificates analyzed=100M)

852%

B 1-47 days (compliant after 2029-03-15) (2.07%)
48-100 days (compliant until 2029-03-15) (89.41%)
BN 101-200 days (compliant until 2027-03-15) (8.52%)

Figure 10 Certificate validity distribution across 100M certificates issued between April and May 2026,
mapped against CA/Browser Forum SC081v3 compliance timelines

Our data shows that 89.41% of certificates fall in the 48-100 day range (compliant until March
2029), and 2.07% are already within the future 47-day ceiling. Only 8.52% remain in the
101-200 day range, which is compliant today but will require remediation by March 2027. The
original "3 years or less" guidance in SP 800-52 Rev. 2 is now entirely disconnected from
real-world issuance practice.

Note: This does not apply to the Client certificate profile section (section 4.2.1)

Cipher suites (section 3.3.1)

As written

Currently, SP 800-52 Rev. 2 contains the following subsections addressing the selection of
cipher suites:

3.3.1.1 Cipher Suites for TLS 1.2 and Earlier Versions

3.3.1.1.1 Cipher Suites for ECDSA Certificates
3.3.1.1.2 Cipher Suites for RSA Certificates
3.3.1.1.3 Cipher Suites for DSA Cettificates
3.3.1.1.4 Cipher Suites for DH Certificates
3.3.1.1.5 Cipher Suites for ECDH Certificates

3.3.1.2 Cipher Suites for TLS 1.3
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As recommended

3.3.1.1 Cipher Suites for TLS 1.2 and Earlier Versions

3.3.1.1.1 Cipher Suites for ECDSA Certificates
3.3.1.1.2 Cipher Suites for RSA Certificates

3.3.1.2 Cipher Suites for TLS 1.3

In summary, Sections 3.3.1.1.3, 3.3.1.1.4, and 3.3.1.1.5 are removed entirely, consistent with
the recommended removal of those certificate types from section 3.2. As a consequence,
Appendix D can also be removed.

The following revision also apply to the introductory guidance within section 3.3.1:

As written

If a subset of the cipher suites that are acceptable for the server certificate(s) are supported,
the following list gives general guidance on choosing the strongest options:
1.

2.

Prefer ephemeral keys over static keys (i.e., prefer DHE over DH, and prefer ECDHE
over ECDH). Ephemeral keys provide perfect forward secrecy.

Prefer GCM or CCM modes over CBC mode. The use of an authenticated encryption
mode prevents several attacks (see Section 3.3.2 for more information). Note that
these are not available in versions prior to TLS 1.2.

Prefer CCM over CCM_8. The latter contains a shorter authentication tag, which
provides a lower authentication strength.

As recommended

If a subset of the cipher suites that are acceptable for the server certificate(s) are supported,
the following list gives general guidance on choosing the strongest options:
1.

Prefer ECDHE over DHE for key exchange. ECDHE provides perfect forward secrecy
with better performance and without the timing vulnerabilities exposed by the
RACCOON attack.

Prefer GCM over CCM. Both are AEAD modes and are strongly preferred over CBC.
GCM is parallelizable and hardware-accelerated on modern processors, making it
significantly faster in general-purpose server environments. CCM also requires more
careful implementation discipline: it is a slower sequential cipher and its security
depends critically on nonce uniqueness; nonce reuse under CCM completely breaks
both confidentiality and integrity, a class of implementation error that AES-GCM with
proper nonce construction is less prone to in practice.

Avoid CCM_8. The truncated 8-byte authentication tag provides materially lower
integrity strength than the full 16-byte tag in CCM.

CBC mode shall not be used. CBC-mode cipher suites have been subject in the recent
past to a sustained line of attacks including BEAST (2011), Lucky 13 (2013), POODLE

Bitsight Comments on SP 800-52 Rev. 2 Page 28 of 36

80


https://raccoon-attack.com/
https://www.wallarm.com/what/what-is-a-beast-attack
https://www.isg.rhul.ac.uk/tls/Lucky13.html
https://www.cisa.gov/news-events/alerts/2014/10/17/ssl-30-protocol-vulnerability-and-poodle-attack

(2014), and Zombie POODLE / GOLDENDOODLE (2019), each exploiting distinct
weaknesses in CBC's construction that no single mitigation fully addresses. TLS 1.3
eliminated CBC entirely.

In summary:

e ECDHE is explicitly preferred over DHE. In fact, draft-ietf-tls-deprecate-obsolete-kex
proposes MUST NOT for all Ephemeral Finite Field Diffie-Hellman cipher suites. We
recommend NIST to monitor this draft's status ahead of finalizing the revision.

e GCM is elevated above CCM as the preferred AEAD mode, reflecting its performance
advantages and lower implementation risk.

CCM_8 is explicitly discouraged due to its truncated authentication tag.

CBC mode is elevated from discouraged to unconditionally prohibited: its sustained
vulnerability history demonstrates that the construction cannot be made reliably safe
through configuration alone. While the Encrypt-then-MAC extension is believed to
provide stronger security and mitigate the padding oracle class of these attacks, safer
AEAD modes are already universally deployed: AES-GCM has been supported in
major browsers since at least 2013 (for instance, Chrome added support in August 2013
and Firefox in February 2014 (Firefox 27)). There is no interoperability justification for
retaining CBC.

Cipher Suites for ECDSA Certificates (section 3.3.1.1.1)
As written

TLS 1.2 servers that are configured with ECDSA certificates may be configured to support the
following cipher suites, which are only supported by TLS 1.2:

TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256 (0xCO0, 0x2B)

TLS ECDHE _ECDSA WITH_AES 256 _GCM_SHA384 (0xCO0, 0x2C)

TLS ECDHE_ECDSA WITH_AES 128 CCM (0xCO0, 0xAC)

TLS ECDHE_ECDSA WITH_AES 256 _CCM (0xCO0, 0xAD)

TLS ECDHE _ECDSA WITH_AES 128 CCM_8 (0xC0, OXxAE)

TLS ECDHE_ECDSA WITH_AES 256 _CCM_8 (0xC0, OxAF)

TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA256 (0xCO0, 0x23)

TLS _ECDHE_ECDSA WITH_AES 256 _CBC_SHA384 (0xCO0, 0x24)

TLS servers may be configured to support the following cipher suites when ECDSA
certificates are used with TLS versions 1.2, 1.1, or 1.0:

e TLS ECDHE ECDSA WITH_AES 128 CBC_SHA (0xCO0, 0x09)

e TLS ECDHE _ECDSA WITH_AES 256 _CBC_SHA (0xCO0, 0x0A)
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As recommended

TLS 1.2 servers that are configured with ECDSA certificates may be configured to support the
following cipher suites:

TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256 (0xCO0, 0x2B)

TLS ECDHE_ECDSA WITH_AES 256 _GCM_SHA384 (0xCO0, 0x2C)

TLS ECDHE ECDSA WITH _AES 128 CCM (0xCO0, 0xAC)

TLS ECDHE _ECDSA WITH_AES 256 _CCM (0xCO, 0xAD)

TLS ECDHE_ECDSA WITH_AES 128 CCM_8 (0xCO0, OxAE)

TLS ECDHE_ECDSA WITH_AES 256 _CCM_8 (0xC0, OxAF)

In summary, all CBC-mode and SHA-1 HMAC cipher suites were removed. CBC-mode
cipher suites are removed due to a sustained history of attacks and the universal availability of
AEAD alternatives. Cipher suites relying on SHA-1 are removed, consistent with NIST's
announced transition away from SHA-1 for all cryptographic applications by December 31
2030, future-proofing this revision against a deprecation that is already underway.

Cipher Suites for RSA Certificates (section 3.3.1.1.2)
As written

TLS 1.2 servers that are configured with RSA certificates may be configured to support the
following cipher suites:

TLS ECDHE RSA WITH_AES 128 GCM_SHA256 (0xCO, 0x2F)
TLS ECDHE _RSA WITH_AES 256 _GCM_SHA384 (0xCO0, 0x30)
TLS DHE RSA WITH_AES 128 GCM_SHA256 (0x00, 0x9E)
TLS DHE RSA WITH_AES 256 _GCM_SHA384 (0x00, 0x9F)
TLS DHE RSA WITH_AES 128 CCM (0xCO, Ox9E)

TLS DHE RSA WITH_AES _256_CCM (0xCO0, 0x9F)

TLS DHE RSA WITH_AES 128 CCM_8 (0xCO0, 0xA2)

TLS DHE RSA WITH_AES 256 _CCM_8 (0xCO0, 0xA3)

TLS ECDHE_RSA WITH_AES 128 CBC_SHA256 (0xCO0, 0x27)
TLS ECDHE_RSA _WITH_AES 256 CBC_SHA384 (0xCO0, 0x28)
TLS DHE RSA WITH_AES 128 CBC_SHA256 (0x00, 0x67)
TLS DHE RSA WITH_AES 256 _CBC_SHA256 (0x00, 0x6B)

TLS servers may be configured to support the following cipher suites when RSA certificates
are used with TLS versions 1.2, 1.1, or 1.0:

e TLS ECDHE RSA WITH_AES 128 CBC_SHA (0xCO0, 0x13)

e TLS ECDHE RSA WITH_AES 256 _CBC_SHA (0xCO0, 0x14)

e TLS DHE RSA WITH_AES 128 CBC_SHA (0x00, 0x33)

e TLS DHE RSA WITH_AES 256 _CBC_SHA (0x00, 0x39)
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As recommended

TLS 1.2 servers that are configured with RSA certificates may be configured to support the
following cipher suites:

TLS ECDHE RSA WITH_AES 128 GCM_SHA256 (0xCO, 0x2F)

TLS ECDHE_RSA _WITH_AES 256 _GCM_SHA384 (0xC0, 0x30)

TLS DHE RSA WITH_AES 128 GCM_SHA256 (0x00, Ox9E)

TLS DHE RSA WITH_AES 256 _GCM_SHA384 (0x00, 0x9F)

TLS DHE RSA WITH_AES 128 CCM (0xCO0, 0x9E)

TLS DHE RSA WITH_AES 256_CCM (0xCO, 0x9F)

TLS DHE RSA WITH_AES 128 CCM_8 (0xCO0, 0xA2)

TLS_DHE RSA WITH_AES_256_CCM_8 (0xCO, 0xA3)

In summary, our suggestion is to remove all CBC-mode and SHA-1 cipher suites for the same
reasons as the ECDSA list. DHE-based suites are retained for compatibility but ECDHE
shall be prioritized. As said before, draft-ietf-tls-deprecate-obsolete-kex proposes MUST NOT
for all FFDHE cipher suites in TLS 1.2. NIST should monitor this draft's status ahead of
finalizing the revision, as its adoption would require removing DHE suites entirely. As
with ECDSA, removing CBC-mode and SHA-1 cipher suites future-proofs the list against
deprecations already underway.

Cipher Suites for TLS 1.3 (section 3.3.1.2)
As written

TLS 1.3 servers may be configured to support the following cipher suites:
TLS AES 128 GCM_SHA256 (0x13, 0x01)

TLS AES 256 _GCM_SHA384 (0x13, 0x02)

TLS AES 128 CCM_SHA256 (0x13, 0x04)

TLS_AES 128 CCM_8 _SHA256 (0x13, 0x05)

These cipher suites may be used with either RSA or ECDSA server certificates; DSA and DH
certificates are not supported by TLS 1.3. These cipher suites may also be used with
pre-shared keys, as specified in Appendix C.

As recommended

TLS 1.3 servers may be configured to support the following cipher suites:
TLS AES 128 GCM_SHA256 (0x13, 0x01)

TLS AES 256 GCM_SHA384 (0x13, 0x02)

TLS AES 128 CCM_SHA256 (0x13, 0x04)

TLS AES 128 CCM_8 _SHA256 (0x13, 0x05)
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These cipher suites may be used with either RSA or ECDSA server certificates; DSA and DH
certificates are not supported by TLS 1.3. These cipher suites may also be used with
pre-shared keys, as specified in Appendix C.

A note on TLS_CHACHAZ20_POLY1305_SHA256 (0x13, 0x03): This cipher suite is defined as
a mandatory cipher suite in REC 8446, section 9.1 and is marked as Recommended by IANA.
Servers may support this cipher suite to achieve full compliance with RFC 8446. However,
ChaCha20-Poly1305 is not a FIPS-approved algorithm. Government servers operating under
FIPS requirements should not negotiate TLS CHACHA20_POLY1305_ SHAZ256.

In summary, the TLS 1.3 cipher suite list is unchanged. TLS_CHACHA20 POLY1305_ SHA256
note is added as an explicit note for completeness rather than silently omitting a cipher suite
that RFC 8446 designates as mandatory and IANA marks as Recommended.

Some areas not currently addressed

The revisions proposed above address areas where SP 800-52 Rev. 2 requires updating in light
of developments since 2019. The following section identifies some areas that are not currently
addressed in the document at all, but that we believe warrant inclusion in a future revision.

Post-Quantum key exchange

The post-quantum threat to TLS is not a future concern, but a present one. The
Harvest-Now-Decrypt-Later (HNDL) attack model, explicitly named by CISA, NSA, and NIST as
the primary driver of PQC migration urgency, means that TLS sessions protected only by
classical key exchange are potentially vulnerable today: adversaries collecting encrypted
traffic now can decrypt it retroactively once a cryptographically relevant quantum
computer becomes available. The urgency is now reflected in federal policy: the Executive
Order "Securing the Nation Against Advanced Cryptographic Attacks" from June 22, 2026
mandates post-quantum key establishment for federal High-Value Assets by December 31,
2030, making PQC readiness a binding deadline, not an aspiration.

NIST finalized FIPS 203 (ML-KEM) in August 2024, providing the first standardized
post-quantum key encapsulation mechanism approved for federal use. The IETF has developed
a hybrid key exchange mechanism combining classical ECDHE with ML-KEM
(draft-ietf-tls-ecdhe-mlkem), which passed IESG review in June 2026 and is pending final RFC
publication.

We recommend adding the following guidance, ideally in a dedicated Post-Quantum Readiness
section:

TLS 1.3 servers should support the X25519MLKEM768 hybrid key exchange group (0x11EC),
as defined in draft-ietf-tls-ecdhe-mlkem, in order to pave the way for post-quantum-ready TLS
connections and provide immediate protection against Harvest-Now-Decrypt-Later (HNDL)
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attacks. X25519MLKEM768 is the IANA-recommended hybrid group and is already
implemented in all major browsers. The other hybrid key exchange groups
(SecP256r1MLKEM768 (0x11EB) and SecP384r1MLKEM1024 (0x11ED)) may also be
supported for environments requiring FIPS-approved elliptic curve mechanisms. National
Security Systems shall follow NSA CNSA 2.0 guidance, which requires migration to bare
ML-KEM-1024 (a pure post-quantum key exchange) once available and interoperable, as the
hybrid transition period concludes.

DNS Certification Authority Authorization (CAA)

SP 800-52 Rev. 2 focuses on TLS implementation (e.g, cipher suites, certificates, extensions,
etc) but does not address the controls that govern how those certificates can be obtained
in the first place. A TLS server can be configured perfectly and still be compromised if an
adversary obtains a fraudulently issued certificate for the same domain from a different CA.
DNS CAA records are a straightforward, low-cost control that closes this gap by
restricting which CAs are authorized to issue certificates for a given domain. CA/B Forum
Ballot 187 made CAA checking mandatory for all publicly-trusted CAs since September 2017,
SP 800-52 Rev. 2 contains no guidance on CAA, leaving a gap between TLS configuration
guidance and the upstream controls that protect certificate integrity.

We recommend adding the following guidance, ideally in a dedicated DNS CAA section:

Government servers should configure DNS Certification Authority Authorization (CAA) records
(REC _8659), restricting certificate issuance to explicitly approved certificate authorities. For
general-purpose servers, CAA may be configured as an additional defense-in-depth control.

To illustrate both the current gap and the opportunity, we have analyzed DNS CAA record
deployment across the Tranco Top 1 Million domains®. The results underscore why guidance is
needed:

® The Tranco Top 1M domain list used in this analysis was retrieved on June 23, 2026.
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DNS CAA Record Adoption across Tranco Top 1M Domains (n=1,000,000)

B Has CAA record (6.18%)
No CAA record (93.82%)

Figure 11 DNS CAA record adoption across Tranco Top 1M domains (as of June 23, 2026)

Only 6.18% of the top 1M domains have a CAA record configured, meaning more than
93% of the internet's most trafficked domains provide no restriction on which CAs can
issue certificates for them. However, the pattern by domain rank reveals that adoption
correlates with domain prominence:

DNS CAA Adoption Rate by Domain Rank (Tranco Top 1M)
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Figure 12 DNS CAA adoption rate by domain rank bucket (as of June 23, 2026)

33.5% of the top 1,000 domains have CAA configured, declining steadily to 4.4% in the
500K—1M range. This means that even among the most well-resourced organizations on
the internet, two in three have not deployed a control that has been mandatory for CAs to
check since 2017.
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This is precisely where NIST guidance can have an outsized impact. SP 800-52 is widely
followed beyond the federal government: by vendors, contractors, cloud providers, and
standards-adopting organizations across the industry. A should recommendation for government
servers, paired with a may for general-purpose servers, would establish CAA as a recognized
security baseline in one of the most-cited TLS implementation standards in the world. The data
suggests the barrier is not technical complexity, but rather just awareness and prioritization.

Certificate Lifecycle Automation

SP 800-52 Rev. 2 does not address how TLS certificates are obtained, renewed, or revoked
operationally. This was a reasonable omission in 2019, when maximum certificate validity was
measured in years and manual renewal cycles were manageable. It is no longer reasonable:
CA/Browser Forum Ballot SC081v3 establishes a binding schedule reducing maximum
certificate validity to 200 days (March 2026), 100 days (March 2027), and 47 days (March
2029). At 47-day validity, manual certificate management at any meaningful scale is
operationally untenable. Organizations renewing certificates manually would need to do so
approximately eight times per year per certificate. Automated certificate lifecycle management is
no longer optional in practice; it is a prerequisite for compliance with the CA/B Forum schedule.
SP 800-52 Rev. 3 should acknowledge this directly.

We recommend adding the following guidance:

Organizations may implement automated certificate lifecycle management using standard
protocols such as the Automatic Certificate Management Environment (ACME, RFC 8555).
Automated certificate management reduces the risk of certificate expiry, eliminates manual
renewal errors, and is increasingly necessary to keep pace with the certificate validity
reductions established by CA/Browser Forum Ballot SC081v3. Organizations operating
publicly-trusted TLS servers should treat automated certificate renewal as a baseline
operational requirement ahead of the 47-day maximum validity deadline of March 15, 2029.

Application Layer Protocol Negotiation (ALPN)

SP 800-52 Rev. 2 does not address ALPN. The ALPACA attack demonstrated that when TLS
certificates are shared across services operating different application protocols, an attacker can
redirect a client's TLS connection to an unintended service, turning a web server's certificate
into a vehicle for cross-protocol attacks. The root cause is that TLS alone does not bind a
connection to a specific application protocol. ALPN (REC 7301) closes this gap by negotiating
the intended protocol during the TLS handshake.

We recommend adding the following guidance:

TLS servers should enforce ALPN (RFEC 7301) and should be configured to reject connections
that do not present an expected application protocol identifier. Servers should not accept
ALPN identifiers associated with protocols they do not intend to serve. This is consistent with
REC 9325, which designates ALPN support as a MUST for TLS implementations, and
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provides mitigation against cross-protocol attacks such as ALPACA that exploit the absence
of application-layer protocol binding in TLS.

Encrypted Client Hello (ECH)

TLS 1.3 encrypts certificates and most handshake messages, but the Server Name Indication
(SNI) field has remained in plaintext, visible to any passive observer on the network path. REC
9849, published March 2026, standardizes Encrypted Client Hello, which encrypts the inner
ClientHello (including the real SNI) using a public key the server publishes in a DNS
HTTPS/SVCB record. ECH is TLS 1.3-only by design. For government servers handling
sensitive traffic, plaintext SNI exposure represents a meaningful metadata leak, since the
destination hostname of every TLS connection is visible to network-level observers regardless
of payload encryption.

We recommend adding the following guidance:

Government TLS servers and clients may support Encrypted Client Hello (REC _9849) to
prevent passive observers from determining the destination hostname of TLS connections
from the plaintext SNI field. ECH is only available on TLS 1.3 connections, and its security
guarantees depend on the integrity of DNS records carrying the ECH public key, making
DNSSEC adoption a complementary prerequisite.
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16. Comments from Anupam Kumar Pandey, Jul

Dear Crypto Publication Review Board,

Greetings ¥ ¥

Appreciation to all the contributors, for an Excellent Draft (Publication).

¢ | recommend that SP 800-52 Rev. 2 replace the blanket "should" requirement for TLS 1.2
with a conditional allowance.

Servers should be permitted to support TLS 1.2 only if legacy client constraints demand it.
Furthermore, any permitted TLS 1.2 deployment must be bound to a strict profile: enforcing
ephemeral Diffie-Hellman (ECDHE/DHE) for perfect forward secrecy, requiring secure
handshake signature algorithms (SHA-256 or higher), and completely prohibiting legacy
CBC-mode ciphers to mitigate padding oracle vectors.

Transitioning the baseline to TLS 1.3 optimizes the cryptographic boundary by enforcing 1-
RTT handshakes and reducing state machine complexity. Moving TLS 1.2 to a conditional
"may" allows modern federal deployments to completely eliminate legacy protocol
vulnerabilities while providing a structured, risk-accepted exception process for legacy
systems that cannot upgrade.

Thank you so much.

Best wishes &

Anupam Kumar Pandey [SME]
Senior Cyber Security Professional
WG Member: IEEE, IEC, ITU, NIST
WG Member: UNESCO GEP, OSMI
NICE CyberSec Career Ambassador
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17. Comments from SafelLogic Inc. (Aryeh Archer), July 9, 2026

Hello,

Please find attached SafeLogic Inc.'s comments on the NIST's request for feedback on SP
800-52 Rev. 2. Please let us know if you have any questions.

Best,

Aryeh

Director, Operations and Compliance
www.safelogic.com
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To the NIST Crypto Publication Review Project,

Thank you for the opportunity to provide comments on this standard. Please see comments below from
Safelogic Inc. on NIST’s request for feedback on SP 800-52 Rev2.

These comments all relate to the current Section 3.3 — Cryptographic Support.

1. Although TLS 1.3 cipher suites only specify the AEAD and hash algorithms, we recommend also
specifying that operators should use FIPS approved algorithms for key exchange and digital
signatures, negotiated via the supported_groups and key_share extensions (for key exchange)
and the signature_algorithms extension (for digital signatures).

Consider including a new section that more explicitly details which options are FIPS approved /
allowed for key exchange and for signing. The exact contents of the section are likely to depend
on the status of the IETF drafts.

2. Given the dynamic nature of hybrid PQC standards, we recommend that any included guidance
on PQC hybrid KEMs and PQC hybrid signatures remains more general.

For explicit lists of FIPS approved/allowed groups, etc., we recommend referring to a location
that is easier to update, such as the FIPS 140-3 IG or a dedicated CSRC page.

3. Please note that hybrid key agreement groups (per https://datatracker.ietf.org/doc/draft-ietf-
tls-ecdhe-mlkem/) can be used as approved security services in FIPS 140, as specified in IG D.S.
PerIGD.S:

a. The claimed security strength of the hybrid scheme comes from ML-KEM.

b. SecP256r1MLKEM768 and SecP384r1MLKEM1024 fall under IG D.S Scenario 2, approved
ML-KEM with approved non-ML-KEM

€. X25519MLKEM768 fall under IG D.S Scenario 2, approved ML-KEM with non-approved
non-ML-KEM (no security claimed)

d. Additional Comment #8 specifies the FIPS conformance statuses of draft IETF hybrid key
exchange protocols (this draft and X-Wing).

4. We are not aware of any intended on IGs on hybrid digital signatures. Our understanding is that
hybrid signatures are FIPS approved as long as they include one FIPS approved signature
algorithm.

Best regards,
Aryeh Archer
Director, Operations and Compliance

www.sdfelogic.com
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18. Comments from U.K. NCSC (Peter Campbell), July 10, 2026

Dear NIST,

The UK’s National Cyber Security Centre (NCSC) sees NIST specifications as a valuable reference
point for producing our own guidance and welcomes the opportunity to comment on SP 800 52r2.

The scope of the NCSC’s TLS guidance [1,2,3] is different from NIST’s; our guidance is aimed at all
organisations in the UK, whereas NIST’s is “primarily designed for federal users and system
administrators”. However, NCSC guidance is written with provision of UK government services as a
primary use case; all UK citizens need to be able to access UK government services and be confident
that their information is protected while doing so. As such, we hope we can offer perspectives on UK
government use of TLS that may be of use in updating NIST’s guidelines.

NIST asked for feedback on three questions:

1. Is there a strong reason for NIST to continue to recommend that servers should support TLS
1.2, or can the recommendation be changed such that servers may support TLS 1.2?

We think that, for the time being, recommending that servers should support TLS 1.2 is the right
approach. TLS 1.2 continues to offer adequate security for many users, and citizens are likely to
access government websites from a wide variety of client devices; many factors cause citizens to
hold on to old technology that no longer receives updates. Eventually those users cannot expect their
traffic to remain secure unless they upgrade, as the IETF does not plan to add more features to TLS
1.2 [4], and that includes the use of post-quantum cryptography.

“Should” (per the definition in RFC 2119) provides sufficient latitude for cases where system
administrators have complete control over all TLS clients and servers that consume/offer a network
service and can be confident that disabling TLS 1.2 will have no adverse effects (in line with the
current guidance on this topic in section 3.1). Additionally, any cryptographic protocol
implementation may contain errors that could be exploited by attackers, even if the protocol itself is
sound; some network equipment manufacturers may choose not to implement TLS 1.2 at all to
reduce attack surface, even though there's nothing inherently insecure about TLS 1.2 as a protocol.

2. Are there sectors or applications where it is common for non-government client devices that
do not support TLS 1.3 (or TLS 1.2) to connect to government servers?

In the case of UK public sector online services, non-government client devices that only support TLS
1.0 and/or TLS 1.1 are sufficiently uncommon that we feel comfortable recommending that servers

disable support for those versions of TLS.

3. Isthere a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1 if the system
administrator determines that it is necessary?

Our own guidance provides legacy algorithm profiles for TLS 1.0 and TLS 1.1, but these are only for
use in cases where those TLS versions cannot be disabled. TLS 1.0 and TLS 1.1 don’t offer adequate
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security for modern networks and hence should be disabled, but if more modern TLS versions aren’t
available, they can be used as an interim measure only.

System administrators in this scenario should have a plan to migrate to platforms that support
modern versions of TLS. This could be part of a post-quantum cryptography migration plan. NIST may
also want to provide advice on alternative methods for mitigating the risks associated with continued
use of TLS 1.0 and TLS 1.1 if an upgrade isn’t possible, e.g. because critical infrastructure is no longer
receiving updates and replacing that infrastructure isn’t feasible.

References

[1] https://www.ncsc.gov.uk/guidance/using-tls-to-protect-data

[2] https://www.ncsc.gov.uk/guidance/provisioning-and-managing-certificates-in-the-web-pki
[3] https://www.ncsc.gov.uk/collection/in-house-public-key-infrastructure

[4] https://datatracker.ietf.org/doc/draft-ietf-tls-tls12-frozen/

Best,
Peter
Peter Campbell

Technical Director
International Standards

OFFICIAL
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19. Comments from Enterprise Information Security (Joshua Holt), July 10, 2026

Good afternoon,
| think I’m just under the deadline for submitting these comments!

1. Isthere a strong reason for NIST to continue to recommend that

servers should support TLS 1.2, or can the recommendation be changed such

that servers may support TLS 1.2?
TLS 1.2 is considered secure for current cryptography models when approved cipher suites
are used. However, TLS 1.2 is feature frozen and is not expected to receive post quantum
cryptography support. Therefore, in alignment with NIST SP 800-131A Rev. 3 Initial Public
Draft (Transitioning the Use of Cryptographic Algorithms and Key Lengths), since TLS 1.2 is
expected to be deprecated in its entirety in 2030, the recommendation should take this into
consideration and begin the transition process.

2. Are there sectors or applications where it is common for non-government client
devices that do not support TLS 1.3 (or TLS 1.2) to connect to government
servers?

Within financial services, TLS 1.3 is widely supported for Internet-facing applications but still
faces challenges for adoption in internal systems. We expect most systems to migrate to TLS
1.3 over the next five years during the migration to post quantum key exchange. Devices and
applications that do not support TLS 1.2 are rare and typically indicate significant application
constraints or end of life.

3. lIsthere a compelling reason to conditionally allow support for TLS 1.0 or TLS 1.1
if the system administrator determines that it is necessary?
No. There is no combination of cipher suite that is considered secure, even in today’s
classical setting, when running on versions of TLS older than 1.2. TLS 1.2 has been available
since 2008 and should be the baseline minimum for a secure system.

Thank you for your consideration!

Joshua Holt
Director, Security Engineering
Enterprise Information Security (EIS)
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