Documentation Related TEs

TE Number

TE02.03.01

TE02.03.02

TE02.09.01

TE02.11.01

TE02.11.02

TE02.12.01

TE02.13.01

TE02.13.02

TE02.14.01

TE02.15.02

TE02.15.06

TE02.15.07

TE02.15.08

TE02.15.09

TE02.15.10

TE02.15.11

TE02.15.12

TE02.15.13

TE02.15.14

TE02.16.01

TE02.16.02

TE02.16.03

TE02.16.05

Category

Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify from Documentation

Verify from Documentation

Verify Documentation Includes
Verify from Documentation

Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes

Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By

AnnexB

AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB

Information Documented

Module Type

Component List

Algos, Functions, Processes, Components
Module Name, Components
Module Name, Components
Versions

Excluded Component List

Excluded Component Rationale
Excluded Component List
Component List, Boundary, Diagram
Block Diagram

Block Diagram

Physical Parameters

Block Diagram

Block Diagram

Block Diagram

Block Diagram

Code List, Services, Memory Devices
Processor List, Hardware Components
Software Component List

Software Component List

Software Component List, Boundary, Block
Diagram

Software Component List, Block Diagram
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TE Number

TE02.17.01

TE02.17.02

TE02.17.03

TE02.17.05

TE02.17.06

TE02.17.07

TE02.17.08

TE02.17.09

TE02.17.10

TE02.18.01

TE02.19.01

TE02.20.01

TE02.20.02

TE02.20.03

TE02.20.04

TE02.21.01

TE02.21.02

TE02.22.01

TE02.24.01

TE02.26.01

TE02.26.02

TE02.30.01

TE03.01.01

TE03.01.02

Category

Verify Documentation Includes
Verify Documentation Includes

Verify Documentation Includes

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes

Verify Documentation Includes

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify from Documentation

Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By
AnnexB

AnnexB

AnnexB

AnnexB
AnnexB
AnnexB

AnnexB

AnnexB
AnnexB
TE

AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

Information Documented

Firmware Component List
Firmware Component List

Firmware Component List, Boundary, Block
Diagram

Firmware Component List,
Block Diagram
Block Diagram
Block Diagram

Processor List, Code List, Services, Memory
Devices

Processor List, Hardware List
Module Type

Approved Mode Description
Approved Algo List
Non-Approved Function Llist
Vendor Affirmed List
Vendor Affirmed Implementations
Non-Approved List
Non-Approved List

CSP List

Service Indicator

Degraded Operation
Degraded Operation

Service Indicator

Ports and Interfaces List

Everything!
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TE Number

TE03.01.03

TEO03.02.02

TE03.03.01

TE03.04.01

TE03.07.01

TEO03.07.03

TE03.07.05

TE03.07.06

TE03.07.07

TEO03.09.01

TE03.10.01

TE03.10.03

TE03.10.05

TE03.11.02

TEO03.13.01

TEO3.14.01

TEO03.14.02

TE03.14.03

TEO03.15.01

TE04.02.01

TE04.03.01

TE04.05.01

TE04.06.01

TE04.07.01

Category

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Both

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify from Documentation

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

By
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB

AnnexB

Information Documented

Interfaces, Ports

Interfaces, Ports

Interfaces, Ports

Interfaces

Data Output Interface Operation

Data Output Interface Operation

Data Output Interface Operation and Design
Data Output Interface Operation and Design
Data Output Interface Operation and Design
Control Output Interface Operation

Control Output Interface Operation, Error States
Control Output Interface Operation

Control Output Interface Operation

External Status Output Device

Power Output, Interface, Port

Interface and Port Operation

Interface and Port Operation

Interface and Port Operation

Data Input Interface Operation and Design
Concurrent Operator Design

19790 A.2.4

Roles, Services

Roles, Services

Maintenance Access Interface
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TE Number

TE04.07.02

TE04.11.01

TE04.13.02

TE04.14.01

TE04.18.01

TE04.19.01

TE04.20.01

TE04.20.02

TE04.21.01

TE04.22.01

TE04.25.01

TE04.35.01

TE04.37.01

TE04.38.01

TE04.39.01

TE04.42.02

TE04.43.01

TE04.44.01

TE04.45.01

TE04.47.01

TE04.48.01

TE04.50.01

TE04.50.02

TE04.51.01

Category

Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify from Documentation
Verify from Documentation
Verify from Documentation
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

By

AnnexB

TE

AnnexB

AnnexB

AnnexB

AnnexB

AnnexB

AnnexB

AnnexB

Information Documented

Maintenance Role

Services

Versions

Services

Bypass Capability

Bypass Capability Operation
Bypass Capability

FSM and Other

Bypass Capability Operation
Service, Indication ?
Self-Initiated Operation
Sw/Fw Loading
Authentication, Roles

Role Modification
Authentication, Roles & Operation
Authentication, Roles & Operation
Authentication Operation
Authentication Protection
First Time Authentication
Authentication Functions
Authentication
Authentication
Authentication

Authentication

Page 4 of 10



TE Number

TE04.51.02

TE04.54.01

TE04.55.01

TE04.56.01

TE04.59.01

TEO05.02.01

TE05.05.02

TE05.05.03

TE05.05.04

TEO05.07.01

TEO05.12.01

TEO5.16.01

TE05.16.02

TE05.17.01

TE06.03.01

TE06.07.01

TE06.09.01

TE06.19.01

TE06.20.01

TE07.01.01

TE07.09.01

TE07.09.02

TE07.10.01

TE07.11.01

Category

Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Both

Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Both

Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By

AnnexB

TE

AnnexB

AnnexB

AnnexB

TE

AnnexB

AnnexB
AnnexB
AnnexB

AnnexB

Information Documented

Authentication
Authentication Operation
Authentication Operation
Roles, Authentication
Multi-Factor Authentication
19790 - A.2.5

Cavp Cert

MAC Calculation Process
Integrity Test Process

EDC Information
Command Set and Parameters
Services

Services Operation
Integrity Technique

OE Information

OE Restrictions

OS Description

OS Configuration

Admin Guidance

Phys Sec Mechanisms
Embodiment

Security Levels

Zeroisation Response Time

Maintenance Interface
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TE Number

TE07.12.01

TE07.15.02

TEO07.37.02

TE07.39.01

TE07.42.01

TE07.50.01

TE07.51.01

TE07.51.03

TEO07.57.01

TEO7.65.01

TEO7.65.03

TE07.71.01

TE07.73.01

TEO07.77.04

TE07.81.03

TE09.01.01

TE09.02.01

TE09.03.01

TE09.04.01

TE09.04.02

TE09.05.01

TE09.06.01

TE09.06.02

TE09.06.03

Category

Verify from Documentation

Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify from Documentation

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

By

TE

TE

AnnexB

TE

AnnexB
AnnexB

AnnexB

Information Documented

Maintenance Interface
Standard Passivation

Coating

Enclosure Removal and Other
Coating

Coating Material

Doors or Covers

Which Option

Tamper Circuitry

Doors or Covers

Which Option

Tamper Circuitry

EFP/EFT Selection and Approach
Temp and Volt Ranges

Temp and Volt Ranges
Protection of CSPs

Protection of PSPs
Input/Output and Association
SSPs

SSPs

ISOA.2.9

RBGs

RBGs

RBG
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TE Number

TE09.07.01

TE09.08.01

TE09.08.02

TE09.09.01

TE09.09.02

TE09.10.01

TE09.10.02

TE09.13.01

TE09.13.02

TE09.16.01

TE09.16.02

TE09.19.01

TE09.23.01

TE09.23.02

TE09.25.01

TE09.27.01

TE09.28.01

TE09.28.05

TE09.29.01

TE09.31.01

TE09.32.01

TE09.33.01

TE09.36.01

TE09.37.01

Category

Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By
AnnexB

AnnexB

AnnexB
AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB

AnnexB

TE

AnnexB

AnnexB

Information Documented

Entropy String

Entropy Rationale

SSP Generation - Entropy Method
SSP Generation

SSP Generation

SSP Establishment

SSP Establishment

SSP1/0

I/0 Encryption Method
Plaintext CSP Output
Plaintext CSP Output
SSP1/0

Split Knowledge

Split Knowledge

Key Storage and Association
PSP Modification
Zeroization

Procedural Zeroization
Zeroization

Zeroization

Temporary SSP Zeroization
Zeroization Status
Zeroization Timing

All SSPs Zeroized
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TE Number

TE10.07.01

TE10.07.02

TE10.08.01

TE10.08.02

TE10.09.02

TE10.12.01

TE10.12.02

TE10.24.01

TE10.25.01

TE10.33.01

TE10.34.01

TE10.37.01

TE10.37.02

TE10.37.03

TE10.53.01

TE11.01.01

TE11.03.01

TE11.04.01

TE11.04.02

TE11.04.03

TE11.04.04

TE11.05.01

TE11.06.01

TE11.08.01

Category

Verify from Documentation
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify from Documentation
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By
AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB
AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB

Information Documented

List of Self-Tests

Error Conditions

Error States and Indicators
Self-Test Error Handling
Error State — Functions Inhibited
Error Log Access

Error Log Info

Critical Functions
Conditional Self-Tests
Comparison Tests
Fault-Detection Tests
Load Test Authentication
Load Test Integrity

Load Test Integrity
Pre-Op Self-Tests

Config Mgt, etc.

Config Mgt System
Configuration List

Config Mgt

Config Mgt

Config Mgt Versions
Config Mgt Controls
Config Mgt

FSM
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TE Number

TE11.08.02

TE11.08.03

TE11.08.04

TE11.08.05

TE11.08.07

TE11.08.08

TE11.08.10

TE11.08.11

TE11.13.01

TE11.13.02

TE11.15.01

TE11.15.02

TE11.16.01

TE11.17.01

TE11.18.01

TE11.19.01

TE11.21.01

TE11.23.01

TE11.25.01

TE11.26.01

TE11.29.01

TE11.29.02

TE11.30.01

TE11.31.01

Category

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify from Documentation

Verify from Documentation

Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required
By

Information Documented

FSM

FSM

FSM

FSM

FSM

FSM

FSM

FSM

FSM

FSM

Software, etc.

Config Mgt

Source Listings
Schematics or HDL
Schematics or HDL
Integrity and Authentication
Software Tools
Development Tools
Hardware Components
Software Development Info
Vendor Functional Testing
Vendor Functional Testing
Automated Security Tools

Low-level Testing
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TE Number

TE11.32.01

TE11.33.01

TE11.34.01

TE11.35.01

TE11.36.01

TE11.37.01

TE11.38.01

TE11.39.01

TE12.01.01

TE12.02.01

TE12.04.01

TE12.04.02

TE12.04.03

TEA.01.01

TEB.01.01

TEB.02.01

TEB.03.01

TEB.03.02

Category

Verify Documentation Includes
Verify from Documentation

Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes
Verify Documentation Includes

Verify Documentation Includes

Tuesday, May 14, 2024

Source Required

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

SP

By

AnnexB

AnnexB
AnnexB
AnnexB
AnnexB

AnnexB

AnnexB

AnnexB

AnnexB

TE
TE
TE

TE

Information Documented

Install/etc. Procedures
Delivery Security Procedures
Delivery Security Procedures
Initial Authentication
Sanitization Procedures
Destruction Procedures
Administrator Guidance
Non-Administrator Guidance
Mitigation of Attacks
Mitigation of Attacks
Mitigation of Attacks
Mitigation of Attacks
Mitigation of Attacks
Everything...

All of the SP

Order of the SP

SP Non-Proprietary

SP Allows Copying
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