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1. Introduction  

 Purpose and Scope 

The Cyber Incident Data Analysis Repository (CIDAR) is a proof-of-concept research and 
educational resource for anonymously sharing, storing, aggregating, and analyzing cyber 
incident data to inform cyber risk management practices. This resource could enable 
information sharing among the Federal government and enterprise risk owners to facilitate 
awareness of current and historical cyber risk conditions and longer-term cyber risk trends to 
enhance cyber risk mitigation strategies.   

 Relation to Other NIST Publications 

Cybersecurity Framework (CSF) 2.0 provides guidance to industry, government agencies, and 
other organizations to manage cybersecurity risks. It offers a taxonomy of high-level 
cybersecurity outcomes that can be used by any organization to better understand, assess, 
prioritize, and communicate its cybersecurity efforts. 
 
NIST SP 800-161r1 Cybersecurity Supply Chain Risk Management Practices for Systems and 
Organizations guides organizations on identifying, assessing, and mitigating cybersecurity risks 
throughout the supply chain and serves as a reference in parsing the survey questionnaires to 
the organization risk management level’s activities. 

 Audience 

The survey is intended for organizations that benefit from a trusted cyber incident data 
repository to anonymously share, store, aggregate, and analyze sensitive cyber incident data. It 
can be used by cyber practitioners involved in cybersecurity analysis, planning, and risk 
management. 

 Document Organization 

 Terminology 

Cybersecurity incident reporting; cybersecurity data analytics; cybersecurity supply chain 
(CSSC); cybersecurity risk management (CSRM) 

2. CIDAR Overview 

The CIDAR is a cloud-based application composed of a data collection front end, a data 
repository, and a functional analytics component.  The data collection is in the form of a survey, 
which provides a series of questions for the participants to address in a secured and 
anonymized environment. The survey response data is stored in a relational database. The 
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functional analytics component contains interactive graphical displays of aggregate survey data 
to show relationships and trends related to cybersecurity incidents.   

 Anonymous Entry 

The application does not require users to log in or track their IP address or cookies to avoid 
collecting personally identifiable information (PII). Upon completing the survey, a link is made 
available to the respondent to update new information related to an incident. Once the user 
session ends, all information that could be used to identify the user will become inaccessible, 
and the only option to access the entered data is through the provided link.  This approach 
balances maximizing privacy and security for all users and the availability of cyber incident 
information updates. 

 Data Collection  

The data collection function is in the form of a survey with a series of questions. The answers to 
the questions vary from simple yes/no, Likert scale selection to free text. This survey enforces 
input validation for format consistency and checks for sensitive personal information such as 
Birthdays, Social Security Numbers, and Passport numbers. 

 Secure Data Handling  

This questionnaire use case describes the interactions of an anonymous user with the system as 
the participant utilizes the questionnaire survey interface to enter cyber incident information 
(Figure 1). The data is protected in a secure environment and is encrypted at rest and in transit. 
The token associated with the user session is randomly regenerated, so it cannot be retraced 
after the session closes. 
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Fig. 1. Questionnaire Interaction 

3. Application Utilization  

 Preparation  

The survey questionnaire requires data from multiple departments and teams at different 
levels of the organization.  Since the workflow is designed for a single-person entry for the 
organization, we highly recommend that the responses to the survey questionnaire be collected 
as part of preparation before data entry into the survey.  Furthermore, the survey considers the 
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cascading effects and recovery activities, so it is more beneficial to enter completed incidents.   
The complete questionnaire is available in the appendix of this user guide.  

 Navigation Instruction 

The survey tool's web interface is compatible with Internet Explorer and Chrome. The user 
guide and survey questionnaire are available as PDFs on the Cyber Incident Data Analysis 
Repository (CIDAR) front page.  

  

Fig. 2. Cyber Incident Data Analysis Repository (CIDAR) Front Page 
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When all the information is collected and ready to be entered into the survey, proceed to the 
survey tool page and start the survey.   

The survey tool is composed of sixteen expandable sections: Context, Incident Type, Incident 
Severity, Pre-Incident Posture, Incident Timeline, Threat Goals, Causes, Assets, Impact Type, 
Incident Detection, Incident Response, Skill Sufficiency, Mitigation, Costs, Vendor Support, and 
Related Events.  Responses to each section are to be completed sequentially.  The button at the 
bottom of each page directs the respondent to the next section.   

Section 1: Context 

This section provides contextual information about the organization reporting the incident and 
captures generic information about a contributing organization. The organization's identity is 
not collected to preserve its anonymity and privacy. 

Section 2: Incident Type 

This section captures a plain-language descriptor of the incident to help provide a summary 
insight into the nature of the incident.  

Section 3: Incident Severity 

This section captures an incident's relative scale or scope within the context of the incident 
contributor’s industry and circumstances. 

Section 4: Pre- Incident Posture 

This section captures the cyber risk management practices, procedures, regulations, and 
standards compliance approaches that an organization had in place during an incident. 

Section 5: Incident Timeline 

This section captures the date of detection of a cyber incident and the date of effective control. 

Section 6: Threat Goals 

This section captures the assets that appear to have been targeted for destruction, disruption, 
theft, disclosure, and actions contrary to an organization’s interests to an attacker’s apparent 
motivation or desired outcome for the attack. 

Section 7: Causes 

This section combines the contributing causes and specific control failures.  It identifies the 
multiple contributing causes that could reveal attack patterns to inform cybersecurity risk 
assessments and provides a set of circumstances where a security control did not operate 
effectively to withstand an incident. 

Section 8: Assets 

This data category focuses on what assets were implicated and how they were affected during a cyber 
incident.   
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Section 9: Impact Type 

This section captures the specific effects of an incident on all affected parties. 

Section 10: Incident Detection 

This section captures the techniques used to identify an incident and their effectiveness. 

Section 11: Incident Response 

This section captures the actions, methods, procedures, and tools used to respond to an incident and 
to resolve it, as well as their effectiveness. 

Section 12: Skill Sufficiency 

This section captures the availability and sufficiency of an organization’s internal capacity and skills to 
quickly address and resolve incidents during event detection, characterization, response, and recovery. 

Section 13: Mitigation 

This section captures the long-term actions taken to stop incidents and prevent similar future 
occurrences. 

Section 14: Costs 

This section captures the financial and other quantifiable costs incurred from an incident. 

Section 15: Vendor Support 

This section captures the vendor's participation in assessing and resolving a cyber incident. 

Section 16: Related Events 

This section provides incident-specific context to a given report shared into a repository to help 
discern broader contexts that could help similarly situated organizations in the future. 
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4. Analysis Views 

Once the survey is completed, the aggregated data will be viewable through interactive 
graphical interfaces for users to explore and gain insights.  Since the repository still needs to be 
populated, representative interactive graphs using simulated data are provided.  These graphs 
illustrate possible ways to expose trends and relationship information.  The graphs have 
selectable categories such as attacker’s goals, affected organization sizes, and assets impacted.  
They can be viewed with selected time frames and intervals. Future rollouts will expand on 
interactive viewing capabilities.   

5. Further Research and Capabilities 

To support continuing research and information sharing to improve cybersecurity risk 
management efforts, future phase rollouts will include additional views of the anonymized 
aggregated data and capabilities to export data for researchers and analysts.   

To help users see the relationship of the survey questionnaire to the Cyber Security Framework 
(CSF), the mapping to CSF2.0 is provided in Appendix B.  Mapping is of the categories and 
subcategories have active links to the National Online Informative References (OLIR) catalog 
through the Cybersecurity and Privacy Reference Tool (CPRT) which will help users draw upon 
multiple related NIST resources for further research to build or refine the cybersecurity 
management approach. 

 

https://cyberchain8stg.prod.acquia-sites.com/cidar/
https://csrc.nist.gov/Projects/olir
https://csrc.nist.gov/projects/cprt/learn
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Appendix A. List of Symbols, Abbreviations, and Acronyms 

Selected acronyms and abbreviations used in this paper are defined below. 

CPRT  Cybersecurity and Privacy Reference Tool 

OLIR  National Online Informative References 

CSF  Cybersecurity Framework 

Appendix B. Survey Questionnaire Mapping 

Below is the mapping of the survey questionnaire to the CSF 2.0 functions, categories, and 
subcategories.  The categories and subcategories have active links to the National Online 
Informative References (OLIR) catalog, which will provide further mapping to additional NIST 
resources. As with all mappings, these may not represent all possible mappings due to context 
and other factors.   
 

 

https://www.hsdl.org/c/view?docid=767778
https://www.hsdl.org/c/abstract/?docid=788825
https://www.hsdl.org/c/abstract/?docid=788824
https://csrc.nist.gov/Projects/olir
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CIDAR Data 
Categories 

Survey Questions Survey Response Choices CSF 2.0 
Function(s) 

CSF Categories CAT 
ID(s) 

SubCAT 
ID(s) 

Context  What is your main industry 
sector? 

Accounting/Finance 
 Advertising/Public Relations 
 Aerospace/Aviation 
 Arts/Entertainment/Publishing 
 Automotive 
 Banking/Mortgage 
 Business Development 
 Business Opportunity 
 Clerical/Administrative 
 Construction/Facilities 
 Consumer Goods 
 Customer Service 
 Education/Training 
 Energy/Utilities 
 Engineering 
 Government/Military 
 Healthcare 
 Hospitality/Travel 
 Human Resources 
 Installation/Maintenance 
 Insurance 
 Internet 
 Law Enforcement/Security 
 Legal 
 Management/Executive 
 Manufacturing/Operations 
 Marketing 
 Non-Profit/Volunteer 
 Pharmaceutical/Biotech 
 Professional Services 
 Real Estate 
 Restaurant/Food Service 
 Retail 
 Sales 

Govern Organizational 
Context 

GV.OC  GV.OC-01  

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-01
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 Science/Research 
 Skilled Labor 
 Technology 
 Telecommunications 
 Transportation/Logistics 
 Other 

  Does your organization 
consider itself to be a small, 
small-medium, medium, or 
large business? 

Organization Size 
  Small Business 
  Small-Medium Business  
  Medium Business 
  Large Business 
 
Organization Size Definition 
  Small → Less than 100 employees 
  Small-Medium → 100 - 999 employees 
  Medium → 1,000 - 9,999 employees 
  Large → 10,000 employees or more 

Govern Organizational 
Context 

GV.OC  GV.OC-01  

  How long has your 
organization been dedicating 
resources to cybersecurity? 

Started within the last year 
1-3 years 
3-5 years 
More than five years 
N/A 

Govern Policy GV.PO GV.PO-01 

  Does your organization have 
someone responsible for 
cybersecurity/ information 
security, such as a CISO (Chief 
Information Security Officer) 
or Chief Security Officer 
(CSO)? 

Yes 
No 

Govern Roles, 
Responsibilities, 
and Authorities 

GV.RR GV.RR-02 

  Did your organization have 
someone responsible for 
cybersecurity/ information 
security, such as a CISO (Chief 
Information Security Officer) 
or Chief Security Officer 

Yes 
No 

Govern Roles, 
Responsibilities, 
and Authorities 

GV.RR GV.RR-02 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR-02
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(CSO), at the time of the 
incident? 

Incident Type Please identify the major 
category description that best 
fits this incident. 

 Distributed Denial of Service (DDOS) 
 Destructive WORM 
 Ransomware/Extortion 
 Data Theft 
 Web-page Defacement 
 Malware 
 Zero-day Malware Attack 
 SCADA or Industrial Control System Attack 
 Accident/Human Error 
 System Failure 
 Natural or Man-made (Physical) Disaster 
 Storage/Back-up Failure 
 Network Intrusion 
 Third-Party Event 
 Phishing 
 Industrial Espionage 
 Physical Sabotage 
 Configuration Error 
 Insider Attack 
 Lost Device 
 Outage 
 Other/ Additional Entry 

Detect 
Respond 

Adverse Event 
Analysis  
Continuous 
Monitoring  
Incident 
Management 

DE.AE 
DE.CM 
RS.MA 

DE.AE-02 
DE.CM-09 
RS.MA-03 

  Has a Common Vulnerability 
and Exposure (CVE) identifier 
associated with the incident 
been assigned? If so, please 
provide below: 

CVE number Identify 
Detect 

Risk 
Assessment  
Adverse Event 
Analysis  

ID.RA 
DE.AE 

ID.RA-01 
DE.AE-08 

Severity of 
Incident 

On a scale of 1 to 5, how 
severe was the impact of the 
incident? 

Financial or Financial or Asset Loss  
   Impact level 1: 1% sales or <$10K  
   Impact level 2: 1% - 5% sales or $10K-100K  
   Impact level 3: 6% - 10% sales, or $100K-$1M  
   Impact level 4: 11% - 20% sales, or $1M - $10M  
   Impact level 5: > 20% sales or >$10M  
 
Time-to- Market Delay  

Respond Incident 
Analysis 
Incident 
Management 

RS.AN 
RS.MA  

RS.AN-08 
RS.MA-03 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
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   Impact level 1: 1 day  
   Impact level 2: 1 week  
   Impact level 3: month  
   Impact level 4: 3 months  
   Impact level 5: 6 months  
 
Product Quality  
   Impact level 1: No effect on health or safety, No 
product recall  
   Impact level 2: Possible effect on health and 
safety, Product recall from single market 
   Impact level 3: Potential minor effect on health 
and safety, Product recall from more than one 
market 
   Impact level 4: Potential significant health/safety 
effects, National product recall 
   Impact level 5: Potential severe effect on health 
and safety, Global product recall 
 
Environment  
  Impact level 1: Negligible or no environmental 
effect  
  Impact level 2: Limited, Localized environmental 
damage  
  Impact level 3: Temporary / Recoverable 
environmental damage < 1 yr  
  Impact level 4: Significant environmental damage 
> 1 yr  
  Impact level 5: Environmental disaster, 
Chronic/Permanent damage  
 
Health & Safety  
   Impact level 1: No effect on health or safety  
   Impact level 2: Injury or illness requiring medical 
attention but no lost time  
   Impact level 3:  Injury or illness requiring medical 
attention and lost time/job restriction  
   Impact level 4: Injury or illness causing prolonged 
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impairment  
   Impact level 5: Fatality or adverse permanent 
health effects  
 
Legal  
   Impact level 1: Minimal legal issues, No fines, No 
actions 
   Impact level 2: Inquiries, Potential fines, 
Individual civil actions 
   Impact level 3: Investigations, Fines, Possible 
litigation 
   Impact level 4: Potential criminal prosecution, 
Significant fines, Litigation  
   Impact level 5: Potential imprisonment, Huge 
fines, Prolonged/multiple litigations  

Use of a 
Cyber Risk 
Management 
Framework 

Does your organization use a 
cyber risk management 
framework, best practice, 
regulation, or standard as 
part of its cyber risk 
management activities?  

Yes 
No 

Govern Risk 
Management 
Strategy 
Cybersecurity 
Supply Chain 
Risk 
Management 

GV.RM 
GV.SC 

GV.RM-06 
GV.SC-05 

  If you are required to be 
certified compliant with a 
technical regulation or 
standard, how are you 
assessed? 

Self-Assessed 
Self Assessed with Third-Party Validation 
Third-Party Assessment and Validation 
Post-Market Surveillance 
N/A: Not Required 

Govern 

 
Cybersecurity 
Supply Chain 
Risk 
Management 

 

GV.SC 
 

 

GV.SC-05 
GV.SC-07 

 

  Are your organization’s risk 
management practices 
formally approved and 
expressed as policy? 

Yes 
No 

Govern Policy GV.PO GV.PO-01 

  Are your organization’s 
cybersecurity practices 
regularly updated based on 
the application of risk 
management processes to 
changes in business/mission 

Yes 
No 

Govern Oversight GV.OV GV.OV-03 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OV
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OV-03
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requirements and a changing 
threat and technology 
landscape? 

  Is cybersecurity integrated 
into your organization’s 
enterprise risk management? 

Yes 
No 

Govern Risk 
management 
Strategy 
Cybersecurity 
Supply Chain 
Risk 
Management 

GV.RM 
GV.SC 

GV.RM-03 
GV.SC-03 

  Does your organization 
define risk-informed policies, 
processes, and procedures? 

Yes 
No 

Govern Policy 
Risk 
Management 
Strategy  

GV.PO 
GV.RM 

GV.PO-01 
GV.RM-02 

  Does your organization have 
methods in place to respond 
effectively to changes in risk? 

Yes 
No 

Govern 
Identify 
Protect 
Detect 
Recover 

Risk 
Management 
Strategy 
Policy 
Oversight 
Cybersecurity 
Supply Chain 
Risk 
Management 
Risk 
Assessment  
Identity 
Management, 
Authentication, 
and Access 
Control 
Continuous 
Monitoring 
Incident 
Recovery Plan 
Execution 

GV.RM 
GV.PO 
GV.OV 
GV.SC 
ID.RA 
PR.AA 
DE.CM 
RC.RP 

GV.RM-01 
GV.PO-02 
GV.OV-02 
GV.SC-07 
ID.RA-07 
PR.AA-05 
DE.CM-01 
RC.RP-02 

  Do your organization’s 
personnel possess the 
knowledge and skills to 

Yes 
No 

Govern Roles, 
Responsibilities, 
and Authorities 

GV.RR GV.RR-03 

 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OV
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RC.RP
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.PO-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OV-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AA-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RC.RP-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR-03
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perform their appointed roles 
and responsibilities? 

  Does your organization 
understand its dependencies 
and partners and receive 
information from partners 
that enable collaboration and 
risk-based management 
decisions within your 
organization in response to 
events? 

Yes 
No 

Govern 
Identify 

Organizational 
Context 
Cybersecurity 
Supply Chain 
Risk 
Management 
Risk 
Management 
Strategy 
Risk 
Assessment 

GV.OC 
GV.SC 
GV.RM 
ID.RA 

GV.OC-01 
GV.OC-02 
GV.OC-03 
GV.OC-04 
GV.OC-05 
GV.SC-02 
GV.SC-08 
GV.RM-05 
ID.RA-08 

 

Timeline What is the interval between 
initial cyber intrusion to 
target or significant system 
compromise? 

Less than 4 hours  
4-24 hours (less than a day)  
2-7 days (less than a week)  
7-30 days (more than a week, but less than a 
month) 
30-180 days (between 1 and 6 months)  
180 days-365 days ( 6 months to a year)  
More than a year  
Unknown (initial date of intrusion and/or system 
compromise undetermined) 

Detect Adverse Event 
Analysis 
Continuous 
Monitoring 

DE.AE 
DE.CM 

DE.AE-02 
DE.AE-03 
DE.AE-08 
DE.CM-01 
DE.CM-02 
DE.CM-03 
DE.CM-06 
DE.CM-09 

  What is the interval between 
compromise and detection of 
the incident's effects? 

Less than 4 hours  
4-24 hours (less than a day)  
2-7 days (less than a week)  
7-30 days (more than a week, but less than a 
month) 
30-180 days (between 1 and 6 months)  
180 days-365 days ( 6 months to a year)  
More than a year  
Unknown (initial date of intrusion and/or system 
compromise undetermined) 

Detect Adverse Event 
Analysis 
Continuous 
Monitoring 

DE.AE 
DE.CM 

DE.AE-02 
DE.AE-03 
DE.AE-04 
DE.AE-07 
DE.AE-08 
DE.CM-01 
DE.CM-02 
DE.CM-03 
DE.CM-06 
DE.CM-09 

  What is the interval between 
detection of the incident and 
containment/mitigation? 

Less than 4 hours  
4-24 hours (less than a day)  
2-7 days (less than a week)  
7-30 days (more than a week, but less than a 
month) 

Detect 
Respond 

Adverse Event 
Analysis 
Continuous 
Monitoring 
Incident 

DE.AE 
DE.CM 
RS.AN 
RS.MI 

DE.AE-02 
DE.AE-03 
DE.AE-04 
DE.AE-07 
DE.AE-08 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.OC-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.SC-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.RA-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-08
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30-180 days (between 1 and 6 months)  
180 days-365 days ( 6 months to a year)  
More than a year  
Unknown (initial date of intrusion and/or system 
compromise undetermined) 

Analysis 
Incident 
Mitigation 

DE.CM-01 
DE.CM-02 
DE.CM-03 
DE.CM-06 
DE.CM-09 
RS.AN-03 
RS.MI-01 
RS.MI-02 

Threat Goal What was the attacker’s 
apparent end-state goal? 

Acquisition/Theft – Illicit acquisition of valuable 
assets for resale or extortion in a way that 
preserves the assets’ integrity but may incidentally 
damage other items in the process.  
Business Advantage – Increased ability to compete 
in a market with a given set of products. The goal is 
to acquire business processes or assets.  
Technical Advantage – Illicit improvement of a 
specific product or production capability. The 
primary goal is to acquire production processes or 
assets rather than a business process.  
Damage to Property – Injury to the target 
organization’s physical/electronic assets or 
intellectual property.  
Bodily Injury/Death – Injury to or death of the 
target organization’s personnel.  
Denial – Prevent the target organization from 
accessing necessary data or processes.  
Disruption of System/Service Availability – 
Interference with or degradation of the target 
organization’s legitimate business transactions.  
Production Loss – Reduction or halting of the target 
organization’s ability to create goods and services 
by damaging or destroying its means of production.  
Environmental Harm – Adverse impact on land, air, 
or water resources.  
Degradation of Reputation – Public portrayal of the 
target organization in an unflattering light, causing 
it to lose influence, credibility, competitiveness, or 
stock value.  

Respond Incident 
Management 
Incident 
Analysis 

RS.MA 
RS.AN 

RS.MA-03 
RS.AN-03 
 

 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
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Unknown – The intent of the attack is not known.  
Not Applicable – The attack does not appear to 
have been an intentional/hostile incident.  
Other/ Additional Entry 

Contributing 
Cause(s) and 
Specific 
Control 
Failures 

Incident progression -  
Identify, create, and select 
causes or control failures that 
contributed or were 
otherwise relevant to the 
incident.  

Intentionally caused or conducted by third-party 
vendor  
Unintentionally/negligently introduced through 
third party information sharing partner (e.g., link to 
an infected site or poor protection of shared 
materials)  
Third-party vendor infrastructure (e.g., remote 
access connection)  
Third-party vendor account credentials  
Data was under third-party control when 
compromised  
Direct access by Insider  
Physical access by unauthorized personnel  
Spear phishing email attachment  
Spear phishing email link  
Poor Passwords  
Stolen Authorized Credentials  
Employee Human Error in authorized procedure 
(e.g., distracted/multitasking, inadequate training)  
Employee Human Error – unauthorized/reckless 
activity (system or authorization misuse, benign 
shortcuts, etc.).  
Improper sensor tuning  
Malicious Insider Activity  
Unauthorized Device (e.g., personal laptop)  
Misconfigured Device (firewall, router, switch)  
Compromised mobile media (e.g. USB)  
Compromised firmware  
Known vulnerability not patched  
Previously unknown vulnerability  
Brute Force attack  
Virus w/ A/V  
Virus - No A/V  

Respond Incident 
Management 
Incident 
Analysis  

 

RS.MA 
RS.AN 

RS.MA-03 
RS.AN-03 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
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Zero-Day  
Other/ Additional Entry 

Specific 
Control 
Failure(s) 

Please identify the category 
of the involved security 
control as well as descriptors 
of the failure. 

Type of Security Control: 
   Human  
   Process  
   Technology  
   Environmental (e.g., facility power, cooling, 
natural disaster, etc.)  
   Third Party  

Respond Incident 
Management 
Incident 
Analysis  

 

RS.MA 
RS.AN 

RS.MA-03 
RS.AN-03 

    Level of Security Control: 
   Network  
   Business/Process Application  
   System Control (SCADA/ICS)  
   Data  

Respond Incident 
Management 
Incident 
Analysis  

 

RS.MA 
RS.AN 

RS.MA-03 
RS.AN-03 

    Descriptor of the Failure: 
   Poor Internal Security Processes  
   Approaches/Tool Incompatible with All Platforms  
   Improperly Tuned Sensor(s)  
   Inadequate Maintenance/Patching Practices  
   Working Control Failed to Prevent Incident and/or 
Attack  
   Other/ Additional Entry 

Respond Incident 
Management 
Incident 
Analysis  

 

RS.MA 
RS.AN 

RS.MA-03 
RS.AN-03 

Assets 
Compromised 
or Affected 

Please identify all assets that 
were affected by the 
compromise  

SCADA/ Industrial Control Systems (ICS)  
Databases  
Individual Accounts  
Business Application Servers  
Third Party Systems  
Websites (e.g., defacement)  
Structured Data (e.g., application/relational 
databases)  
Unstructured Data (e.g., office/individual’s files, 
PDFs, blueprints)  
Transactional Systems  
Decision Support Systems (including data 
warehouses)  
Building Management Systems  
Peripheral (e.g., USB, external hard drive)  

Identify 
Respond 

Asset 
Management 
Incident 
Management 
Incident 
Analysis  

ID.AM 
RS.MA 
RS.AN 

ID.AM-01 
ID.AM-02 
ID.AM-03 
ID.AM-04 
ID.AM-07 
RS.MA-03 
RS.AN-03 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
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End-User Device (e.g., stolen iPad, phone, laptops)  
Data Center/Office Device (e.g., server, storage 
array, printer)  
Printed Hardcopy  
Other/ Additional Entry  

Impact Type  What is the cybersecurity 
industry category affected? 

Loss of confidentiality 
Loss of Integrity 
Loss of Availability 

Detect 
Respond 
Recover 

Adverse Event 
Analysis 
Incident 
Management 
Recover 

DE.AE 
RS.MA 
RC.RP 

DE.AE-04 
RS.MA-03 
RC.RP-05 

  What is the amount of data 
compromised? 

 1 - 1M records/documents 
 1M - 10 records/documents 
 10M - 20M records/documents 
 20M - 30M records/documents 
 30M - 40M records/documents 
 40M - 50M records/documents 
 50M - 60M records/documents 
 60M or more records/documents 
 Not Applicable 

Detect Adverse Event 
Analysis 

DE.AE 

 
DE.AE-02 
DE.AE-04 
DE.AE-07 

  What is the sensitivity of the 
data involved? 

Personally identifiable information (PII) 
Protected health information (PHI) 
Intellectual property (IP) 
Credit card data 
Consumer financial data 
Employee data 
Business process data (e.g., logistics information, 
trade secrets) 
Biometric data 
Corporate confidential information  
Not Applicable 
Other/Additional Entry 

Identify 
Detect 

Asset 
Management 
Adverse Event 
Analysis 

ID.AM 
DE.AE 

 

ID.AM-05 
DE.AE-04 

  What is the duration of the 
experienced business 
interruption and/or outage? 

Less than one hour 
 1 - 3 hours 
 3 - 10 hours 
 10 - 24 hours 
 1 - 3 days 
 3 - 7 days 
 Greater than a week 

Respond Incident 
Analysis 
Incident 
Mitigation 

RS.AN 
RS.MI 

RS.AN-08 
RS.MI-01 
RS.MI-02 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RC.RP
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RC.RP-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.AM-05
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
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  What was the actual outcome 
of the attack? 

Acquisition/Theft (Illicit acquisition of valuable 
assets for resale or extortion) 
Business Advantage (Increased ability to compete 
in a market with a given set of products) 
Technical Advantage (Illicit improvement of a 
specific product or production capability) 
Damage to Property (Injury to the target 
organization's physical or electronic assets, or 
intellectual property) 
Bodily Injury/Death (Injury to or death of the target 
organization's personnel) 
Denial (Prevention of the target organization's 
access to necessary data or processes) 
Disruption of System/Service Availability 
(Interference with or degradation of the target 
organization's legitimate business transactions) 
Production Loss (Reduction or halting of the target 
organization's ability to create goods and services 
by damaging or destroying its means of production) 
Environmental Harm (Adverse impact to land, air, 
or water resources) 
Degradation of Reputation (Public portrayal of the 
target organization in an unflattering light, causing 
it to lose influence, credibility, competitiveness, or 
stock value) 
No Apparent Impact (No impact has been detected 
or it is confirmed that the attack had no impact) 
Other/ Additional Entry 

Respond Incident 
Analysis 
Incident 
Mitigation 

RS.AN 
RS.MI 

RS.AN-08 
RS.MI-01 
RS.MI-02 

Incident 
Detection 
Techniques 

If the incident was detected 
externally, how was the 
organization notified? 

Not Applicable (Detected Internally) 
Disclosed by threat agent (e.g., extortion, public 
bragging) 
Compliance Audit 
Security/Vulnerability scan 
Emergency Response Team (e.g. ICS-CERT) 
Found Documents 
Fraud Detection (e.g., CPP) 
Notified while investigating a separate incident 
Notified by law enforcement or government agency  

Respond Incident 
Management 
Incident 
Response 
Reporting and 
Communication 

RS.MA 
RS.CO 

RS.MA-01 
RS.MA-04 
RS.CO-02 
RS.CO-03 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.CO
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.CO-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.CO-03
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   What agency? 
Report of suspicious traffic 
Notified by partner/provider organization (select 
below) 
Other/ Additional Entry 

  If the incident was detected 
internally, how was it 
detected 

Not Applicable (Detected Externally) 
Host IDS or file integrity monitoring 
Informal IT review 
Network IDS or IPS alert 
Antivirus alert 
Vulnerability scan 
Data loss prevention software 
Financial audit/reconciliation process 
Analytics 
Fraud detection mechanism 
Discovered while responding to another (separate) 
incident 
Infrastructure monitoring 
External Threat Feed 
Log review process or SIEM 
Reported by employee who saw something odd 
Physical security system alarm 
Unknown 
Other/ Additional Entry 

Detect Adverse Event 
Analysis 
Continuous 
Monitoring 

DE.AE 
DE.CM 

DE.AE-02 
DE.AE-03 
DE.AE-07 
DE.CM-01 
DE.CM-02 
DE.CM-03 
DE.CM-06 
DE.CM-09 

 

Incident 
Response 
Playbook 

Please identify the tactics, 
techniques and procedures 
used to respond to the 
incident. 

Blocking  
Install/Update patch 
Change passwords 
Honeypot 
Sinkhole 
Isolation/Segregation in the DMZ 
Disconnection 
Employ custom scripts for hunting 
Reconfigure network devices 
Direct personnel actions 
Re-tune Technical Controls 
Patch Management 
Other/Additional Entry 

Respond Incident 
Management 
Incident 
Mitigation 

RS.AN 
RS.MI 

 

RS.AN-03 
RS.MI-01 
RS.MI-02 

 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
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Internal Skills 
Sufficiency 

Were internal skills 
sufficient? 

Yes 
No 

Govern 
Protect 

Awareness and 
Training  

GV.RR 
PR.AT 

GV.RR-03 
PR.AT-01 
PR.AT-02 

  What internal skills were 
employed 

Incident response coordination 
Forensics/Investigations 
Response strategy development 
Technical skills 
Chain of custody/evidence management 
Systems analysis (e.g., correlation, event detection, 
log analyses) 
Enterprise architecture design 
Business impact assessment 
Malware analysis/reverse engineering    
Other/ Additional Entry 

Govern 
Protect 

Roles, 
Responsibilities, 
and Authorities 
Awareness and 
Training  

GV.RR 
PR.AT 

GV.RR-03 
PR.AT-01 
PR.AT-02 

  Does your organization 
outsource skills? 

Yes 
No 

Respond Incident 
Management  

RS.MA RS.MA-01 

  Does your organization have 
an incident response plan? 

Yes 
No 

Identify 
Respond 

Improvement 
Incident 
Management  

ID.IM 
RS.MA 

ID.IM-04 
RS.MA-01 

  Does your organization have 
internal forensic capabilities? 

Yes 
No 

Respond Incident 
Analysis 
Incident 
Management 

RS.AN 
RS.MA 

RS.AN-03 
RS.AN-06 
RS.AN-07 
RS.AN-08 
RS.MA-02 
RS.MA-03 
RS.MA-04 

  Does your organization have 
a retainer for external 
forensic capabilities? 

Yes 
No 

Govern 
Respond 

Risk 
Management 
Strategy 
Incident 
Analysis 
Incident 
Management 

GV.RM 
RS.AN 
RS.MA 

GV.RM-04 
RS.AN-03 
RS.MA-03 

Mitigation/ 
Prevention 
Measures 

Please identify which actions 
were taken to stop incidents 
and to prevent similar future 
occurrences 

Implemented New Policies/Procedures 
Conducted Training 
Performed Patch Management 
Corrected Configurations 
Installed Additional Authentication Measures 

Identify 
Respond 

Improvement 
Mitigation 

ID.IM 
RS.MI 

 

ID.IM-04 
RS.MI-01 
RS.MI-02 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RR-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.AT-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MA-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
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Security Communications Program 
Revised Security Responsibilities 
Purchased Cybersecurity Insurance 
Engaged with a Third-Party Vendor 
Deployed New Technology 
Capture Lessons Learned 
Other/Additional Entry  

Costs Cost Categories Direct Losses to Theft (e.g., Diverted Funds) 
Liability Claims/ Restitution 
Production Equipment Replacement 
System Administrator Overtime 
Third Party Assistance Costs (e.g., Investigation, 
Forensics) 
Staff Augmentation During Response 
Hardware/Equip (Replacement) 
Hardware/Equip (New, as in additional 
sensors/controls) 
System/ Software Installation 
Production Delays 
Backup Restoral 
Business Interruption/Lost Transactions 
Lost Wages/Lost Profits 
Public Relations/Reputation 
Victim Notification 
Credit Monitoring 
Legal Costs 
PCI & Regulatory Fines/ Assessments 
Other/Additional Entry  

Respond Incident 
Analysis 

RS.AN RS.AN-08 

  How much did it cost to clean 
up, in total? 

Cost Categories 
  Direct Losses to Theft (e.g., Diverted   Funds) 
  Liability Claims/Restitution 
  Production Equipment Replacement 
  System Administrator Overtime 
  Third Party Assistance Costs (e.g.,    Investigation, 
Forensics) 
  Staff Augmentation During Response 
  Hardware/Equip (Replacement)  
  Hardware/Equip (New, as in additional   

Respond Incident 
Analysis 

RS.AN RS.AN-08 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.AN-08
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sensors/controls)  
  System/Software Installation  
  Production Delays  
  Backup Restoral  
  Business Interruption/Lost Transactions 
  Lost Wages/Lost Profits  
  Public Relations/Reputation  
  Victim Notification  
  Credit Monitoring  
  Legal Costs  
  PCI & Regulatory Fines/ Assessments  
  Other/Additional Entry 

Vendor 
Incident 
Support 

For each vendor/service 
provider you contacted for 
assistance, indicate their role 
and their helpfulness in 
resolving the incident 

Vendor Type 
   Telco    
   IaaS Provider      
   Business Services Partner       
   Merchandise Supplier       
   Business App Provider / Host      
   POS System Provider      
   Utility (power, HVAC, etc.)     
   Forensic     
   Software      
   Hardware       
   Insurer 
 
Helpfulness Level 
      Helpfulness level 1 - Difficult to Source 
      Helpfulness level 2 - Hostile / Combative 
      Helpfulness level 3 - Not Knowledgeable 
      Helpfulness level 4 - Indifferent / Unhelpful 
      Helpfulness level 5 - Cooperative 
      Helpfulness level 6 - Reasonably Helpful 
      Helpfulness level 7 - Actively Helpful 

    

Identify 
Protect 
Detect 
Respond 

Improvement  
Technology 
Infrastructure 
Resilience  
Continuous 
Monitoring  
Incident 
Mitigation 

ID.IM 
PR.IR 
DE.CM 
RS.MI 

ID.IM-02 
PR.IR-02 
DE.CM-06 
RS.MI-01 
RS.MI-02 

  If you filed an insurance 
claim, was it accepted or 
denied? 

Accepted 
Denied 

Govern Risk 
Management 
Strategy 

GV.RM GV.RM-04 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.IR
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=ID.IM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=PR.IR-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=RS.MI-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=GV.RM-04
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Related 
Events 

Has your organization 
experienced any recent 
events that may be related to 
the incident? 

New data host (IaaS or SaaS provider) 
New software / application provider 
Corporate merger/acquisition 
Corporate lay-offs / downsizing 
Seasonal / cyclical event 
Geopolitical/regional event 
Disgruntled employee(s) strike 
Industry sector-wide attacks 
New product release/pre-release 
Recent event / bad publicity (e.g., environmental 
impact, scandal) 
New corporate policy release (i.e., with 
social/economic implications) 
Natural disasters 
Operation / campaign 
C-suite level public remarks 
Other/Additional entry 

Detect Adverse Event 
Analysis 
Continuous 
Monitoring 

DE.AE 
DE.CM 

DE.AE-02 
DE.AE-03 
DE.AE-04 
DE.AE-06 
DE.AE-07 
DE.AE-08 
DE.CM-01 
DE.CM-02 
DE.CM-03 
DE.CM-06 
DE.CM-09 
 
 
 
 
 

 

 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-04
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-07
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.AE-08
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-01
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-02
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-03
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-06
https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/CSF_2_0_0/home?element=DE.CM-09

