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INFORMATION SECURITY AND PRIVACY ADVISORY BOARD 

Established by the Computer Security Act of 1987 

[Amended by the Federal Information Security Modernization Act of 2014] 

MEETING MINUTES 
July 16 - 17, 2025 

Virtual Meeting Platform: Zoom for Government 
Board Members  
Steve Lipner, SAFECode – Board Chair 
Anne Dames, IBM 
Mike Duffy, CISA - DHS 
Alex Gantman, Qualcomm 
Brian Gattoni, Federal Reserve Board 
Cristin Goodwin, Advancing Cyber 
Marc Groman (absent) 
Jessica Fitzgerald-McKay, NSA 
Philip Venables, Google Cloud  

Board Secretariat and NIST Staff  
Jon Boyens, Secretariat 
Jeff Brewer, DFO 
Kevin Stine, ITL Director 

 
For full context and discussion, see the recording for Day 1 and Day 2; available at ISPAB’s 
webpage: https://csrc.nist.gov/Events/2025/ispab-july-2025-meeting. 

 

Wednesday, July 16, 2025 

ISPAB Meeting Notes - Day 1 

 

1. Welcome and Opening Remarks  
Steve Lipner, SAFECode, and Board Chair 
Agenda Time: 10:00 A.M. - 10:15 A.M. 
Recording Timestamp: 00:00 
 
Mr Lipner opened the meeting and explained the Board's governance under the Federal 
Advisory Committee Act, clarified rules regarding speakers, invited speakers, and that 
guests are not allowed to speak during Board sessions but can participate during the public 
comment period, and encouraged the Board to interact with speakers during presentations. 
Anne Dames was introduced as a new ISPAB member. 

2. Mandatory FACA Ethics Briefing 
Jared Green, DOC Ethics Office 
Agenda Time: 10:15 A.M. – 10:45 A.M. 
Recording Timestamp: 07:34 

https://csrc.nist.gov/Events/2025/ispab-july-2025-meeting
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The Department of Commerce’s Jaren Green provided the annual Ethics Briefing to ensure 
compliance with the Federal Advisory Committee Act (FACA). Mr. Green touched on ethics 
principles, appointments as Special Government Employees (SGE), financial and 
representational conflicts of interest, and standards of conduct as a member. 

3. ITL Update and Board Q&A/Discussion 
Kevin Stine, NIST 
Agenda Time: 10:45 A.M. – 11:30 A.M.  
Recording Timestamp: 26:02 
 
Kevin Stine, Director of the NIST Information Technology Laboratory, provided updates on 
NIST's activities, including staffing changes, budget updates, and programmatic updates. Mr. 
Stine touched on the intersection of AI and cybersecurity, including the development of a 
new cybersecurity framework profile for AI. 
 

4. DoD CIO’s Software Fast Track (SWFT) Initiative and Board Q&A/Discussion 
Ms. Cynthia Carpenter, DCIO(CS), DIB Operations 
Agenda Time: 11:45 A.M. – 12:30 P.M.  
Recording Timestamp: 01:10:50 
 
Cynthia Carpenter from the Department of Defense (DoD) Chief Information Officer's office 
presented on the DoD's Software Fact Track Initiative, which aims to reform the way the 
department assesses software and thinks about security. Ms. Carpenter highlighted the threats 
faced by the defense industrial base, including cyber threats, intellectual property loss, and 
vandalism. She noted that defense companies are targeted at least 1.5 times more actively 
than non-defense peers. Ms. Carpenter touched on the goals of SWFT, the request for 
information from industry, and the responses received. She emphasized the alignment with 
the RMF and FedRAMP. 
 
 

5. Update on OMB Federal Cyber Policy and Board Q&A/Discussion 
Nick Polk, OMB 
Agenda Time: 1:30 P.M. – 2:15 P.M.  
Recording Timestamp: 01:59:35 
 
OMB’s Nick Polk presented on the Office of Management and Budget’s (OMB) 
cybersecurity initiatives. Specific topics covered were guidance on the procurement and use 
of unmanned aerial vehicles (UAVs), Post-Quantum Cryptography (PQC), Zero Trust 2.0, 
National Security Systems Governance, and the importance of efficiency and rationalization 
in cybersecurity investments. Mr. Polk also touched on the recently released Executive Order 
(EO) 14444, which revised some provisions related to Secure Software Development and 
PQC.  
 
 

6. NCCoE Roadmap and Selected Project Overviews and Board Q&A/Discussion 
Cherilyn Pascoe, NIST 
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Agenda Time: 2:15 P.M. – 3:00 P.M.  
Recording Timestamp: 02:31:10 
 
The NCCoE team led by Cherilyn Pascoe discussed their new structure for organizing 
projects into four pillars: Data Protection, Trusted Enterprise, AI, and Resilient Embedded 
System Security. They also highlighted their work on post-quantum cryptography migration, 
mobile driver's licenses, and high-performance computing (HPC) security.  
 
NIST’s Cybersecurity Engineer & Project Lead, Bill Newhouse presented on the NCCoE's 
PQC migration project, which aims to facilitate the migration of systems to PQC-enabled 
versions. The project has nearly 50 collaborators and is focused on two work streams: 
discovery and inventory, and interoperability and performance. 
 
NIST’s Identity Program Lead, Ryan Galluzzo expanded on the mobile driver’s license 
(MDL) project, which aims to deploy mobile driver's licenses within the context of online 
use cases, such as financial services. The project has developed an end-to-end deployment of 
MDL and has used ISO standards, Open ID foundation standards, and W3C standards to 
establish use cases. 
 

7. Public Comment Period 
Agenda Time: 3:15 P.M. – 3:45 P.M.  
Recording Timestamp: 03:25:44 

There were no public comments submitted for this meeting. 
 

8. Board Discussion from Day 1 
Agenda Time: 3:45 P.M. – 4:30 P.M.  
Recording Timestamp: 03:26:30 
 
The board members discussed various topics, including the need for more engagement with 
private sector organizations, especially with smaller players and non-traditional 
organizations, metrics and measures of program success, and the potential impact of budget 
cuts on NIST's programs. Key takeaways were that there is a need for more metrics and 
outcomes-based evaluations of the NCCoE’s projects and NIST should standardize around a 
range of potential measurements for evaluating the effectiveness of its projects.  

     Day 1 Adjourned 
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Thursday, July 17, 2025 

ISPAB Meeting Notes - Day 2 
1. NIST Cybersecurity and Privacy Update and Board Q&A/Discussion 

Jon Boyens and Julie Chua, NIST 
Agenda Time: 10:00 A.M. – 10:45 A.M. 
Recording Timestamp: 00:00 
 
NIST’s Computer Security Division (CSD) Acting Chief, Jon Boyens discussed the status of 
implementing the Executive Order (14306), specifically the prioritization of funding for 
developing large-scale data sets for cyber defense research and the Secure Software 
Development Framework (SSDF). Mr. Boyens provided an update on the NVD, as it is still 
working to reduce its backlog, and is exploring automation and collaboration with other 
organizations to improve the process. His update also provided information on cybersecurity 
in AI, including a project on control overlays for secure AI and the development of 
guidelines for AI-related cybersecurity issues.  
 
NIST’s Applied Cybersecurity Division (ACD) Chief, Julie Chua updated the board on the 
CSF 2.0 activities, including the release of supplementary resources, such as quick start 
guides and community profiles. Ms. Chua also mentioned the development of new resources 
for small businesses and the launch of the Privacy Enhancing Technologies (PETs) test bed. 
 

2. Semiconductor Manufacturing CSF 2.0 Community Profile and Board Q&A/Discussion 
Sanjay (Jay) Rekhi, NIST 
Agenda Time: 10:45 A.M. - 11:30 A.M. 
Recording Timestamp: 34:00 
 
NIST’s Security Components & Mechanisms Group, Jay Rekhi presented on the growing 
threats to the semiconductor industry, including IP theft, ransomware, and the supply chain. 
Mr. Rekhi discussed the importance of traceability and provenance in the semiconductor 
supply chain, and the need for a framework to address these issues. Mr. Rekhi discussed a 
workshop held in February 2024, which was attended by 80 people from various companies, 
trade bodies, and government agencies. The workshop identified 7 grand challenges, 
including improving security and provenance. Rekhi announced the creation of a community 
of interest at NCCoE to address semiconductor security. 
 

 

3. Developing Comprehensive Security Guidance for High-Performance Computing and 
Board Q&A/Discussion 
Yang Guo, NIST 
Agenda Time: 11:30 A.M. – 12:15 P.M. 
Recording Timestamp: 01:01:55 
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NIST’s Computer Scientist, Yang Guo discussed the development of security guidance for 
High-Performance Computing (HPC), including a reference architecture and threat analysis. 
He discussed the unique challenges of securing HPC systems, which are designed for high-
performance and often used for complex tasks such as scientific simulations and AI model 
training. Guo introduced a zone-based architecture for HPC security, which breaks down the 
complex system into four zones: access, management, high-performance computing, and data 
storage. This approach allows for more targeted security controls and overlays. Mr. Guo 
presented on NIST special publication (SP 800-223 and SP 800-234) that provides guidance 
on HPC security, including a reference architecture and threat analysis. 
 

4. Board Work; Recommendations; Next Meeting Planning 
Agenda Time: 12:15 P.M. – 12:45 P.M. 
Recording Timestamp: 01:41:08 
 
The board members discussed various topics, including the need for more engagement with 
private sector organizations, metrics and measures of program success, and the potential 
impact of budget cuts on NIST's programs. The discussion highlighted the progress made in 
various areas, such as PQC migration, MDL, and the National Vulnerability Database (NVD) 
and vulnerability management, with a need for continued collaboration and innovation to 
address emerging cybersecurity challenges. The meeting concluded with a discussion on 
potential topics for the fall meeting and a motion to adjourn. 
 

5. Meeting Adjourned  
Agenda Time: 12:45 P.M.  
Recording Timestamp: 02:04:08 
 
 

Certified and approved by 

 
Steven B. Lipner 
Chair    
Information Security and Privacy Advisory Board 
 

 


