
OSCAL-based AI-augmented 
CISO Agent 

Anca Sailer, Yuji Watanabe, Takumi Yanagawa, 
Hirokuni Kitahara, Saki Takano, 

IBM Research

March 19, 2025

OSCAL Workshop



Anca Sailer Yuji Watanabe Takumi Yanagawa

Hirokuni Kitahara Saki Takano



Compliance, Adherence, Policy

COMPLIANCE (enforcement)

• Best Practices become Policy Requirements

• Continuous compliance (enforcement) requires
policy development for task specific automation

• Applies at any level (infrastr., data, AI, app, process) Compliance4AI

• Applies for any domain/app (security, business, finance)

COMPLIACE LIFE-CYCLE (all phases benefit from AI4Compliance)

1. Define and author controls (compliance as code)

2. Implement controls (tech, app specific rules)

3. Assess controls and enforce/provide results (tech, app specific; policy as code)

4. Audit and report

CUSTOM BESTPRACTICES

BUSINESS GUIDELINES

ADHERENT

GUARDRAILSPOLICY



Compliance-as-Code vs policy-as-Code Administration 



OSS: OSCAL, Trestle, Agile Authoring, Compliance-to-Policy

OSCAL is a NIST 
framework & language for 
managing compliance 
artifacts as code end-to-
end 

From selection of security 
controls through implementation 
and assessment

To plans of actions for 
remediations and mitigation

TRESTLE is an 
opinionated 
implementation of the 
OSCAL standard 

Allows editing and manipulation 
of OSCAL documents while 
making sure the schemas are 
enforced

Provides an SDK

AGILE AUTHORING is a 
collaborative platform enabling 
various compliance personas to 
orchestrate their individual aspects of 
the compliance artifacts via an 
interface of their choice

Trestle-based GitOps automated workflow

Ensures artifacts consistency and traceability

COMPLIANCE_TO_POLICY is a 
GitOps extension as a pluggable 
bridge to normalize the policy 
administration in the policy 
validation tools

Bridge between compliance-as-code and 
policy-as-code

https://pages.nist.gov/OSCAL/
https://github.com/oscal-compass
https://github.com/oscal-compass/compliance-trestle
https://oscal-compass.github.io/compliance-trestle/

https://pages.nist.gov/OSCAL/
https://github.com/oscal-compass
https://github.com/oscal-compass/compliance-trestle
https://oscal-compass.github.io/compliance-trestle/


Compliance-to-Policy (C2P) and plugin architecture

• Flexibility in choice of policy engines and compliance framework

• Community-driven plugin extension 



Conceptual Diagram of C2P
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C2P Policy Generation Process

Policy Repo
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GenAI-based C2P (C2P++)

Policy Repo

OSCAL
Component 

Definition
PolicyC2P

• C2P enables an end-to-end OSCAL flow with various PVPs.
• However, implementing new policies for new compliance controls 

remains a human-intensive task.
• Use GenAI to fully automate policy generation

LLM

C2P++

Prompt to 
Policy

Sample 
Policies

Prompt



Transition to AI Agent for Full-Automation

Target Resources

OSCAL
Component 

Definition

OSCAL
Assessment 

Results

Generate 
Policy

Deploy 
Policy

Collect 
Evidence

Interpret 
OSCAL

Convert 
to OSCAL

C2P C2P++ Compliance Assessment Agent

Rule-based GenAI-based Agentic Approach

CISO CAA Agent



What is CISO Compliance Assessment Agent (CAA)? Why?

• many manual efforts
→ risk of inconsistency, non-compliance

• automation for fixed goal with hard wiring
→ less agility

• multiple persona with different knowledge and experience

• persona: Compliance person, System admin, Auditor / CISO

• knowledge: compliance requirement, system architecture, policy engine, data and APIs

Given new compliance check requirement, 
- generate new policy (code), deploy it, enable the automated check, 
- collect evidences, and then report compliance posture.

Task example in Compliance Assessment

Issues in compliance assessment today 

CISO CAA Agent



CISO Compliance Assessment  Agent (CAA)



CISO Agent for Compliance Automation with OSCAL Artifacts

CISO Agent goal description

CISO Agent workflow

CISO Agent 
dynamically 
determines 
workflow



OSCAL Artifacts (Inputs / Output) for CISO Agent

Target Control ID

Associated Rule ID

Assessment Result of the 
Rule ID: “ssh_maxstart_up”

OSCAL Component Definition OSCAL Assessment Results



Benchmarking
URL: https://arxiv.org/abs/2502.05352

https://arxiv.org/abs/2502.05352


End-to-end Benchmarking Process for CISO Agent

publish scores
compare performance

deployable package for 
performance evaluation 
in a specific scenario

problem solver with 
Agentic approach

benchmark 
orchestration



CISO Benchmark Scenarios
• 50 scenarios implemented from 4 different scenario types

• Covering various compliance assessment situations

• different environment (K8s, OpenShift, RHEL9 hosts)

• different policy engines (Kyverno, OPA, Ansible, Kubectl)

• 1 policy or 2 different policies (e.g. fetch + check)

• different automation goals

Scenario Type Env / CIS-b Policy Agent Goal Num

Gen-CIS-b-K8s-Kyverno K8s 1 (Kyverno) Generate + Deploy + Check 10

Gen-CIS-b-K8s-Kubectl-OPA K8s 2 (OPA Rego, Kubectl) Generate + Fetch + Check 10

Gen-CIS-b-RHEL9-Ansible-OPA RHEL9 2 (OPA Rego, Ansible) Generate + Fetch + Check 20

Upd-CIS-b-K8s-Kyverno K8s 1 (Kyverno) Update + Redeploy + Check 10

Complex

Simple



Example
Trajectory

Goal



Benchmarking CISO agent with various models

Model X

Model X

Model X





CISO Agent – Layering approach

• Divide-and-Conquer

• Decompose high-level goal 
to a sequence of tasks
(Polaris Agentic Planner)

• Routing to best agents 
(Crew) for the task 
(LangGraph)

• Split / minimize / structure 
context for performance 
improvement



Open Source

• CISO CAA Agent → https://github.com/IBM/it-bench-ciso-caa-agent

• Sample Task Scenarios → https://github.com/IBM/itbench-sample-
scenarios

Demo



Questions?
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