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Agenda

Ç IT modernization calls for 
automation.

ÇWhat is OSCAL.
Ç Continuous risk management with 

OSCAL.
Ç OSCAL-driven system resiliency.
ÇWhat is next.



NEW MAJOR DIRECTIONS & 
CYBERSECURITY EVOLUTION

EO 14306: Sustaining Select Efforts to Strengthen the 
bŀǘƛƻƴΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ (June 6, 2025)  (amends earlier EOs) 
Ç directs NIST to update NIST SP 800-53 guidance on secure 

patching, software development, and AI vulnerability 
management. 

Ç directs pilot programs for machine-ǊŜŀŘŀōƭŜ ǇƻƭƛŎȅ όάǊǳƭŜǎ-as-
ŎƻŘŜέύ 

EO 14144: Strengthening and Promoting Innovation in the 
bŀǘƛƻƴΩǎ /ȅōŜǊǎŜŎǳǊƛǘȅ (2025/2026)
Ç reduction of regulatory burden through automated controls 

assessment 
Ç evolving software security reporting protocols

EO 14179: Removing Barriers to American Leadership in 
Artificial Intelligence (Jan 23, 2025)
Ç strengthen U.S. AI leadership by revising or rescinding policies 

seen as impediments to innovation 

FISMA (Federal Information Security Modernization Act (2014) 
Ç agency-wide information security programs
Ç periodic assessment of the risk and magnitude of harm Ʀ



Information technology is 
complex

& calls for automation

Regulatory frameworks are 
burdensome

& Need interop auto GRC tools

Paper -based A&A doesnõt 
scale

& Calls for auto updates

Security vulnerabilities are 
everywhere

& Calls for auto updates

Risk management is hard

& Experts need automation

DevOps & IaC are hard 

& Calls for 

interoperability & 

standardization

The StruggleƦ
PERIODIC ASSESSMENT 

OF THE RISK & 
MAGNITUDE Ʀ 



Cloud Means 
Automation!

Then Why is it Hard? 
Ç Cloud service providers and tool vendors 

rapidly developed innovative solution to 

automate system scanning and 

monitoring.

Ç What is provided is not always what is 

expected by cloud service consumer

Ç Consumers and providers might have 

different risk tolerance levels

Ç Documentation is never up to date, 

dashboards showing de facto security 

posture but not the risk mitigated one.  



OSCAL is a framework that defines open, 
machine-readable data models for security 
controls, implementations, and 
assessments.

OSCAL Layers:

ÅControl (What)

ÅImplementation (How)

ÅAssessment (Proof)

Currently Supports:

ÅModels: 8 released + 1 prototypes  

ÅFormats: 3 (XML, JSON, YAML)

Future State:

ÅISO/IEC Standard

Open Security Controls Assessment Langua ge



Spreadsheets, Excell, Google Sheets and the Standardized Schemas Behind



Ç Improve the efficiency, timeliness, accuracy, and consistency of system 
security assessments

Ç Enable traceability by design from the implementation and assessment 
back to the original control statements

Ç Set the foundation for automation and interoperability

5ŜǎƛƎƴ Dƻŀƭǎ Χ

Ç  Open
Ç  Security
Ç  Controls

Ç  Assessment

Ç  Language

ü  Free for everyone
ü  Not only (security, privacy, safety, etc.) => Standardized (?)
ü  Requirements that need to be implemented and the 

implementation be assessed
ü  Evaluation of the safeguard implemented in    __response of a set 

of requirements
ü  Digital representation ς a translation of the information for 

machines to consume.



REQUIREMENTS IMPLEMENTATION EVALUATION MONITORING

!ǇǇƭƛŎŀōƭŜ ǘƻ !ƴȅ 5ƻƳŀƛƴ Χ

SECURITY (NIST 800-53; CSF; COBIT5; CIS; CSA CCM, ACSA ISM; ISO/IEC 2701,2,17; etc.)

HEALTHCARE (HIPAA; Equipment Specifications, etc.)

FINANCIAL (PCI DSS, SOC2 Type1 & Type2; DORA; KYC; AML; PSD2; etc.) 

PRIVACY (Privacy Act of 1974; GDPR; COPPA; State Privacy Laws; etc.)

SAFETY (Occupational Safety and Health Administration (OSHA) Regulations)

OSCAL 
CONTROL LAYER

OSCAL 
IMPLEMENTATION 

LAYER

OSCAL ASSESSMENT LAYER
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ă Information Traceability ă

OSCAL 
Catalog Model

OSCAL 
Profile Model

OSCAL System 
Security Plan Model

OSCAL 
Component 
Definition 
Model

OSCAL 
Assessment Plan 

Model

OSCAL 
Assessment 

Results Model

OSCAL Plan of Action and 
Milestones Model

CONTROL LAYER IMPLEMENTATION LAYER ASSESSMENT LAYER

/ƻƳǇƻƴŜƴǘ м Χ
Component N

ĄCatalog Ą Profile ĄCDef /SSP Ą AP Ą AR Ą POA&M Ą SSP Information Flow
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IMPORT
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             [ AP Artifact]               

OPEN RISKS

OSCAL  Control Mapping Model

[Control Mapping Artifact]

S
O

U
R

C
E

[ Cdef
 Artifact]          

SOURCE

PROTOTYPE 
OSCAL  Shared 
Resp. Model

1 2

4

65

9
8

7

3

OSCAL Flow Diagram



Ç  Any requirement, policy or control can be 

digitalized for machines (GRC tools) to 

consume.

üdesigned for security, demonstrated 

applicability to privacy, safety, usability, 

identity management requirements, etc.

Ç  Information-driven process.

Risk Management with 

OSCAL
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https:// nist.gov /oscal

OSCAL Website



OSCAL Modelsƞ Outline & Reference

v1.1.3
v1.1.

3



https:// github.com / usnistgov /OSCAL https:// github.com / usnistgov /oscal -content https:// github.com / usnistgov /oscal -tools

OSCAL 
Models/Schemas

OSCAL Content
             (Artifacts)

OSCAL Editorial 
Tools

OSCAL GRC Tools
OSCAL Content 
Operationalized



OSCAL Catalog Model

A <catalog>contains:
ω<metadata>(required) - Provides document metadata for the catalog. 

ω<group>(optional) - Allows for grouping of<control>and other<group>elements. Zero or 

more<group>elements may be used. 

ω<control>(optional) - Defines a given control in the catalog. Zero or more<control>elements may 

be used, and a<control>can be nested within another<control>element to identify an optional 

portion of a control that can be managed as a discrete unit (e.g., a control enhancement). 

ω<back-matter>(optional) ς Contains references used within the catalog. 

Catalog Tutorial: https://pages.nist.gov/OSCAL/tutorials/catalog/catalog-sample/



EXAMPLE: A 27002 CONTROL (PROSE)

1.1.2 Segregation of duties

Control

Conflicting duties and areas of responsibility should be segregated to reduce opportunities for unauthorized or 

ǳƴƛƴǘŜƴǘƛƻƴŀƭ ƳƻŘƛŦƛŎŀǘƛƻƴ ƻǊ ƳƛǎǳǎŜ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀǎǎŜǘǎΦ

Implementation guidance

Care should be taken that no single person can access, modify or use assets without authorization or detection. The 

initiation of an event should be separated from its authorization. The possibility of collusion should be considered in 

designing the controls. Small organizations may find segregation of duties difficult to achieve, but the principle should be

applied as far as is possible and practicable. Whenever it is difficult to segregate, other controls such as monitoring of 

activities, audit trails and management supervision should be considered.

Other information

{ŜƎǊŜƎŀǘƛƻƴ ƻŦ ŘǳǘƛŜǎ ƛǎ ŀ ƳŜǘƘƻŘ ŦƻǊ ǊŜŘǳŎƛƴƎ ǘƘŜ Ǌƛǎƪ ƻŦ ŀŎŎƛŘŜƴǘŀƭ ƻǊ ŘŜƭƛōŜǊŀǘŜ ƳƛǎǳǎŜ ƻŦ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀǎǎŜǘǎΦ



1.1.2 Segregation of duties

Control

Conflicting duties and areas of responsibility should be segregated to reduce 

opportunities for unauthorized or unintentional modification or misuse of the 

ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀǎǎŜǘǎΦ

Implementation guidance

Care should be taken that no single person can access, modify or use assets 

without authorization or detection. The initiation of an event should be separated 

from its authorization. The possibility of collusion should be considered in 

designing the controls. Small organizations may find segregation of duties difficult 

to achieve, but the principle should be

applied as far as is possible and practicable. Whenever it is difficult to segregate, 

other controls such as monitoring of activities, audit trails and management 

supervision should be considered.

Other information

Segregation of duties is a method for reducing the risk of accidental or deliberate 

ƳƛǎǳǎŜ ƻŦ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀǎǎŜǘǎΦ

EXAMPLE (XML) :

!



EXAMPLE (JSON & YAML - snippets):



Traceability Example (Profile)





Shifting Left with OSCAL  
Implementation Layer 

Component Definition

Component Definition

Catalog

Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Assessment Subject
Identifies what will be assessed, 

including: Components, Inventory 
Items, Locations, and User Types, as 

well as Parties to be Interviewed

Back Matter
Laws/Regulations,

Standards/Guidance
May include artifacts to review
Other Attachments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment actions

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0-RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objectives and Assessment Methods

Local Definitions (Overarching)
When results contain an activity or 
control objective not defined by the 

assessment plan, define it here

Back Matter
Laws/Regulations,

Standards/Guidance
Evidence Attachments:

Reviewed Artifacts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetration Test Report
Other Attachments as Needed

import Import AP
URI pointing to an Assessment Plan

Import SSP
URI pointing to an SSP

System Security Plan (SSP)

System Characteristics
System ID, Name, Description

Sensitivity/Impact Level
System Information

Service & Deployment Models
Diagrams: Authorization Boundary, 

Network, Data Flow

System Implementation
Users, Components, Inventory

Ports, Protocols, & Services
Interconnections

Control Implementation
Responsible Parties, Status, Origination

Parameter Values, Implementation 
Description, Inheritance,

Consumer Responsibilities

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import Profile
URI pointing to a Profile

Back Matter
Laws/Regulations, Standards/Guidance

Citations and External Links
Attachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Directives

Profile Resolution Grouping Directives

Modify
Parameter Modifications

Control Requirement Modifications
Control Objective Modifications

Assessment Method Modifications

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Matter
Laws/Regulations,

Standards/Guidance
Citations and External Links

Other Attachments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Definitions (by Control)
Control Requirement Definitions

Control Objectives
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Matter
Laws/Regulations,

Standards/Guidance
Citations and External Links

Other Attachments

Parameter
Parameter Definitions (Global)

import
Import (Catalog or Profile)

import
Import

URI pointing to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Definition

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component Definition
URI pointing to other component 

definition fi les

Back Matter
Citations and External Links

Attachments and Embedded Images

Component
Individual component information, and 

information about controls the 
component is able to satisfy

The import arrow identifies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local Definitions
When information in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and Conditions
Rules of Engagement, Disclosures, 
Limitation of Liability, Assumption 

Statements, and Methodology

Assessment Action
Enumerates the actions for performing 
the assessment, including procedures 
for performing the assessment action

Local Definitions
When information in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

Attestation
Assertions made by the assessor

Assessment Log
Log of performed assessment 

actions

Observation
Individual observations and 

evidence 

Risk
Enumerates and characterizes 

provides status for identified risks

Finding
Identified findings, Objective Status

Plan of Action and Milestones 
(POA&M)

Local Definitions
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System Identifier
Unique system ID ς used when the SSP 

is not delivered with the POA&M

Import SSP
URI pointing to an OSCAL SSP

Back Matter
Attachments and Embedded Images

DR Evidence
Other Attachments as Needed

Observation
Individual observations and evidence, 

impacted assets 

Risk
Enumerates, characterizes, identifies 
deviations, and provides status for 

identified risks
import

im
p

o
rt

Reviewed Controls
Controls included in the assessment

Component Definition

Component Definition

Catalog

Profile

Assessment Results (AR)Assessment Plan (AP)

Results (Earlier Cycle)

Results (Last Cycle)

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Assessment Subject
Identifies what will be assessed, 

including: Components, Inventory 
Items, Locations, and User Types, as 

well as Parties to be Interviewed

Back Matter
Laws/Regulations,

Standards/Guidance
May include artifacts to review
Other Attachments as Needed

Assessment Assets
Tools used to perform the assessment

Task
Intended schedule of milestones and 

assessment actions

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Result (Current)

January 29, 2021  --  OSCAL Version 1.0.0-RC-1

Reviewed Controls
Controls to include in the assessment 

we well as associated Control 
Objectives and Assessment Methods

Local Definitions (Overarching)
When results contain an activity or 
control objective not defined by the 

assessment plan, define it here

Back Matter
Laws/Regulations,

Standards/Guidance
Evidence Attachments:

Reviewed Artifacts, Interview Notes, 
Screen Shots, Photos, Tool Output

Penetration Test Report
Other Attachments as Needed

import Import AP
URI pointing to an Assessment Plan

Import SSP
URI pointing to an SSP

System Security Plan (SSP)

System Characteristics
System ID, Name, Description

Sensitivity/Impact Level
System Information

Service & Deployment Models
Diagrams: Authorization Boundary, 

Network, Data Flow

System Implementation
Users, Components, Inventory

Ports, Protocols, & Services
Interconnections

Control Implementation
Responsible Parties, Status, Origination

Parameter Values, Implementation 
Description, Inheritance,

Consumer Responsibilities

import

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

Import Profile
URI pointing to a Profile

Back Matter
Laws/Regulations, Standards/Guidance

Citations and External Links
Attachments and Embedded Images

Profile (Control Baseline)

Merge
Conflict Directives

Profile Resolution Grouping Directives

Modify
Parameter Modifications

Control Requirement Modifications
Control Objective Modifications

Assessment Method Modifications

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Matter
Laws/Regulations,

Standards/Guidance
Citations and External Links

Other Attachments as Needed

Import (Catalog or Profile)

Catalog

Control
Parameter Definitions (by Control)
Control Requirement Definitions

Control Objectives
Assessment Methods

Group (Family)
Grouping of Parameters

Grouping of Controls

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For

Back Matter
Laws/Regulations,

Standards/Guidance
Citations and External Links

Other Attachments

Parameter
Parameter Definitions (Global)

import
Import (Catalog or Profile)

import
Import

URI pointing to a Catalog or Profile

Controls to Include
Controls to Exclude

import

Component Definition

Capability
A grouping of related components into 

a larger capability

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By

Import Component Definition
URI pointing to other component 

definition fi les

Back Matter
Citations and External Links

Attachments and Embedded Images

Component
Individual component information, and 

information about controls the 
component is able to satisfy

The import arrow identifies
what OSCAL content is linked as a result of 
the import statement. Imported content is 

referenced, not copied.

Local Definitions
When information in the linked SSP is 
missing or inaccurate, assessors may 

define it here

Terms and Conditions
Rules of Engagement, Disclosures, 
Limitation of Liability, Assumption 

Statements, and Methodology

Assessment Action
Enumerates the actions for performing 
the assessment, including procedures 
for performing the assessment action

Local Definitions
When information in the linked AP 

or SSP is missing or inaccurate, 
assessors may define it here

Attestation
Assertions made by the assessor

Assessment Log
Log of performed assessment 

actions

Observation
Individual observations and 

evidence 

Risk
Enumerates and characterizes 

provides status for identified risks

Finding
Identified findings, Objective Status

Plan of Action and Milestones 
(POA&M)

Local Definitions
For content not defined in the SSP

Metadata
Title, Version, Date, Document Labels, 

Revision History, Prepared By/For
Roles, People, Teams, Locations

POA&M Items
POA&M ID, Impacted Controls,

Weakness Details

System Identifier
Unique system ID ς used when the SSP 

is not delivered with the POA&M

Import SSP
URI pointing to an OSCAL SSP

Back Matter
Attachments and Embedded Images

DR Evidence
Other Attachments as Needed

Observation
Individual observations and evidence, 

impacted assets 

Risk
Enumerates, characterizes, identifies 
deviations, and provides status for 

identified risks
import

im
p

o
rt

Reviewed Controls
Controls included in the assessment

Ç Component Definition Model
Ç System Security Plan (SSP) Model



OSCAL artifacts are like the maritime shipping 
containers!

EXAMPLE: OSCAL Component Definition Model 
allows:
Ç  Vendors to document the security controls 

implemented by their products
Ç  System owners or policy makers to define 
ΨǇƭŀȅōƻƻƪǎΩ ŦƻǊ ǎȅǎǘŜƳ ŎƻƳǇƻƴŜƴǘǎ

Ç  System owners to test, review and 
provisionally authorize system components

ÇReuse the components for different systems
Ç9ŀǎŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƎŜƴŜǊŀǘƛƻƴ
ÇHuman-intensive labor of generating SSP to be 

semi-automated
*Courtesy of an Australian collaborator requesting anonymity. 

A Cybersecurity 
Ψ{ƘƛǇǇƛƴƎ 
/ƻƴǘŀƛƴŜǊϝΩ



¢ƘŜ /ƻƳǇƻƴŜƴǘ 5ŜŦƛƴƛǘƛƻƴ Χ
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
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v1.1.3

https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/
https://pages.nist.gov/OSCAL/reference/latest/component-definition/

