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Quantum-accessible hash functions are constructed from 
classical hash functions 

Classical: Quantum: 

Boneh et al., 2010 



        
 

  

   

   

The (Quantum) Random Oracle Model is a useful post-
quantum tool 

Classical: Quantum: 

೙ ೙ 

Standard Model: 

Random Oracle Model: 

Boneh et al., 2010 



     

       

CRYSTALS-Dilithium’s security depends on a novel problem 

ᇲ 

Bai et al., 2021; Langlois & Stehlé, 2012 



     

      

 

       

CRYSTALS-Dilithium’s security depends on a novel problem 

ROM: , at least as hard as 

SVP 

ᇲ 

SIS LWE 

(over ℤ[x]/(𝑥ଶ೙ 
+ 1))

MSIS MLWE 

SelfTargetMSIS 
Bai et al., 2021; Langlois & Stehlé, 2012 
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Rewinding works in the ROM, but not the QROM 
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-classical 

query alg. with 

success prob. 

Bellare & Neven, 2006 
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Reprogramming can be used in the QROM 
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We map quantum-query SelfTargetMSIS to classical-query 
SelfTargetMSIS 
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What is a Collapsingness Experiment? 

• Algorithm passes the collapsingness experiment iff ଵ can ଵ ଶ 
construct a register such that ଶ has a better than random chance of 
detecting if a verifier has destructively measured the register 

Register 

Dall’Agnol & Spooner, 2023 
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SelfTargetMSIS to MLWE Reduction for Security Applications 

Conclusion: An algorithm that solves ு,ఛ,௠,௞, with 
advantage ϵ from queries reduces to ௠ା௞,௠,ఎwith advantage 
like ଶ ସ for . 

We can approximate quantum Core-SVP security like: 

ௌ்ெௌூௌ 
ெ௅ௐா 

௠௔௫ 

Jackson, Miller, & Wang, 2024 
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     Dilithium-QROM reformulates Dilithium in a different 
ring 

• CRYSTALS-Dilithium 
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Conclusions 
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• Better-studied ring structure 

• Faster KeyGen 

• Faster Sign 

• Faster Verify 



          

   

      

     

    

Conclusions 

• We provide the first proof that SelfTargetMSIS is hard in the QROM 

• Our version of Dilithium is: 

• Provably secure under safer assumptions than CRYSTALS-
Dilithium 

• More efficient to implement than Dilithium-QROM 

Jackson, Miller, & Wang, 2024 
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Define “breaking” a hash function 

Assume: 

• Realizable, Deterministic, Surjective 

• Computationally Efficient 

• 

ᇱ ᇱ ு 

ு 
ଵ ଶ ଵ ଶ ଵ ଶ 



     
                

       

       

       

       

       

 

       

The Forking Lemma is technically sound 

Let 𝐴ு be a randomized 𝑝-query algorithm with access to 𝐻: 𝑋 → 𝑌 that with given input 𝜒 and random queries 

∈ 𝑋௣ outputs n, 𝜎 ∈ 𝑍 × 𝑌௡ for arbitrary constant 𝑛 with success probability 𝛿.𝑥௜: 𝑖 ∈ 𝑝 

Then, the forking algorithm 𝑅 𝐴 [.] acts as follows: 

1. Set random tape 𝑟 for 𝐴 and select inputs 𝑥௜: 𝑖 ∈ 𝑝 ← 𝑋 accordingly 

2. Output 𝑛, 𝜎 ← 𝐴(𝜒, 𝑥ଵ, … , 𝑥௣: 𝑟). If 𝑛 = 0, break and return (0, 𝜎, 𝜎). 

3. Select new inputs for 𝐴 at random like 

ᇱ4. Output 𝑛′, 𝜎′ ← 𝐴(𝜒, 𝑥ଵ, … , 𝑥௡ିଵ, 𝑥௡, … , 𝑥௣
ᇱ : 𝑟). 

ᇱ5. If 𝑛 = 𝑛ᇱ and 𝑥௡ ≠ 𝑥௡, return (1, 𝜎, 𝜎ᇱ). Else return (0, 𝜎, 𝜎ᇱ) 

𝑥௝′: 𝑗 ∈ 𝑛, 𝑝 ← 𝑋 

ᇱ 



  
             
     

      
   

   

 
      

  
   

    

    

Details on 

Lemma (Dall’Agnol & Spooner, 2023): Let be projectors in ௗ×ௗ and be a density matrix in 
ଶௗ such that . Then, . 

1. Prep states with ଵ ଶ , then apply 
2. Make projective measurement 
3. If measurement outputs ଵ ଶ 

• . 
• Apply ϯ 

• Make projective measurement on the bound 
coordinate register. 

• If measurement outputs : 
o ᇱ 

• Else, if measurement outputs 
o ᇱ 

• Else, if measurement outputs ଵ ଶ 

• 
• ᇱ . 

஻ 
஺ 

஺ 
ఛ 

ଵ 

ଵ 

ఛ 
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Concrete Complexity Tables 

NTT : ଷ 

ଶ 

NTT : 

HTT : ଷ 

ଶ 

HTT : 

Gen Sign Verify 


