
   

    
     

   

  
 

                      
                      

                   
                   
                    
                       

            
 

                  
               

                
 

                
 

 
       

  
              

                
        

 

--

Kerman, Sara J. (F ed ) 

From: 'Edoardo Persichetti' via pqc-forum <pqc-forum@list.nist.gov> 
Sent: Friday, July 21, 2023 11:44 AM 
To: pqc-forum 
Subject: [pqc-forum] OFFICIAL COMMENT: LESS 

Dear all 

With the present email, the LESS team would like to point out that the technique used to attack ALTEQ, and MEDS, can 
be used in the LESS setting as well. Indeed, we have confirmed with Tung Chou that a modified version of the attack 
applies; similarly to the other schemes, the scheme is vulnerable if the transmitted matrices are not properly formed. In 
our case, this means that the algorithm should explicitly check that the matrices are indeed monomial (thus have exactly 
one non-zero value in each row and column). This is not currently enforced in the specification document. Note that the 
cost of the attack is non-trivial, and the attack does not work for the setting s=2; however, enforcing such a check on the 
monomial matrices is enough to fully avoid it in the first place. 

We will proceed to modify both the specification document, and the implementation as quickly as possible; the updated 
versions will be available on our website http://www.less-project.com/. The proposed modifications do not affect the 
signing process, or interoperability with the submitted version. The same KAT test vectors can be used. 

We would like to thank the community for your interest, and extensive scrutiny of our submission! 

Best, 
Edoardo (on behalf of the LESS team) 

You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion on the web visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-forum/355D94D1-F7F1-
4D11-BFEA-0C70FF7B3801%40fau.edu. 
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Kerman, Sara J. (Fed)

From: 'Edoardo Persichetti' via pqc-forum <pqc-forum@list.nist.gov>
Sent: Friday, August 18, 2023 4:23 AM
To: pqc-forum
Cc: LESS Team
Subject: [pqc-forum] Round 1 (Additional Signatures) OFFICIAL COMMENT: LESS

Dear PQC Forum, 
 
The LESS team is glad to announce that we have now completed the update, to deal with the issue raised by Markku 
earlier, which also affected ALTEQ and MEDS. 
 
We took this opportunity to address some other technical points concerning seed length and randomness generation. 
 
The updated specification document, reference code and new KATs can all be found on our website: https://less-
project.com/ 
 
Best, 
Edoardo 
 
 
--  
You received this message because you are subscribed to the Google Groups "pqc-forum" group. 
To unsubscribe from this group and stop receiving emails from it, send an email to pqc-forum+unsubscribe@list.nist.gov. 
To view this discussion on the web visit https://groups.google.com/a/list.nist.gov/d/msgid/pqc-forum/79858A87-8525-
4F5A-B745-0BD17035C100%40fau.edu. 
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Kerman, Sara J. (Fed)

From: Edoardo Persichetti <epersichetti@fau.edu>
Sent: Tuesday, February 20, 2024 5:59 PM
To: pqc-comments
Cc: pqc-forum
Subject: [pqc-forum] Round 1 (Additional Signatures) OFFICIAL COMMENT: LESS

Dear all, 
 
The LESS team would like to announce the release of the LESS v1.2 package. This new package includes a few fixes to 
various small bugs, as well as additional tools, such as a parameter generation script.  
 
All the material contained in the new package is available on the LESS project website 
      https://www.less-project.com 
Best regards, 
 
 
The LESS team 


