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Thank you for the opportunity to send comments on NIST SP 800-171 Rev. 3! I apologize for
sending a PDF, but I was unable to fit and format the sole topic in the Excel format.

The attached document provides commentary on the control Information in Shared System
Resources (03.13.04), referred to as SC-4 in NIST SP 800-53. Based on a review of prior NIST
SP 800-53 revisions and earlier security criteria that SP 800-53 (and hence SP 800-171) were
initially derived from, there appears to be a scope conflict within the control's discussion (i.e.,
supplemental guidance) statement.

Thank you again and for all you all do!



 

 

NIST SP 800-171 Comment: Analysis of 03.13.04 (Information in Shared System Resources) 

This document provides a historical review and analysis of the NIST SP 800-53 security control SC-4, 

Information in Shared System Resources, also referred to as 03.13.04 in NIST SP 800-171. While this 

document has been sent in response to the NIST SP 800-171 Rev. 3 Final Public Draft, it equally applies 

to NIST SP 800-53. For consistency, “SC-4” will be used to reference the underlying security control. 

This document argues that, as currently written, SC-4 is self-contradictory and cannot be implemented. 

Specifically, it is argued that due to terminology changes and supplemental guidance modifications, SC-4 

has inadvertently excluded itself from being implemented by the inclusion of a caveat in its guidance. 

1 WHAT WAS SC-4 ORIGINALLY ABOUT? 

The original version of SC-4 (currently titled Information in Shared System Resources) was created nearly 

two decades ago in the original NIST SP 800-53 (2005). At that time, SC-4 was instead titled Information 

Remnants, and the control’s text — substantively unchanged to this day — read as follows: 

The information system prevents unauthorized and unintended information transfer via shared 

system resources. 

Readers wanting context for SC-4 would then read its original supplemental guidance, which stated: 

Control of information system remnants, sometimes referred to as object reuse, prevents 

information, including encrypted representations of information, produced by the actions of a 

prior user/role (or the actions of a process acting on behalf of a prior user/role) from being 

available to any current user/role (or current process) that obtains access to a shared system 

resource (e.g., registers, main memory, secondary storage) after that resource has been released 

back to the information system. 

After reading both the control and its supplemental guidance, it would be clear to the reader that SC-4 

was about object reuse — a now somewhat-dated term addressing the concern of residual data being 

available reused or reallocated storage media (e.g., hard drives and memory). At the time, the security 

concerns underlying object reuse was often referred to as data remanence, with the terms often being 

used interchangeably.1 In fact, SC-4’s original name, Information Remnants, is itself a synonym for “data 

remanence.”2  

The primary protection against object reuse concerns was to “zero-out” data on storage devices — to 

comprehensively overwrite data on a storage medium. For example, if John, a new NIST employee, used 

a computer after Marcy, another NIST employee, then John could be able to access the Marcy’s data in 

 
1 For example, see: National Computer Security Center – A Guide to Understanding Data Remanence in Automated 
Information Systems (September 1991) (used throughout) and NIST SP 800-33, Underlying Technical Models for 
Information Technology Security (“Some examples of system protections are: residual information protection (also 
known as object reuse)”). 
2 The author could find no instances in which the term “information remnants,” or its other spellings, were used 
prior to the original NIST SP 800-53. (See, e.g., Google Ngram Viewer.) Presumably, SC-4 was called “information 
remnance” rather than “data remnance” to standardize terminology.  







 

 

With only slight editorial changes,6,7 this issue with SC-4 remains in NIST SP 800-53 Rev. 5 and NIST SP 

800-171 Rev. 3. 

4 CONCLUSION 

While the author does not know the best way to address this issue, the following is recommended for 

consideration: 

1. Despite the issue above, the original and primary intent of SC-4 remains the issue of object 

reuse, information/data remanence, or, as most recently called in the Common Criteria, the 

spiritual successor to the DoD Criteria, residual information protection. If NIST determines that 

this should remain the primary concern for SC-4, then the control should be updated to state as 

such. 

2. However, it’s also worth observing that object reuse has become a much more niche topic since 

the 1980s. The only modern, publicly available source of security requirements addressing 

object reuse appears to be the above-reference Common Criteria itself. 

3. Security regarding object reuse is itself a highly niche and hard-to-assess topic. In terms of the 

standard NIST control assessment regime, the only way one could meaningfully verify a system 

component implements object reuse security would be to verify that the component has been 

analyzed under the Common Criteria requirements. It would also be unclear as to what the 

scope of object reuse security would be (i.e., “to which media/devices/storage is it required 

for?”). 

4. The majority of the concerns regarding SC-4 (in its broadest reading) are already addressed in 

other security controls, such as AC-4, CM-6 and MP-6.  

5. Finally, the appendix at the end of this document provides a comparison of controls from 

alternative security standards related to SC-4 as was listed in the original NIST SP 800-53.

 
6 In what is generally considered to be the replacement of the DoD Criteria, the international Common Criteria 
standard, the term “object reuse” was renamed “residual information protection.” 
7 The latest guidance/discussion for SC-4 additionally caveats itself by saying “in other contexts, control of 
information in shared system resources is referred to as object reuse and residual information protection,” but the 
contextual distinction, if any, is unclear. 






