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Comm | Submitte | Type Starti | Starti | Comment Suggested
ent # d By (Gener | ng ng (include Change*
(Name/Or | al/ Page | Line rationale)*
g):* Editori | #* #*
al/
Techni
cal)
1 SEI/APL Technic | 10 454 Duty rotation is Remove this
al a separate sentence
concept from
dual
authorization
and doesn't
make sense to
reference in this
requirement
Also on 874,
1003, 1300,
1320
2 SEI/APL Technic | 10 471 While the change to:
al discussion Restrict the use of
addresses the systems or system
use of cloud, components to
leased, BYOD process, store, or
etc, the transmit CUI to
requirement only the systems or




statementis
less clear as to
intent. The
suggested
change also
covers cases
where SMBs use
MSPs to manage
their services.
As written, with
the ODP,
organizations
can restrict the
use of non-
organizationally
owned systems
with a simple

system
components which
are provisioned,
managed and
controlled by or on
behalf of the
organization, which
includes both
organizationally
owned and non-
owned systems.

policy.
SEI/APL Technic | 14 594 This Reduce either the
al requirementis first or third ODPs
made up almost | (or perhaps both) to
entirely of ODPs | general static terms
which makes it
challenging to
ensure itis well-
implemented
SEI/APL Technic | 15 644 In 03.01.12e are | Consider changing
al you implying to:

that CUI should
be segregated at
the file level or
the system
level? If | move a
CUIfile from a
data store that it
should go one
path while if |
move a non-CUI
file it goes
another path?
Or Enclaves with
CUIl have one
logical or
physical

CUl-carrying
networks,
enclaves, or
security zones are
logically or
physically
separated from all
other system
components and
traffic by
[Assignment:
organization-
defined
segmentation
mechanisms
and/or techniques].




boundary
separating from
non-CUI
enclaves?

Routing, switching,
firewall, and cross-
domain devices
enforce the
separation so that
traffic that
originates from, or
is destined to, a
CUl enclave uses
network paths,
interfaces, and
security controls
that are distinct
from those used for
non-CUI traffic.
Because the
boundary is drawn
at the enclave (or
equivalent system-
level construct),
individual files do
not require case-
by-case steering;
any object moved
into or out of the
CUl enclave is
implicitly subject to
the same
separation and
inspection
controls.

This requirement
augments—and
does not replace—
SP 800-171
03.01.03.

SEI/APL

Technic
al

16

658

The metadata
should exist
outside of
whether the
datais
encrypted or not
(to be easily

Consider adding to:
"Metadata can
include structural
metadata that
describes data
structures or
descriptive




routed or
examined by
DLP). The
metadata
should
automatically
follow data if

metadata that
describes data
content" and
should be
accessible
regardless of the
data's state of

copied. encryption..
SEI/APL Technic | 19 740 This Radiant Remove 03.01.17e
al Mercury-like

requirement for
CUlis not
realistic. CDS
filters are very
expensive to
implement and
require detailed
CUIl knowledge
that may not be
available




SEI/APL

Technic
al

19

755

Add enhanced
requirement
03.01.XXE to
Access Control

High Value
Assets (HVAS)
process, store,
or transmit
information, to
include CUI,
thatis of high
value to the
Government,
the DIB, and
their
adversaries. This
might include
CUl associated
with a
breakthrough,
unique, and/or
advanced
technology; or
systems with
significant
aggregation of
CUI. HVAs
create
heightened
adversarial
interest and
require extra
protections. The
protections for
HVAs include
non-persistence
of information
(03.14.05€e) and
non-persistence
of system
components
and services
(08.14.15E). Ho

from SP 800-53 SC-
2(1) and SC-7 (15)
Add:

Separate System
and User
Functionality
Interfaces for non-
privileged users

Prevent the
presentation of
system
management
functionality at
interfaces to non-
privileged users.

Discussion:
Preventing the
presentation of
system
management
functionality at
interfaces to non-
privileged users
ensures that
system
administration
options, including
administrator
privileges, are not
available to the
general user
population.
Restricting user
access also
prohibits the use of
the grey-out option
commonly used to
eliminate
accessibility to
such information.
One potential
solution is to




wever, isolating
the
administration
of those assets
that store,
process and
transmit CUI, is
an important
extension to SP
800-171
03.01.05 which
establishes a
special sub-
class of
privileged
accounts for
HVAS, the most
important asset
class.

withhold system
administration
options until users
establish sessions
with administrator
privileges.

Privileged access
provides greater
accessibility to
system functions,
including security
functions.
Adversaries
attempt to gain
privileged access to
systems through
remote access to
cause adverse
mission or
business impacts,
such as by
exfiltrating
information or
bringing down a
critical system
capability. Routing
networked,
privileged access
requests through a
dedicated,
managed interface
further restricts
privileged access
forincreased
access control and

auditing.)
SEI/APL Technic | 19 761 Eliminate ODP. Change a(2) to:
al The need to 2. Onrecognizing
provide training | suspicious

stands onits
own and is not
dependent on
each

communications
and anomalous
behavior in
systems




organization's
interpretation of
what constitutes
malicious code

SEI/APL

Technic
al

20

788

Should include
Insider Threat
scenarios

Consider adding:
Practical exercises
include no-notice
social engineering
attempts or Insider
Threat scenarios, to
collect information
and gain
unauthorized
access. These
include simulating
the adverse impact
of opening
malicious email
attachments or
invoking malicious
web links via spear
phishing attacks.

10

SEI/APL

Technic
al

22

832

Should mention
WORM (Write
Once Read
Many times)
technology as
an alternative

Store audit records
in a repository that
is partof a
physically different
system or system
component than
the system or
component being
audited or,
wherever feasible,
enforce non-
rewriteable, non-
erasable (WORM)
retention for the
records.

DISCUSSION
Storing audit
recordsina
repository that is
separate from the
audited system or




system component
oremploying a
WORM technology
(e.g., optical
WORM, hardened
storage appliances,
or cloud immutable
storage) helps to
ensure that a
compromise of the
system being
audited does not
alsoresultina
compromise of the
audit records.
Storing audit
records on
separate physical
systems or
components
preserves the
confidentiality,
integrity, and
availability of audit
records and
facilitates the
management of
audit records as an
organization-wide
activity. Storing
audit records on
separate systems
or system
components
applies to the initial
generation and
backup or long-
term storage of
audit records. This
requirement
enhances SP 800-
171 requirement
03.03.08.




11 SEI/APL Technic | 24 918 Requirement Change to:
al short name does | Handle
notinclude Unauthorized or
misconfigured Misconfigured
and fully capture | Components
the intent of the
requirement
This is directly
tiedto 3.4.3e
and a single tool
could be used to
capture both
"good" and
"bad" systems
12 SEI/APL Technic | 24 919 ODP could a. Employ
al result in overly automated tools to
prescriptive detect the
assignment by presence of
Federal unauthorized or
agencies to misconfigured
contractors. The | system
requirement to components
implement
automated tools
to detect rogue
or
misconfigured
systems or
system
components
stands on its
own
13 SEI/APL Technic | 25 945 Specification of | Change to:
al the need to Implement
implement automated tools to
automated tools | maintain the
suffices to currency,
achieve the completeness,
objective accuracy, and

availability of the
inventory of system
components




14 SEI/APL Technic | 29 1065 | Cryptographic change to:

al bidirectional Where feasible,
authentication is | authenticate
not always [Assignment:
technologically | organization-
possible defined devices
especially within | and/or types of
the loT/OT devices] before
environments. establishing a
Requirement system connection
should allow for | using bidirectional
this limitation authentication that
without the need | is cryptographically
to scope it based and replay
within the ODP resistant.
Current 172
includes replay
resistant
requirement
which is
advantageous
As written, this
requirement
potentially
conflicts w
3.5.3e for
authentication
based on
attestation

15 SEI/APL Technic | 30 1084 | The discussion Start the

al section Discussion with,

discusses the "Password

weakness of
using a
password
manager, not
the advantage or
how to use a
password
manager while
the
enhancementis

managers create
strong passwords
and autofill login
information which
helps user use
strong passwords
without human
error or writing the
passwords down. "




touse a
password
manager.

16

SEI/APL

Technic
al

30

1095

Handle
authentication
and
identification
using attestation
implies that only
device
attestation is
allowable for
both.

As written, this
requirement
potentially
conflicts w
3.5.1e for bi-
directional
authentication.
In general, it
would be helpful
to identify
requirements
where potential
conflicts appear
to aid in the
selection of -
172r3 security
requirements.

Change to:
Implement, where
feasible, device
identification and
authentication
based on
attestation

17

SEI/APL

Technic
al

33

1185

While the
implication of
24/7 operation
of aSOC is
implied, itis not
clearly stated.
Some level of
24/7 operation is
required in order
to be effective

Establish and
maintain a 24/7
security operations
center, allowing for
remote and on-call
staff.




18

SEI/APL

Technic
al

34

1211

"[A]ny location
identified by the
organization”
could make this
requirement too
easy to meet
and does not
require that the
deployment
location be in
any way related
to the incident
location. While
not specific, text
such as “any
organizational
location” at
least
strengthens the
implication that
the IRTis
respondingto a
location tied to
the incident.
Recognizing that
cloud incidents
would have their
own nuances, as
written, the IRT
could convene
from coffee
shopsona
Zoom call and
meet the
requirement.

Change to:
Establish and
maintain an
integrated incident
response team that
can be deployed to
any organizational
location in
[Assignment:
organization-
defined time
period].

19

SEI/APL

Technic
al

35

1244

The discussion
focusesona
particular
method (eg. A
honeypot) to
analyze
anomalous
behavior instead
of discussing

Start discussion
with, "An
organization should
build a capability to
track behavior and
determine what is
required behavior.
Changes to
behavior can then




the
enhancement

be analyzed to
determine if the
behavior may
indicate arisk to

the system."
20 SEI/APL Technic | 41 1439 | Notsure an ODP | Replace the ODP
al makes sense with "system
here. Based on components"
the discussion it
seems that the
need depends
more on the
secure location
of the system
than the type of
component
21 SEI/APL Technic | 43 1508 | The double ODP | Change to:
al is confusing and | Employ advanced
essentially automation and
reduces the analytics
requirement to capabilities to
only as of yet predict and identify
undefined risks to
values. organization
Recommend systems and
simplification system
without ODPs. components
Advanced
automation and
analytics is
reasonably
understood to
include Al and
ML, EUBA, event
correlation
amound others
allwhich would
meet the intent
of the
requirement
22 SEI/APL Technic | 53 1829 | Routers, Change physically
al gateways and to Logically
firewalls

"logically"




separate
networks not
"physically"
separate
networks. "air-
gaps" and one-
way diodes are

physical
separation.
23 SEI/APL Technic | 56 1926 | Thisreferences | Change title to:

al physical Physical Isolation
separation and of Security Tools,
title should Mechanisms, and
reflect that this Support
does notinclude | Components
logical

24 SEI/APL Technic | 61 2079 | Add enhanced Add:

al requirement INBOUND AND
03.13.xxE to OUTBOUND
System and COMMUNICATION
Communication | STRAFFIC
Protection a. Determine

criteria for unusual

Boundary or unauthorized
protection activities or
mechanisms to | conditions for
prevent inbound and

exfiltration and
enforce protocol
formats are not
adequate to
protect systems
that process,
store, or
transmit CUI
from 1)
adversary
reconnaissance
of systems
containing CUI,
2)incoming
malware
allowing the
adversary to

outbound
communications
traffic;

b. Monitor inbound
and outbound
communications
traffic
[Assignment:organi
zation-defined
frequency] for
[Assignment:organi
zation-defined
unusual or
unauthorized
activities or
conditions].




access or
modify CUI, or 3)
lateral
movement of an
adversaryto a
CUl enclave
once a foothold
has been
gained. Deep
packet
inspection will
facilitate the
identification of
malicious
contentin
frames at both
external and
internal
boundaries and
help mitigate all
three of these
techniques
protecting the
CUl found in the
enterprise.

Discussion:
Unusual or
unauthorized
activities or
conditions related
to system inbound
and outbound
communications
traffic includes
internal traffic that
indicates the
presence of
malicious code or
unauthorized use
of legitimate code
or credentials
within
organizational
systems or
propagating among
system
components,
signaling to
external systems,
and the
unauthorized
exporting of
information.
Evidence of
malicious code or
unauthorized use
of legitimate code
or credentials is
used to identify
potentially
compromised
systems or system
components.




25

SEI/APL

Technic
al

61

2079

Add enhanced
requirement
03.13.xxE to
System and
Communication
Protection

Phishing with
links is one of
the most
prevalent and
effective
adversarial
techniques used
against the
Departments
and Agencies of
the Federal
Government for
spreading
malware. One
approach to
mitigating this
type of phishing
is

awareness train
ing for users, but
statistics show
that training by
itselfis
insufficient. DN
SSEC and
authoritative
DNS are
technical
solutions that
are far more
effective, but
they are not
frequently
implemented. |
n the absence of
these technical
approaches, itis

Add:

SECURITY ALERTS,
ADVISORIES, AND
DIRECTIVES

a. Receive system
security alerts,
advisories, and
directives from
[Assignment:
organization-
defined external
organizations] on
an ongoing basis;
b. Generate
internal security
alerts, advisories,
and directives as
deemed necessary;
c. Disseminate
security alerts,
advisories, and
directives to:
[Selection (one or
more):
[Assignment:
organization-
defined personnel
orroles];
[Assignment:
organization-
defined elements
within the
organization];
[Assignment:
organization-
defined external
organizations]]; and
d. Implement
security directives
in accordance with
established time
frames, or notify
the issuing
organization of the




still critical to
protect CUl by
blocking DNS
queries that
return links to
malicious
websites that
might infect and
endpoint or
exfiltrate CUI. A
stronger more
effective
mitigation than
awareness
training is using
shared threat
intelligence
information to
maintain a list of
malicious
domains and
block any DNS
query that tries
toreturna
malicious link to
one of those
sites.

degree of
noncompliance.

Discussion: The
Cybersecurity and
Infrastructure
Security Agency
(CISA) generates
security alerts and
advisories to
maintain
situational
awareness
throughout the
Federal
Government.
Security directives
are issued by OMB
or other designated
organizations with
the responsibility
and authority to
issue such
directives.
Compliance with
security directives
is essential due to
the critical nature
of many of these
directives and the
potential
(immediate)
adverse effects on
organizational
operations and
assets, individuals,
other
organizations, and
the Nation should
the directives not
be implemented in
atimely manner.
External
organizations




include supply
chain partners,
external mission or
business partners,
external service
providers, and
other peeror
supporting
organizations.




26

SEI/APL

Technic
al

61

2079

Add enhanced
requirement
03.13.xxE to
System and
Communication
Protection

This
requirement will
protect CUI
when a website
is malicious. An
approach
discussed
previously
involves using
threat
intelligence to
block DNS
queries. URL
categorization
uses the same
threat intel to
create the same
block list. The
difference is that
in this case the
mitigation
blocks the URL
before the DNS
query goes out.
While they are
related
approaches,
URL
categorization is
implemented
with a different
mechanism,
providing
important
defense in depth
against known
malicious web

Add:

SECURITY AND
PRIVACY POLICY
FILTERS

a. Enforce
information flow
control using
[Assignment:
organization-
defined security or
privacy policy
filters] as a basis
for flow control
decisions for
[Assignment:
organization-
defined information
flows]; and

b. [Selection (one
or more): Block;
Strip; Modify;
Quarantine] data
after afilter
processing failure
in accordance with
[Assignment:
organization-
defined security or
privacy policy].

Discussion:
Organization-
defined security or
privacy policy
filters can address
data structures and
content. For
example, security
or privacy policy
filters for data
structures can
check for
maximum file




sites that are
trying to access
CUI, modify CUI,
or install
malware that
provides the
adversary long
term access to
CUl.

lengths, maximum
field sizes, and
data/file types (for
structured and
unstructured data).
Security or privacy
policy filters for
data content can
check for specific
words, enumerated
values or data
value ranges, and
hidden content.
Structured data
permits the
interpretation of
data content by
applications.
Unstructured data
refers to digital
information without
a data structure or
with a data
structure that does
not facilitate the
development of
rule sets to address
the impact or
classification level
of the information
conveyed by the
data or the flow
enforcement
decisions.
Unstructured data
consists of bitmap
objects that are
inherently non-
language-based
(i.e., image, video,
or audio files) and
textual objects that
are based on
written or printed




languages.
Organizations can
implement more
than one security or
privacy policy filter
to meet information
flow control

objectives.
27 SEI/APL Technic | 61 2082 | As written, the Change to:
al requirement a. Employ integrity

requires that
security critical
and essential
software be
defined by as
part of the ODP.
Since that
definition is
organization
(business etc.)
specific, the
ODP does not
really contribute
to the

verification tools to
detect
unauthorized
changes to security
critical and
essential software
and firmware.

b. Perform
corrective actions
when unauthorized
changes are
detected




accomplishmen
tof the
requirement.
Simplify by
requiring that
tools be used as
needed.

Drop
information from
the requirement.
Verification of
file integrity is
desirable but
affects the
integrity and not
the
confidentiality of
CuUl

ODPin[b]is not
needed.
Corrective
action is needed
and will vary
based on the
nature of the
change, the
criticality of the
system, the
organization's
IRP among other
factors

28

SEI/APL

Technic
al

62

2117

This controlis
focused on
integrity, but
uses trust
instead. The
language could
be clearer.

Rewrite "Obtain
software and data
employed during
system
component, and
service refreshes
from the following
trusted sources:
[Assignment:
organization-
defined trusted




sources]." to "Verify
and validate the
integrity of software
and data employed
during system
component and
service refreshes
using the following
means:
[Assignment:
organization-
defined integrity
checking
mechanism"].

29

SEI/APL

Technic
al

71

2402

Add enhanced
requirement
03.14.xxE to
System and
Information
Integrity

Rogue access
points allow
rogue clients to
connectto an
organization's
network and
access CUI. In
some situations
physical
protections may
reduce the risk
of arogue
access point
being connected
to the network,
butin other
cases the risk
will be high. Ifa
WIDS is
installed, as
recommended
in SP 800.53 SI-

Add:

WIRELESS
INTRUSION
DETECTION
Employ a wireless
intrusion detection
system to identify
rogue wireless
devices and to
detect attack
attempts and
potential
compromises or
breaches to the
system.

Discussion:
Wireless signals
may radiate beyond
organizational
facilities.
Organizations
proactively search
for unauthorized
wireless
connections,
including the
conduct of
thorough scans for




4(14) it should
detect arogue
AP connected to
the

network. Detect
ing rogue access
points should
apply equally to
Federal
networks and
DIB network to
prevent
unauthorized
access to CUI.

unauthorized
wireless access
points. Wireless
scans are not
limited to those
areas within
facilities containing
systems but also
include areas
outside of facilities
to verify that
unauthorized
wireless access
points are not
connected to
organizational
systems.

30 SEI/APL General | 5 310 Figure 1 First, update Figure
"Multidimension | 1to "Multidemional
al "Protection Protection
Strategy." The Strategy".

Two statements | Remove both
listed on figure 1 | statements and
"Focus on the add to line 290.
Advanced Two statements
Persistent are: "Focus on the
Threat and advanced
"Defense in- persistent threat"
depth Protection | and "Defense in-
Strategy", are depth protection
inconsistent strategy".

31 SEI/APL General | 12 547 Missing auditin Changeto:
the discussion "automate account
action. The management audit
emphasisis on activities."
auditing the
account
management,
not on managing
the accounts.

32 SEI/APL General | 29 1079 | 172 hasone Remove ODP
ODP and 172A Inconsistency
has two ODPs between 172 and

172A for 03.05.02e




33 SEI/APL General | 42 1455 | The original withdraw original
scope andintent | 172 3.11.1E and
from the original | renumber the
172 has not 3.11.1Einthe FPD
been carried to a new number.
over.

34 SEI/APL General | 44 1543 | This Replace the ODP
requirement and | with more precise
the discussion language defining
are vague and parameters for the
don'tfully align. | "current cyber
"Determining threat
the current environment." Add
cyber threat language to the
environment" discussion relevant
can mean a lot to the process of
of things. The determining this.
discussion
speaks more to
the response to
the threat
environment
than the means
to determine it.

It references
"higher threat
levels" without
defining this
type of
threshold

35 SEI/APL General | 57 1956 | Reqtitleis "thin | Define thin nodes
nodes" but this and point back to
conceptis never | thisterminthereq
defined and the | text, or change title
req uses least to "minimal
functionality functionality" or
terminology similar

36 SEI/APL General | 64 2156 | ODP expansion | Update 03.14.08e

from three in
172 to twelve in
172Ais
inconsistent and
hard to track

to make the
requirement
statements parallel
to each other




37

SEI/APL

Editoria
L

228

The paragaph on
lines 228-233
are hard to read
an assume too
much
knowledge on
the users part.
The suggestion
breaks this into
separate bullet
items

This publication
defines three
categories of
enhanced security
requirements,
based on their
source and
purpose:

- Enhancements to
NIST SP 800-171
[12] requirements —
These
requirements
strengthen or
expand existing
security controls in
SP 800-171 to
provide greater
assurance and
resilience.

- Requirements
derived from NIST
SP 800-53B [13]-
These are controls
that were not
included (“tailored
out”) from the SP
800-53B moderate
baseline during the
development of SP
800-171 but are
incorporated here
to address the
needs of
organizations
handling critical or
high-value assets.

- Independent
enhanced
requirements —
These




requirements are
not directly related
to SP 800-171
controls but are
introduced to
further strengthen
the protection of
Controlled
Unclassified
Information (CUI)
associated with
critical programs
and high-value
assets.

The type of security
requirementis
noted in the
discussion section
of each
requirement.

38

SEI/APL

Editoria
L

288

The PRA and
DLO don'tuse
the 800-53b
conceptual
terminology like
CR does.
Suggest
rewriting the
PRA, DO to
match. This will
align PRA and
DLO with CR
and 800-53B
terminology.

The enhanced
security
requirements
provide the
capability to
achieve a
multidimensional,
defense-in-depth
protection strategy
[13] composed of
reinforcing
protection
objectives that
include:

* Penetration-
resistant
architecture: an
architecture using
technology,
engineering, and
procedures with
the ability to deter,
preclude, and
impede adversary




attempts to
compromise
organizational
systems, establish
unauthorized
presence, or
escalate privileges
within the system
architecture.

¢ Damage-limiting
operations -
procedural and
operational
measures with the
ability to detect,
contain, and
reduce the scope
and impact of
adversary
compromises —
both detected and
undetected —
through operational
agility,
segmentation,
redundancy, and
timely response.

¢ Cyber resiliency -
the ability to
anticipate,
withstand, recover
from, and adapt to
adverse conditions,
stresses, attacks,
or compromises
that use or are
enabled by cyber
resources. Cyber
resiliency is
intended to enable
organizational
missions or
business objectives
that depend on




cyber resources to
be achieved in a
contested cyber
environment.

39

SEI/APL

Editoria
L

381

If you reorder
"redirect,
preclude,
impede, limit
and expose" to
"preclude,
expose, redirect,
impede, and
limit" the first
letters spell
PERIL a helpful
mnemonic.

Change to:
"preclude, expose,
redirect, impede,
and limit (PERIL)"

40

SEI/APL

Editoria
L

442

Section 3 -The
Requirements
section of the
172 addresses
enhanced
security
requirements.
Line 442 states,
security
requirements
have been
withdrawn.

Change line 442 to
"Certain enhanced
security
requirments have
been withdrawn...."

41

SEI/APL

Editoria
L

10

460

If an
organization has

Add DLO to
Protection Strategy.




dual
authorization
and they are
compromised
having dual
authorization
will help limit
the potential
impact of the
compromise.

42 SEI/APL Editoria | 10 484 If an organiztion | Add DLOto
L limits devicies Protection Strategy.
then they are
setting up
operational
guidelines and
controls that will
limit potential
damage from a
compromise.
43 SEI/APL Editoria | 13 562 atypical usage Monitoring for such
L only indicates activity can
something is indicate elevated
different and the | risk and prompt
sentence jumps | further
to strong of a investigation of
conclusion, potential
suggest unauthorized or
rewriting the malicious actions.
sentence
44 SEI/APL Editoria | 14 593 Suggest Rename 03.01.10e
L renaming to Flow Control
03.01.10e to
Flow Control
45 SEI/APL Editoria | 16 662 In NIST SP 800- Change to: 1. Use

L

53 R5 defines
metadata as
"Information
that describes
the
characteristics
of data,
including
structural

NIST SP 800-53 R5
definition, and 2.
Restate second
sentence to
"Enforcing rules on
allowed
information flows
based on metadata
types enables




metadata that
describes data
structures (i.e.,
data format,
syntax,
semantics) and
descriptive
metadata that
describes data
contents (i.e.,
security labels)."
Suggest using
this definition
and rewording of

implementation of
simpler and more
effective data
access controls."

enforcement
sentence.
46 SEI/APL Editoria | 19 757 Advanced Suggestion change
L Literacy training | to "Advanced
is too broad, Security Literacy
missing the and Awareness
word "security" Training"
as statedinline
758.
Also onlines
788, 801, 805
47 SEI/APL Editoria | 22 845 Fulfilling this Suggestion add
L requirement CRS as a protection
aligns with cyber | strategy.
resilence.
48 SEI/APL Editoria | 37 1265 |Ifateamis Suggestion: add to
L conducting discussion after
analysis for "and network
incident monitoring
monitoring they | devices." Additional
would likely monitoring could
want to include databases
incorporate of indicators of

some sort of
way to check
indicators of
compromise
(I10C tracking,
YARA, STIX, etc).

compromise
(10Cs), YARA or
STIX rules.




49 SEI/APL Editoria | 41 1433 | If someoneis Consider adding
L conducting a PRA as another
physical protection strategy.
penetration test
and thereis
monitoring it will
help make them
more
penetration
resistant.
50 SEI/APL Editoria | 47 1623 | Allowed add to sentence, "...
L information also | implemented by
includes the organization or
approved for authorized for
public release public release."
information.
Since the
discussion
allows decoy
info explicitly,
should also
include real
information too.
51 SEI/APL Editoria | 54 1839 | The selection Correct the bracket
L statement for typo in selection
03.13.05 has statement for
two bracket 03.13.05e
omissions
52 SEI/APL Editoria | 62 2118 | the comma remove the
L makes ithardto | comma.
read
53 SEI/APL Editoria | 75 2531 | don't think Change to "public"
L "open-source" is | or "non-sensitive"
the right term or something else?
here
54 SEI/APL Editoria | 87 2905 | Inthe 172, Align the definitions
L Enhanced including or
Security removing the
requirementsin | additional
Appendix Ais description of
defned cyber resiliency.

differently in
172Ar3. 172A




defines
protection
strategy cyber
resilience as
"designing for
cyber resiliency
and
survivability."






