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1 Paul 
Pescitelli/Goo
gle 

te 21 755 As written, this 
section would 
be difficult to 
operationalize 
and measure 
effectively 
within many 
organizations.  
For instance, 
the ability to 
detect 
counterfeit 
system 
components 
can only be 
done where 
very 
specialized and 
comprehensive 
roots of trust 
are 
established, 
and for many 
components 
this is not a 
feature. 
Additionally, 
certain types of 
hardware 
cannot be 
visually 
identified as 
counterfeit, 

Delete: 
Section 
03.02.04E 
"Anti-
Counterfeit 
Training" 
 
OR  
 
The text 
should be 
modified 
to be 
actionable 
for 
organizatio
ns of all 
sizes and 
in-scope 
hardware.  
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making 
'training' 
unfeasible or 
useless. 

2 Paul 
Pescitelli/Goo
gle 

te 22 850 The utility of 
Real-Time 
Alerts for Audit 
Processing 
Failures is 
useless unless 
there is a 
response time 
and 
subsequent 
closure time 
associated 
with it. 

Modify: 
"Alerts 
provide 
organizatio
ns with 
urgent 
messages. 
Real-time 
alerts 
provide 
these 
messages 
at 
informatio
n 
technology 
speed (i.e., 
the time 
from event 
detection 
to 
alert 
occurs in 
seconds or 
less). This 
requireme
nt 
enhances 
SP 800-
171 
requireme
nt 
03.03.04." 
 
To: "Alerts 
provide 
organizatio
ns with 
urgent 
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messages. 
Real-time 
alerts 
provide 
these 
messages 
at 
informatio
n 
technology 
speed (i.e., 
the time 
from event 
detection 
to 
alert 
occurs in 
seconds or 
less). The 
effectiven
ess of 
these 
alerts 
must be 
measured 
and 
ensured by 
mandating 
Maximum 
Response 
Time and 
Maximum 
Closure 
Time 
objectives. 
This 
requireme
nt 
enhances 
SP 800-
171 
requireme
nt 
03.03.04." 



3 Paul 
Pescitelli/Goo
gle 

te 24 918 While some 
organizations 
may have 
Automated 
Unauthorized 
Component 
Detection, 
actively 
alerting on 
every variance 
may not be 
practical. In 
environments 
where frequent 
repairs or 
necessary 
changes occur, 
each repair 
action can 
potentially 
create a 
temporary or 
intentional 
"misconfigurati
on," leading to 
alert fatigue or 
an 
overwhelming 
number of 
false positives. 
This section 
should be 
removed. 

Delete: 
Section 
03.04.02E 
"Automate
d 
Unauthoriz
ed 
Componen
t 
Detection" 

800-172r3 
/ 800-
172ar3 

4 Paul 
Pescitelli/Goo
gle 

te 36 1288 Modern data 
centers 
sanitize media 
at massive 
scale, typically 
relying on 
automated 
erasure 
systems or 
large, verified 
physical 
destruction 
processes (like 
bulk 
shredding). 
Inserting a 
manual, dual-
authorization 

Delete: 
Section 
03.08.01E 
"Dual 
Authorizati
on for 
Media 
Sanitizatio
n" 
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check before 
every single 
drive is erased 
or shredded 
creates 
congestion and 
high likelihood 
of human error, 
defeating the 
purpose of 
automation. 
This section 
should be 
removed. 

 
 
 




