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Optional comments for NIST SP 800-172r3 Enhanced Security Requirements for Protecting
Controlled Unclassified Information.

Comment rationale: Plain writing - short and simple
It looked like there were 2 cover pages. Can the 2 reduce to 1?

Comment rationale: plain writing - audience
Is it practical for the authority section (no line number, but page 3) to include NARA as they are the
CUI Executive Agent (EA) according to 32 CFR 2002.6?

Comment rationale - plain writing - audience
Would the NARA CUI EA be an audience interested to match your content with 32 CFR 2002 as part
of monitoring for CFR currency? If so, is there an alternate document format that sorts applicable
sections to the CFR order below?
Outline of 32 CFR Part 2002
Subpart A—General Information
2002.1 Purpose and scope.
2002.2 Incorporation by reference.
2002.4 Definitions.
2002.6 CUI Executive Agent (EA).
2002.8 Roles and responsibilities.
Subpart B—Key Elements of the CUI Program
2002.10 The CUI Registry.
2002.12 CUI categories and subcategories.
2002.14 Safeguarding.
2002.16 Accessing and disseminating.
2002.18 Decontrolling.
2002.20 Marking.
2002.22 Limitations on applicability of agency CUI policies.
2002.24 Agency self-inspection program.
Subpart C—CUI Program Management
2002.30 Education and training.
2002.32 CUI cover sheets.
2002.34 Transferring records.
2002.36 Legacy materials.
2002.38 Waivers of CUI requirements.
2002.44 CUI and disclosure statutes.
2002.46 CUI and the Privacy Act.
2002.48 CUI and the Administrative Procedure Act (APA).
2002.50 Challenges to designation of information as CUI.
2002.52 Dispute resolution for agencies.
2002.54 Misuse of CUI.
2002.56 Sanctions for misuse of CUI.
Appendix A to Part 2002—Acronyms

*Comment rationale: plain writing - avoid jargon.



Would it be appropriate to ask the United States Government Publishing Office (GPO) about an
existing software requirement in their Govinfo that supports direct retrieval of glossary or word
definitions for your pub? If capability is not present, how hard is it to implement? Glossary variations
are more likely without direct retrieval. Minor differences were observed on the words "agency" and
"Controlled Unclassified Information" compared to VA Directive 6332 as shown below:
NIST-SP excerpt lines 2823-2826

agency.

Any executive agency or department, military department, Federal Government corporation,
Federal Government controlled corporation, or other establishment in the Executive Branch of the
Federal Government or any independent regulatory agency. [18]

VA Directive 6332 Controlled Unclassified Information (CUI) section 6. Definitions. [excerpt]

a. Agency: Any "executive agency” as defined in 5 U.S.C 105; the United States Postal Service; and
any other independent entity in the executive branch that designates or handles CUI. Agency may
also be referred to as Federal agency, executive agency and executive branch agency, or may refer
to VA in this directive.

NIST SP glossary [excerpt] lines 2862-2866

controlled unclassified information

Information that law, regulation, or government-wide policy requires to have safeguarding or
disseminating controls, excluding information that is classified under Executive Order 13526,
Classified National Security Information, December 29, 2009, or any predecessor or successor order,
or the Atomic Energy Act of 1954, as
amended. [1]

VA Directive 6332 Controlled Unclassified Information (CUI) section 6. Definitions. [excerpt]

h. Controlled Unclassified Information (CUI): Information the government creates or possesses,
or that an entity creates or possesses for or on behalf of the government, that an LRGWP requires or
permits an agency to handle using safeguarding or dissemination controls. However, CUI does not
include classified information or information a non-executive branch entity possesses or maintains
in its own systems that did not come from, or was not created or possessed by or for, an executive
agency branch agency or an entity acting for an agency.

Comment rationale - plain writing - organize

Is it practical to group references coming from the same organization? No requirement for reference
grouping was known, but an example of grouping was observed in the 2025 California Energy Code,
Appendix 1-A Standards and Documents Referenced in the Energy Code. The grouping seemed to
increase organization, at least for one reader.

Comment rationale - plain writing - short and simple

If 32 CFR 2002 (your line 2645) already reflects EO 13556 (your line 2635), will just the CFR
reference by itself be adequate to communicate the EO content as well? The eCFR
(https://www.ecfr.gov/current/title-32/subtitle-B/chapter-XX/part-2002) listed this EO as authority in
the beginning, as if it could have been merged.

No comments were made on the NIST priorities (lines 72-79). This is because of not being involved
with CUI. The CUI registry was only checked for advice while selecting among many software
technologies to help code for bible apps.





