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34 832 Data vaulting is a 
concept that 
applies to all 
companies of 
various size 
nowadays. Just 
storing audit data 
in a separate 
storage location 
does not 
increase the 
cyber resilience 
readiness of a 
company. 800-
172 should 
require data 
vaults and 
isolated recovery 
environments. 

Protection of High 
Value Asset Data in 
Separate Physical 
and Isolated Systems 
 
Critical data 
associated with high 
value assets must be 
stored in a separate, 
isolated data vault 
that is physically and 
logically independent 
from the systems 
where such assets 
operate or are 
managed. 
 
DISCUSSION 
Storing high value 
asset data in a 
dedicated, isolated 
vault ensures that a 
compromise of the 
operational 
environment does not 
extend to the most 
critical information. 
This segregation 
preserves the 
confidentiality, 
integrity, and 
availability of high-
value data and 
prevents attackers 
from laterally 
accessing it through 
compromised 
systems. 
A physically and 
logically isolated data 
vault enables secure 
long-term retention, 
rapid recovery, and 
tamper-resistant 



protection of 
essential information, 
contributing to 
organizational cyber 
resilience and 
continuity of critical 
operations. 
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38 1351 RTO and RPO are 
concepts valid 
for non-
adversarial 
disruption. In the 
context of APTs, 
cyber RTO and 
cyber RPO are 
required and are 
much different 
than regular RTO 
and RPO. 

Provide for the 
recovery and 
reconstitution of the 
system to a known 
and trusted state 
within organization-
defined Cyber 
Recovery Time 
Objective (Cyber 
RTO) and Cyber 
Recovery Point 
Objective (Cyber 
RPO) following a 
disruption, 
compromise, or 
failure.These cyber-
specific objectives 
shall apply to 
recovery operations 
from isolated data 
vaults and cyber 
recovery 
environments, and 
are expected to be 
longer than standard 
RTO/RPO due to 
additional integrity 
verification, forensic 
analysis, and 
validation steps 
required to ensure 
system 
trustworthiness 
before 
reactivation.DISCUSS
IONCyber recovery 
and reconstitution 
extend traditional 
contingency planning 
by addressing 
scenarios involving 
cyber compromise, 
data corruption, or 
ransomware impact. 



In such cases, 
recovery from an 
isolated and 
immutable data vault 
requires 
comprehensive data 
integrity checks, 
malware scans, and 
forensic validation 
before restoration 
into the production 
environment.The 
Cyber RTO represents 
the maximum 
tolerable time to 
restore critical 
functions to a trusted 
operational state, 
while the Cyber RPO 
defines the maximum 
acceptable loss of 
data (in time) 
considering forensic 
and validation 
delays.Reconstitution 
includes the 
deactivation of 
interim or 
containment 
environments used 
during recovery, 
verification of full 
operational 
capability, and the 
reestablishment of 
continuous 
monitoring and 
resilience posture 
assessments.This 
enhanced control 
supports mission 
continuity for high-
value assets and 
critical business 



services, reinforcing 
resilience against 
advanced persistent 
threats (APTs) and 
destructive cyber 
events. 
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46 1583 Criticality 
analysis cannot 
ignore anymore 
NIST IR 8286D 
where impact to 
C and I needs to 
be accounted for 
in the inherent 
impact of an 
asset, therefore 
influencing its 
criticality status 
(high value asset 
or not). This 
requires the 
application of the 

As part of this 
process, 
organizations should 
apply the High Value 
Target (HVT) 
methodology to 
identify assets, data, 
and functions whose 
compromise would 
produce 
disproportionate 
operational, 
reputational, or 
systemic impact. The 
analysis should 
consider both the 



Voice of the 
Adversary and a 
high value target 
methodology > 
see 
highvaluetarget.o
rg 

inherent business 
criticality and the 
adversarial 
attractiveness of 
such targets, 
ensuring that HVT-
designated elements 
receive enhanced 
protection, 
monitoring, and 
recovery measures. 
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24 914 Include a dual 
authorization 
requirement for 
high-value 
targets. Dual 
authorization 
should also be 
applied to the 
modification, 
removal, or 
reconfiguration 
of assets under 
protected 
configuration, 
including 
cybersecurity 
tools that may be 
affected by 
automated or 
vendor-driven 
updates (e.g., 
those with 
kernel-level 
components). 
Applying dual 
authorization 
ensures that 
updates are 
reviewed and 

03.04.09E Dual 
Authorization for 
protected 
configuration.Enforce 
dual authorization for 
any modification, 
removal, or 
reconfiguration of 
assets designated as 
being under 
protected 
configuration, 
including security-
critical systems, 
applications, and 
devices. Changes to 
these configurations 
must be approved 
and executed by at 
least two authorized 
individuals in 
accordance with 
organizational 
change control 
procedures.Discussi
on Protected 
configurations refer 
to system settings or 
components that 



tested prior to 
deployment, 
reducing the risk 
of service 
disruption or 
unintended 
security 
degradation. 

have been baselined 
and locked to prevent 
unauthorized or 
accidental alteration. 
Examples include 
configurations of 
SIEM platforms, 
firewalls, identity 
providers, and 
monitoring systems. 
Unauthorized 
modification of such 
assets could degrade 
security posture, 
introduce 
vulnerabilities, or 
disable critical 
detection and 
protection 
mechanisms.Dual 
authorization (two-
person control) 
ensures that no single 
administrator can 
alter protected 
configurations 
without peer review 
and concurrence, 
thereby reducing 
insider threat risk and 
preserving the 
integrity of the secure 
baseline.Protection 
Strategy 
PRAAdversary Effects 
Preclude 
(Preempt)References
CM-3, CM-3 (8) 
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85 2811 Add a definition 
of protected 
configuration to 
ensure 
consistent 
application of 
this control 
across 
organizational 
systems. 
Clarifying the 
term supports 
alignment with 
change 
management 
and resilience 
principles, 
similar to the 
concept of the 
minimum viable 
company 
introduced in 
comment 16. 

Protected 
Configuration 
Protected 
configuration refers 
to the set of system 
parameters, security 
controls, and 
operational settings 
that define a secure, 
tested and approved 
baseline for assets. 
These configurations 
are safeguarded 
against unauthorized 
or unreviewed 
modification and can 
only be altered 
through controlled 
processes such as 
dual authorization 
and formal change 
approval. 
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85 2815 Update 
advanced 
persistent threat 
definition. 
Traditional cyber 
threat 
intelligence 
models are built 
around the 
assumption that 
attacks originate 
from a single, 
well-defined 
Advanced 
Persistent Threat 
(APT) group, 
whose motives, 
tools, and targets 
can be profiled 
with relative 
stability. 
However, this 
assumption no 
longer holds true 
in today’s threat 
landscape. 
Modern large-
scale intrusions 
increasingly 
exhibit 
compound 
characteristics, 
in which multiple 
APT groups either 
intentionally 
collaborating, 
opportunistically 
overlapping, or 
unknowingly 
interfering 
converge within 
the same target 
ecosystem. 
These 

Advance persistent 
threatA set of tactics, 
techniques and 
procedures, 
displaying 
sophisticated levels 
of expertise and 
significant resources 
associated with one 
or multiple entities 
which allow to create 
opportunities to 
achieve its/their 
objectives by using 
multiple attack 
vectors, including 
cyber, physical, and 
deception. These 
objectives typically 
include establishing 
and extending 
footholds within the 
IT infrastructure of 
the targeted 
organizations for 
purposes of 
exfiltrating 
information; 
undermining or 
impeding critical 
aspects of a mission, 
program, or 
organization; or 
positioning itself to 
carry out these 
objectives in the 
future. The advanced 
persistent threat 
pursues its/their 
objectives repeatedly 
over an extended 
period, adapts to 
defenders’ efforts to 
resist it, and is 



Compound APTs 
form dynamic, 
multi-faceted 
threat 
constellations 
that evolve over 
time, leveraging 
shared 
infrastructure, 
reused exploits, 
and intersecting 
attack vectors. 
The result is a 
non-linear 
amplification of 
impact, where 
the combined 
activity of several 
adversaries 
generates 
systemic 
disruption that 
exceeds the sum 
of their individual 
operations. Such 
compound 
activity often 
undermines 
traditional 
detection logic, 
attribution 
models, and 
incident 
response 
playbooks 
designed for 
single-actor 
campaigns. For 
organizations 
operating in 
complex digital 
ecosystems, the 
emergence of 
Compound APTs 

determined to 
maintain the level of 
interaction needed to 
execute its 
objectives. 



represents a new 
frontier of cyber-
resilience risk—
one where threat 
identification, 
prioritization, 
and mitigation 
require a 
systems-level 
perspective 
capable of 
recognizing and 
responding to 
adversarial 
convergence 
rather than 
isolated actor 
behavior. 
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36 1287 Include a dual 
authorization 
requirement for 
high value 
targets. Dual 
authorization 
should be also 
applied to editing 
or removing the 
logs of relevant 
high value targets 
such as SIEM. 
Including this 
mitigation would 
preclude 
adversaries from 
hiding malicious 
activity.  

03.08.05E Dual 
Authorization for 
Editing or Removing 
Security Logs of high 
value targetsEnforce 
dual authorization for 
the editing, removal, 
or destruction of 
security logs related 
to [Assignment: 
organization-defined 
high-value systems 
and monitoring 
platforms], including 
but not limited to 
SIEM and centralized 
log 
repositories.Discussi
on Security logs are 
essential for 
detection, forensic 
analysis, and 
accountability in 
security-critical 
environments. 
Unauthorized 
modification or 
deletion of log 
records may enable 
adversaries or 
malicious insiders to 
conceal malicious 
activities and impede 
investigations. 
Implementing dual 
authorization—also 
known as two-person 
control—for the 
handling of logs 
associated with high-
value assets ensures 
that no single 
individual can tamper 
with audit evidence 



without supervised 
approval.Protection 
Strategy 
PRAAdversary Effects 
Preclude (Preempt), 
Impede 
(Exert)ReferencesIAM
-12 
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38 1352 Setting a 
baseline for the 
recovery and 
reconstitution 
state, such as 
the minimum 
viable company, 
will ensure that 
organizations 
keep providing 
services while 
ensuring the 
continuous 
implementation 
of core mitigation 
measures. In 
particular, 
companies will 
be able to assess 
whether their 
know state is 
sufficient by 
leveraging the 
minimum viable 
company 
construct and 
eventually 
modifying it. 

Provide for the 
recovery and 
reconstitution of the 
system to a known 
state, at least aligned 
with a minimum 
viable company state, 
within [Assignment: 
organization-defined 
time period 
consistent with 
recovery time and 
recovery point 
objectives] after a 
disruption, 
compromise, or 
failure. 
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85 2811 Adding a 
definition of high 
value targets 
with respect to 
comment 15 will 
support in 
identifying them 
in organizations.  

High value targetHigh 
value targets are 
information systems, 
roles, third parties 
and data for which 
unauthorized access, 
use, disclosure, 
disruption, 
modification, or 
destruction could 
cause a significant 
impact to an 
organization’s ability 
to perform its mission 
or conduct business.  
These systems may 
contain sensitive 
controls, 
configurations, 
instructions or data 
which is then 
leveraged for critical 
information systems’ 
management, they 
may house unique 
collections of secrets 
as well as be systems 
that perform 
defensive operations 
(such as delivering 
protect, detect, 
investigate, respond 
capabilities).  High 
value targets can as 
well be referred to as 
transversal 
technology 
supporting important 
business services (or 
an organization’s 
crown jewels), which 
need to be identified 
and properly secured 
to better handle the 



environmental 
changes caused by 
an advanced 
adversary. 
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71 New 
line 

The discussion 
already stresses 
enterprise 
alignment, 
external 
dependencies, 
interfaces, and 
restoration 
priorities; making 
the artifact and 
review cadence 
explicit improves 
auditability and 
operational rigor. 

Add requirement sub-
item: “d) Document 
security architecture 
in a living artifact 
(e.g., diagrams and 
data flows) showing 
external 
dependencies, 
interface protections, 
and restoration 
priorities; 
review/update at 
least quarterly or 
upon material 
change.” 
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73 2462 The text already 
warns that one 
control can 
trigger “adverse, 
unintended 
consequences” 
(system lockout, 
cascading 
alarms). Make 
this a required 
pre-deployment 
test so the 
warning 
becomes an 
actionable 
planning step. 

Add a sentence: 
“Architectural 
reviews SHALL test 
for adverse cross-
control interactions 
(e.g., lockouts, 
cascading alarms) 
before production 
rollout.” 
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73 2482 The discussion 
stresses 
complementary 
strengths and 
staggered update 
cycles across 
vendors. Convert 
that rationale 
into planning 
criteria (layered 
targets, interop, 
update 
orchestration) to 
prevent diversity 
from becoming 
operational 
fragility. 

Clarify scope & 
guardrails: “Diversity 
SHALL avoid single-
vendor monocultures 
while maintaining 
interoperability; 
define minimum 
supplier diversity 
targets per 
architectural layer.” 

13 Issa 
Special 
Interest 
Group on 
Cyber 
Resilienc
e  

Genera
l 

71 New 
line 

The three 
Planning 
enhancements 
are listed but not 
explicitly tied as 
a single 
deliverable. A 
unified package 
improves 
coherence and 
assessment 

Add a lead-in 
sentence at the start 
of §3.15: “Planning 
artifacts for 
03.15.01E, 03.15.02E, 
and 03.15.03E must 
be integrated into one 
security architecture 
package (shared 
glossary, diagrams, 
and test plans).” 



efficiency across 
Security 
Architecture, 
Defense-in-
Depth, and 
Supplier 
Diversity. 
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74 New 
line 

Converts §3.15 
concepts into 
concrete 
assessment 
checks tied to 
the three 
requirements 
and their 
discussions. 
Improves 
repeatability and 
reduces 
ambiguity called 
out by NIST in 
this revision. 

Assessment Criteria 
addendum (end of 
§3.15).  Add a short 
subsection: 
“Assessors SHALL 
verify: (1) existence of 
the architecture 
package; (2) 
traceability from 
threats to layered 
mitigations; (3) 
supplier diversity 
targets met per layer; 
(4) pre-deployment 
adverse-interaction 
testing evidence.” 
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72 New 
Line 

The discussion 
lists 
layering/isolation 
but not explicit 
blast-radius 
objectives. 
Adding a testable 
design objective 
ensures defense-
in-depth is 
planned around 
containment 
outcomes, not 
only 
mechanisms. 

03.15.02E, Add 
“failure-isolation 
objective”: 
“Document how each 
layer contains blast 
radius (e.g., identity, 
network, workload, 
data) and how 
monitoring detects 
layer bypass.” 
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1 182 "the Advanced 
Persistent 
Threat" is written 
in the singular 
when there are 
many APTs out 
there all with 
different 
capabilities and 
motivations. The 
threat also does 
not extend to 
solely APTs, but 
all manner of 
threats. There 
are skilled 
adversaries out 
there that do not 
fit the APT 
structure and 
there's benefit to 
not narrowly 
looking into one 
type of threat.  

Rewrite the sentence 
to include the plural 
of APTs, similar to 
that of "These 
programs and assets 
are potential targets 
for a number of 
threats, including 
advanced persistent 
threats." This also 
flows better into the 
following lines, where 
there's a description 
of APTs. Following 
sentences should 
refer to APTs as "An 
APT" versus "The 
APT". 
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21 801 No reference to 
tracking success 
and 
effectiveness of 
training related 
within the 
feedback cycle.  

This section could 
use a few references 
on the importance of 
tracking metrics, 
such as how many 
people are engaging 
with the phishing 
tests, how many 
people are clicking 
the phishing tests, 
and security 
concerns raised by 
non-security 
personnel as part of 
the feedback loop 
from employees.  
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10 469 No reference to 
comply to 
connect in the 
Discussion 
section. 

This section could 
use a few references 
to why Comply to 
Connect is important 
and how this is 
achieved i.e. by 
ensuring the device 
meets security 
baselines at the OS, 
application software, 
visibility, control, risk, 
telemetric and 
identity levels. 
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30 1084 No mention of 
how the 
encryption key 
for password 
managers is 
stored. 

Mention that the 
encryption key for 
password managers 
should ideally not be 
retrievable by the 
platform / software 
vendor, and should 
be stored in HSM for 
highly sensitive 
credentials. Details 
about recommended 
key strength would 
also be helpful. 
Enterprise Password 
managers should 
also have auditing 
support. 
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33 1187 The current 
generic listing 
doesn’t reflect 
industry-
standard SOC 
organizational 
structures. 
Modern SOCs 
operate through 
clearly defined 
tiers with specific 
responsibilities 
at each level. The 
SOC is also 
responsible for 
proactive threat 
hunting, 
detecting, 
analyzing, and 
responding to 
security 
incidents in a 
timely manner.  
The SOC is 
staffed with 
skilled technical 
and operational 
personnel 
organized in a 
tiered structure 
including Tier 1-3 
SOC Analysts 
(performing 
triage, 
investigation, 
and advanced 
threat hunting 
respectively), 
SOC Engineers, 
Incident 
Response 
personnel, and 
SOC 
Management. 

A security operations 
center (SOC) is the 
focal point for 
security operations 
andcomputer 
network defense for 
an organization. The 
purpose of the SOC is 
to defend and 
monitor an 
organization’s 
systems and 
networks on an 
ongoing basis. The 
SOC is also 
responsible for 
detecting, analyzing, 
and responding to 
security incidents in a 
timely manner. The 
SOC is staffed with 
skilled technical and 
operational 
personnel (e.g., 
security analysts, 
incident response 
personnel, systems 
security engineers) 
andimplements a 
combination of 
technical, 
management, and 
operational 
controls(including 
monitoring, scanning, 
and forensics tools) 
to monitor, fuse, 
correlate, analyze, 
and respond to threat 
and security-relevant 
event data from 
multiple sources.  



The Modern SOC 
implements an 
integrated 
technology stack 
including 
Security 
Information and 
Event 
Management 
(SIEM) for log 
aggregation and 
correlation, 
Endpoint/Extend
ed Detection and 
Response 
(EDR/XDR) for 
threat detection, 
Security 
Orchestration, 
Automation, and 
Response 
(SOAR) for 
workflow 
automation, 
Threat 
Intelligence 
Platforms for 
contextual 
enrichment, and 
Cloud Security 
Posture 
Management 
(CSPM) for multi-
cloud visibility. 



21 Issa 
Special 
Interest 
Group on 
Cyber 
Resilienc
e  

Genera
l 

36 1278 No clear 
guidelines on 
timelines for 
continuously 
monitor and 
inspect 
maintenance 
tools to ensure 
the latest 
software updates 
and patches are 
installed, with 
automated 
scanning 
performed at 
least weekly and 
critical 
vulnerabilities 
addressed within 
72 hours of patch 
availability. 
Leverage 
automated patch 
management 
tools to 
streamline 
discovery, 
testing, and 
deployment 
across all 
maintenance 
tool instances. 

Maintenance tools 
using outdated 
and/or unpatched 
software can provide 
a threatvector for 
adversaries and 
result in a significant 
vulnerability for 
organizations 
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47 1603 If NIST intends 
for 
Organizationally 
Defined 
Parameters 
(ODPs) to remain 
within the 
standard, 
additional 
guidance should 
be provided on 
how to define 
and apply them 
consistently 
across 
organizations. 
Without defined 
ranges or 
example values, 
many entities—
particularly those 
without 
established best 
practices—will 
struggle to 
determine 
appropriate 
parameters, 
resulting in 
inconsistent 
application 
across the 
community. 

Include 
recommended 
ranges, example 
values, or baseline 
guidance for each 
Organizationally 
Defined Parameter to 
promote greater 
uniformity and 
consistency in 
implementation and 
assessment. 
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10 454 It will be more 
beneficial to 
include 
implementation 
suggestion and 
deployment 
scenarios e.g. 
cloud, devops 
and SaaS apps. 
For example, in 
cloud 
environments, 
this could mean 
having two 
authorized SMEs 
approve 
important access 
or configuration 
changes. In 
software 
development 
pipelines, two 
reviewers might 
need to approve 
code before it 
goes live. In 
business or SaaS 
applications, 
certain 
administrative 
actions e.g. 
changing user 
permissions or 
deleting data. 

Dual authorization is 
also known as two-
person control. Dual 
authorization reduces 
risk related to insider 
threats, including 
adversaries who have 
obtained credentials. 
Dual authorization 
requires the approval 
of two authorized 
individuals to execute 
privileged commands 
and/or other 
organizational 
actions that may 
affect the protection 
of CUI, which 
includes cloud 
environments, 
DevSecOps CI/CD 
pipelines, and SaaS 
apps. 
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10 454 The proposed 
changes 
strengthen the 
control by clearly 
explaining the 
value of duty 
rotation within 
the organization; 
by reducing 
dependence on 
specific 
individuals, 
fostering 
operational 
independence, 
and reinforcing 
shared 
accountability. It 
further highlights 
dual 
authorization as 
a proactive 
countermeasure 
against insider 
threats and an 
essential 
measure for 
maintaining 
continuity across 
critical 
operations. 

To reduce the risk of 
collusion, 
organizations 
periodically rotate 
dual authorization 
responsibilities to 
prevent single-person 
dependency and 
strengthen continuity 
of operations.. 
Organizations also 
assess the risk 
associated with 
implementing dual 
authorization when 
immediate responses 
are necessary to 
ensure public and 
environmental safety.  
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11 465 Consider 
explicitly 
requiring device 
posture 
validation and 
runtime endpoint 
health 
verification 
before allowing 
any connections 
from non-
organizationally 
owned systems 
or 
components.Bef
ore granting 
access, 
organizations 
should ensure 
that appropriate 
safeguards—
such as device 
posture checks—
are in place to 
verify that the 
system meets 
defined security 
and 
configuration 
standards. This 
includes 
confirming the 
device’s health, 
compliance 
status, and 
presence of 
essential 
protection 
mechanisms 
(e.g., encryption, 
endpoint 
protection, 
current patch 
level).Access 

Before granting 
access, organizations 
should ensure 
safeguards such as 
device posture 
checks are in place to 
verify the system’s 
health, compliance, 
and configuration 
status (e.g., 
encryption, endpoint 
protection, patch 
level). Access should 
be dynamically 
limited or revoked if 
the device no longer 
meets compliance 
requirements in real-
time. 



should be 
dynamically 
limited or 
revoked if a 
device no longer 
meets 
compliance 
requirements 
during use. These 
measures help 
ensure that all 
non-
organizational 
devices maintain 
a verifiable 
security baseline 
that aligns with 
the 
organization’s 
policies and risk 
tolerance. 
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11 497 Recommend 
enhancing this 
section to reflect 
how concurrent 
session control 
operates in 
enterprise and 
cloud 
environments. 
The discussion 
could also 
describe how 
organizations 
deploy this 
capability 
through 
centralized 
identity systems 
such as identity 
providers, 
federated 
authentication 
services, and 
conditional 
access policies 
that manage or 
restrict active 
sessions across 
hybrid 
infrastructures.A
dding a note 
about monitoring 
makes this 
control stronger 
by highlighting 
the need to 
enable 
monitoring on 
active sessions 
in real time from 
the SOC. 
Monitoring helps 
organizations 
quickly spot 

In enterprise and 
cloud environments, 
concurrent session 
control is often 
implemented through 
centralized identity 
systems using 
identity providers, 
federated 
authentication 
frameworks, or 
conditional access 
policies that manage 
authentication and 
access across 
multiple platforms. 
The continuous 
monitoring of 
concurrent sessions 
helps organizations 
detect abnormal login 
patterns or credential 
misuse in real time. 



unusual logins, 
shared 
credentials, or 
sessions that 
stay open longer 
than expected 
and all of it can 
point to a 
security issue in 
the 
infrastructure. 
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11 516 Recommend 
adding the 
details of 
monitoring geo-
based locations 
from where users 
connects. The 
strength of this 
control can be 
enhanced by  
describing how 
organizations 
use IP-based 
geolocation, 
sanctioned-
region blocking, 

Organizations may 
also leverage geo-
location intelligence 
and embargo-nation 
restrictions as part of 
automated 
mechanisms that 
validate remote 
users, permit or block 
sessions accordingly, 
and continuously 
monitor ongoing 
connections for 
policy compliance 
and anomalous 
activity. 



and conditional 
access policies 
to detect or 
prevent 
connections 
from high-risk or 
prohibited areas. 
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12 531 Adding a note 
about keeping 
remote access 
systems patched 
makes this 
control stronger 
because it 
focuses on a 
significant part of 
security that’s 
often missed. By 
making sure that 
systems 
themselves are 
safe. It’s not 
enough to 
protect the 
information 
about how 
people connect; 
the tools they 
use to connect, 
like VPN 
gateways, ZTNA 
portals, or 
authentication 
servers, must 
also be kept up 
to date.When 

Organizations may 
also ensure that 
remote access 
infrastructure, 
including VPN 
gateways, ZTNA 
components, and 
authentication 
servers, is regularly 
updated and patched 
in accordance with 
vendor security 
advisories to reduce 
the risk of 
exploitation and 
strengthen the 
protection of remote 
access mechanisms. 



these systems 
aren’t patched, 
bad actors can 
exploit the known 
vulnerabilities to 
break in or get 
authorized 
access. A lot of 
real-world 
breaches have 
happened 
because 
companies left 
their VPN or 
remote access 
tools unpatched 
for example, 
Citrix, Fortinet, 
Pulse Secure, 
Ivanti.By 
emphasizing on 
patching and 
upgrading the 
infrastructure 
based on vendor 
security 
advisories, this 
control would 
encourage 
organizations to 
take a proactive 
approach, 
protecting both 
the information 
about remote 
access and the 
infrastructure 
that supports it. 
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12 544 Recommended 
to use account 
auditing with 
identity 
governance, user 
and entity 
behavior 
analytics (UEBA), 
and identity, 
credential, and 
access 
management 
(ICAM) systems 
gives 
organizations 
real-time 
visibility into 
account 
activities, helps 
correlate events 
in context, and 
enables faster 
detection and 
response to 
unusual or 
unauthorized 
actions. 

 Add this in the 
existing standard" 
Integration of 
automated account 
auditing with identity 
governance, user and 
entity behavior 
analytics (UEBA), and 
identity, credential, 
and access 
management (ICAM) 
systems provides 
real-time visibility 
into account 
activities, facilitates 
correlation of events, 
and enables rapid 
detection and 
response to 
unauthorized actions. 
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16 662 Recommend to 
include details 
about  guidance 
on metadata 
provenance, 
lineage tracking,  
would ensure 
that metadata 
remains 
authentic and 
inseparable from 
its data payload. 
I 

Organizations may 
also implement 
metadata 
provenance, lineage 
tracking, to ensure 
that metadata 
remains authentic, 
tamper-resistant, and 
inseparable from the 
data it describes. 
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48 1672 Adding this detail 
strengthens the 
control by 
bringing the 
offensive testing 
and defensive 
readiness tested 
at same time. 
The current 
discussion 
explains how 
penetration 
testing validates 
system 
vulnerabilities 
but stops short of 
describing how 
those test results 
can be used to 
measure and 
strengthen the 
organization’s 
detection and 
monitoring 
capabilities.By 
explicitly 
mentioning the 
collaboration 
with blue and 
purple teams 
during pentest 
exercise , the 
control reflects 
real-world 
practice, where 
defenders and 
testers work 
together to 
evaluate the 
detection 
maturity, 
visibility 
coverage, and 
correlation 

Organizations can 
use the results of 
penetration testing to 
evaluate the maturity, 
coverage, and overall 
effectiveness of their 
security monitoring 
and detection 
capabilities. 
Collaborating with 
purple teams during 
this exercise helps 
identifying the  
visibility gaps, fine-
tune correlation 
rules, monitoring  
alerts and response 
mechanisms. 



accuracy. This 
approach 
transforms 
penetration 
testing from a 
compliance 
requirement into 
a continuous 
improvement 
process that 
validates both 
prevention and 
detection layers. 
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49 1694 This addition 
strengthens the 
control by 
emphasizing that 
automated 
security 
validation tools 
enhance security 
testing coverage 
around the clock 
and help sustain 
assessor 
independence. 
These tools 
provide real-time 
visibility into the 
effectiveness of 
implemented 
controls by 
continuously 
verifying 
configurations, 
access 
permissions, and 
patch levels 
against defined 
security 
baselines and 
policies. 
Integrating 
continuous 
control 
monitoring 
capabilities with 
vulnerability 
databases, 
threat 
intelligence, and 
vendor security 
advisories 
enables 
assessors to 
quickly identify 
control drift, 

Organizations may 
also use automated 
security testing and 
validation tools, along 
with internal assessor 
rotation, to maintain 
independence and 
provide continuous 
assurance that 
security controls 
remain effective. 



unpatched 
assets, and 
emerging 
exposures to 
exploitation. 
Continuous 
validation 
ensures that 
assessment 
results reflect 
the 
organization’s 
real-time risk 
posture rather 
than an outdated 
snapshot. When 
combined with 
periodic 
assessor 
rotation, 
automated 
security 
validation 
supports 
impartiality, 
reduces blind 
spots, and 
confirms that 
security controls 
remain effective 
and resilient as 
threats evolve. 
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50 1740 This addition 
improves the 
control by 
showing how 
organizations 
can use modern 
monitoring and 
segmentation 
practices to 
protect internal 
communications
. Continuous 
traffic analysis 
and behavior 
monitoring 
increase visibility 
into how systems 
interact and help 
detect unusual 
or unauthorized 
activity that 
could enable 
lateral 
movement. Micro 
segmentation 
and identity-
based access 
rules apply least-
privilege 
principles, 
allowing only 
approved 
communication 
between 
components. In 
cloud and hybrid 
environments, 
automated 
mapping of 
internal 
connections 
across virtual 
networks, APIs, 
and services 

Applying micro 
segmentation and 
identity-based 
access rules ensures 
that system 
components 
communicate only 
when there is a 
verified business 
need and proper 
authorization. 
Organizations can 
use continuous traffic 
analysis and 
behavior-monitoring 
tools to detect 
unusual or 
unauthorized internal 
connections that may 
allow attackers to 
move laterally within 
the network.  In cloud 
and hybrid 
environments, 
automation can help 
map connections 
between virtual 
networks, APIs, and 
services to verify that 
every internal 
communication is 
approved, 
documented, and 
secure. 



ensures that 
every data path is 
authorized, 
documented, 
and secure. 
Together, these 
practices make 
internal 
connection 
management an 
ongoing security 
function that 
continuously 
validates trust 
and reduces 
opportunities for 
exploitation. 
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50 1762 This addition 
makes the 
control stronger 
by connecting 
technology 
diversity with the 
concept of 
defense-in-
depth. Both are 
strategical ways 
to build 
resilience and 
adaptability into 
a security 
program. Using a 
variety of 
technologies 
helps contain the 
impact of a single 
exploit or failure, 
while layering 
those 
technologies 
across multiple 
defenses 
ensures that 
even if one 
barrier is 
breached, others 
remain effective. 
Together, they 
create a 
balanced 
architecture that 
protects against 
both technical 
weaknesses and 
vendor-specific 
risks. 

Organizations can 
also adopt defense-
in-depth principles 
through technology 
diversity to ensure 
that each security 
layer operates 
independently, 
reducing the 
likelihood that a 
single exploit, vendor 
failure, or 
configuration error 
compromises 
multiple layers or 
platforms. 
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52 1777 This 
enhancement 
broadens the 
control by 
applying the 
concept of 
randomness to 
areas that 
directly influence 
an organization’s 
defensive 
readiness and 
resilience. The 
existing control 
discussion 
focuses primarily 
on operational 
and procedural 
variability, 
adding language 
about control 
testing, data 
protection, 
network 
architecture, and 
deception 
measures 
captures how 
randomness can 
strengthen 
system defenses 
in practical, 
technical 
ways.Applying 
randomness to 
data protection 
mechanisms; 
such as varying 
backup timing, 
rotation order, or 
replica location; 
makes it harder 
for attackers to 
anticipate or 

Organizations can 
also apply 
randomness across  
technical and 
procedural security 
controls testing, data 
protection, network 
architecture, and 
deception measures 
by backup windows, 
routing paths, and 
decoy deployments 
to make defensive 
operations less 
predictable, hinder 
adversary 
reconnaissance, and 
enhance overall 
resilience. 



target critical 
assets during 
exploitation or 
ransomware 
campaigns. 
Extending the 
concept to 
network 
architecture, by 
occasionally 
adjusting routing 
paths, subnet 
segmentation, or 
communication 
flow patterns, 
limits adversary 
reconnaissance 
and reduce the  
lateral 
movement. 
Similarly, in 
deception 
operations, 
varying decoy 
placement, 
telemetry 
sources, or 
honeypot 
behavior 
introduces 
uncertainty into 
attacker 
observation, 
reducing the 
reliability of their 
mapping and 
target selection. 
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53 1827 While the section 
appropriately 
references 
boundary 
devices and 
encryption, it 
does not reflect 
newer 
approaches such 
as identity-aware 
segmentation, 
software-defined 
perimeters 
(SDP), or Zero 
Trust Network 
Access (ZTNA). 
These modern 
methods have 
become 
essential in 
cloud and hybrid 
environments, 
allowing 
organizations to 
isolate systems 
and control data 
flows based on 
user identity, 
device health, 
and contextual 
risk rather than 
just physical or 
network 
boundaries. 

In addition to 
traditional boundary 
protection tools such 
as routers, gateways, 
and firewalls, 
organizations should 
also consider modern 
approaches like 
identity-aware 
segmentation, 
software-defined 
perimeters (SDP), and 
Zero Trust Network 
Access (ZTNA). 
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54 1872 Modern 
approaches like 
containerization, 
virtualization, 
and cloud-native 
deployment 
enable 
organizations to 
separate 
applications 
from the 
underlying 
hardware and 
operating 
systems. This 
abstraction 
makes it easier to 
move or recover 
workloads 
across different 
environments for 
on-premises 
data centers, 
private clouds, or 
public cloud 
platforms; 
without service 
disruption or 
dependency 
issues. 

Modern techniques 
such as 
containerization, 
virtualization, and 
cloud-native 
deployment models 
may be employed to 
abstract applications 
from the underlying 
hardware, operating 
systems, and 
platform 
dependencies. 
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56 1912 Recommending 
to expand  this 
section to 
highlight that 
deception 
technologies can 
be automated, 
dynamically 
managed, and 
integrated with 
security 
operations 
platforms. When 
decoys and 
honeypots are 
connected to 
SIEM, SOAR, or 
threat-
intelligence 
systems, they 
provide real-time 
alert correlation, 
faster 
containment, 
and valuable 
insights into 
attacker 
behavior. 

Integrating deception 
technologies with 
SIEM, SOAR, and 
threat-intelligence 
platforms enables 
organizations to 
correlate alerts, 
automate 
containment, and 
gather more insights 
on  the adversary 
behavior. 

39 Issa 
Special 
Interest 
Group on 
Cyber 
Resilienc
e  

Techni
cal 

58 1980 Recommend 
adding these 
details to the 
actual standard 
to make it more 
efficient. Adding 
guidance on 
redundancy, load 
balancing, 
bandwidth 
scaling, ISP 
coordination, 
and traffic-
engineering 
controls would 
make this 

Organizations may 
also employ network 
architectures that 
incorporate 
redundancy, load 
balancing, bandwidth 
scaling, and traffic-
engineering controls 
to sustain mission-
essential services 
during abnormal 
network conditions. 
Coordination with 
Internet service 
providers (ISPs) 
supports upstream 



requirement 
more 
comprehensive 
and aligned with 
modern network 
design. 

filtering and early 
mitigation of large-
scale attacks. 
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60 2046 Recommend to 
include guidance 
on virtual 
enclaves, cross-
domain controls, 
and Zero Trust 
segmentation 
with micro-
segmentation 
reflects current 
best practices 

Organizations may 
also employ virtual 
enclaves, cross-
domain controls, and 
Zero Trust 
segmentation with 
micro segmentation 
to achieve logical 
separation of critical 
and noncritical 
components when 
physical separation is 
not feasible. 
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74 2520 There are five (5) 
sections to this 
control area that 
outline the 
different supply 
chain elements 
that go into the 
development 
lifecycle as well 
as use of 
systems/system 
components:1.  
03.17.01E 
Notification 
Agreements - 
This delves into 
ensuring there is 
adequate 
communication 
between relevant 
stakeholders 
along the supply 
chain line for 
purposes of 
broadcasting any 
changes and/or 
issues with 
systems/system 
components.2.  
03.17.02E 
Inspection of 
Systems or 
Components - 
This standard 
reflects that the 
physical 
hardware and 
software 
components that 
go into a 
technology have 
not been 
modified outside 
of the expected 

The reliance on 
vendor developed 
and deployed 
products and 
services has only 
increased within the 
last decade.  With 
that said, there is 
much more to this 
control area that 
could be articulated, 
however what NIST 
SP 800-172r3 has 
highlighted is broad 
and robust enough to 
cover the major 
points of failure 
within a supply 
chain.Based on 
review the suggested 
change noted is with 
respect to the 
'03.17.02E Inspection 
of Systems or 
Components' and 
'03.17.03E 
Component 
Authenticity' 
standards.  Given that 
these control areas 
cover the concept of 
ensuring the 
systems/system 
components in the 
supply chain 
maintain integrity, 
there is a rationale for 
merging these two (2) 
control areas 
together.  This is due 
to the fact that one 
standard focuses on 
inspection and other 
area focuses on 



design and 
function(s).3.  
03.17.03E 
Component 
Authenticity - 
This standard 
discusses 
maintaining the 
integrity of the 
systems/system 
components, 
similar to 
'03.17.02E'.4.  
03.17.04E 
Provenance - 
This standard 
and associated 
controls focuses 
on the origination 
of 
hardware/softwa
re components 
as well as the 
organizations 
within the supply 
chain that may 
contribute to 
modifications 
made to these 
systems/system 
components 
along the 
development 
lifecycle.  The 
standard wants 
to ensure that 
these 
systems/system 
components 
maintain design 
and operating 
effectiveness 
integrity and 
having an audit 

validation of 
systems/system 
components integrity.  
When performing 
testing on these 
areas, GRC functions 
will have procedures 
that will 
simultaneously 
inspect and validate 
integrity. 



trail reflecting 
modifications/up
dates.5.  
03.17.05E Supply 
Chain Integrity – 
Pedigree - The 
focus of this 
standard is to 
ensure all 
metadata 
associated with 
systems/system 
components are 
documented and 
maintained 
throughout the 
lifecycle as a way 
to validate 
origination and 
integrity. 
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5 285 Consistent 
verbiage 
between the NIST 
CSF instead of 
"outmaneuver, 
confuse, 
deceive, 
mislead, and 
impede". Which 
would be detect, 
respond, identify, 
and recover. The 
"outmaneuver, 
confuse, 
deceive, 
mislead" are not 
precise terms 
and don't 
encompass all 
that a 
professional is 
supposed to do. 
These are 
phrased more in 
an offensive 
sense rather than 
a defensive 
posture that's 
encompassing 
everything you 
need to do. The 
objective should 
be containment 
and mitigation 
while also never 
putting yourself 
in a position 
where you have 
to react in a way.  

Stick to the verbiage 
of protecting a 
network to fit what is 
proliferated in the 
NIST CSF 2.0. 

 



 

 




