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to 800-171comments@list.nist.gov
Hello

Infoblox appreciates the opportunity to provide comments on NIST SP 800-172r3,
Enhanced Security Requirements for Protecting Controlled Unclassified Information (CUI).
We strongly support NIST’s multidimensional protection strategy for penetration-resistant
architecture, damage-limiting operations, and cyber resiliency as an essential model for
safeguarding high-value assets and critical programs.

Titi Shodiya, PhD
Global Public Policy and Strategy Manager
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Following the
principles in SP
800-81r3
Section 2.3.2,
DNS resiliency
is achieved
with hardened
and resilient
platformsin
redundant
architectures
that sustain
mission
operations
under attack
and enable fast
recovery.
Resiliency in
this context
refers to the
availability,
operational
integrity, and
recoverability
of DNS
services under
adverse
conditions,
rather than
specific
deployment
techniques or
routing
mechanisms.
This includes
distributing
authoritative
and recursive
services across
secure,
isolated
systems to
minimize single
points of

"DNS
infrastructure
leveraging
hardened and
resilient
platforms in
redundant
architectures
sustains
mission
operations
under attack
and enables
fast recovery.
Resiliency in
this context
emphasizes
the availability,
operational
integrity, and
recoverability
of DNS
services that
support
mission-
critical
functions.

DNSSEC
validation
supports
integrity and
authenticity of
DNS
responses
when used
appropriately,
particularly for
public or
externally
exposed
zones, but
should be
deployed




failure. NIST SP
800-81r3
emphasizes
the use of
hardened
systems,
secure
configuration
baselines, and
resilient
architectures
to ensure
continuity of
DNS
operations and
support timely
recovery
following
disruption or
attack. This
approach
aligns with the
cyber resiliency
pillar of SP 800-
172r3 by
focusing on
availability,
operational
integrity, and
mission
assurance even
during active
exploitation
attempts.

Organizations
should
implement
separation of
duties within
name/address
resolution
infrastructure
to reduce the

based on
mission
context and
risk profile.
Resolver-side
validation can
provide
integrity
assurance
even when
authoritative
zones are
unsigned,
contributing to
trustworthy
name
resolution
without being
a prerequisite
for
infrastructure
resiliency.

In addition,
DNS services
supporting
high-value or
mission-
critical
systems
should
implement
“service”
separation of
duties and
functional
roles to reduce
the risk of
systemic
compromise,
correlated
failure, or
cascading
disruption.




risk that
compromise,
misconfiguratio
n, or
operational
failure of one
component
results in
systemic loss
of availability,
integrity, or
control. This
includes
separating
authoritative
and recursive
DNS functions,
isolating
internal and
external
resolution
roles, and
deploying DNS
services on
dedicated,
hardened
platforms that
do not co-host
unrelated
mission-critical
services.

Separation of
duties for DNS
services limits
attack surface,
constrains
blast radius,
and supports
cyber resiliency
objectives by
ensuring that
failures or
compromises

This includes
deploying DNS
services on
dedicated,
hardened
platforms that
do not co-host
unrelated
mission-
critical
services as
well as
separating
authoritative
and recursive
resolution
functions and
isolating
internal and
external
resolution
roles. Such
separation
reduces attack
surface,
constrains
blast radius,
and reinforces
the cyber
resiliency
objectives of
SP 800-172 by
preserving
trusted name
resolution and
minimum
operational
capability
during adverse
conditions."




inone
resolution role
do not cascade
across trust
boundaries.
These
practices align
with the
penetration-
resistant
architecture
and damage-
limiting
operations
pillars of SP
800-172 and
are consistent
with
architectural
guidancein
NIST SP 800-53
(SC-22) and
deployment
recommendati
ons in NIST SP
800-81r3.
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The Secure
DNS guidance
in NIST SP 800-
81r3 directly
maps to the
control
objectives
defined in SP
800-53r5’s
System and
Communicatio
ns Protection
(SC) family—
specifically SC-
20, SC-21, and
SC-22.
Collectively,
these controls

Organizations
should
implement the
guidance in
NIST SP 800-
81r3, Secure
Domain Name
System (DNS)
Deployment
Guide, to
ensure that
DNS services
function as
trusted and
resilient
components of
enterprise
architecture.




establish
requirements
for trustworthy,
integrity-
protected, and
appropriately
architected
secure
name/address
resolution
services. They
ensure
authoritative
and recursive
resolvers
authenticate
DNS
responses,
maintain
integrity, and
prevent
unauthorized
redirection or
cache
poisoning.

In addition, the
Audit and
Accountability
(AU) and
System and
Information
Integrity (SI)
control
families, such
as AU-6 (Audit
Record Review,
Analysis, and
Reporting) and
Sl-4 (System
Monitoring),
support DNS
telemetry,
anomaly
detection, and

Secure DNS
practices
reinforce the
pillars of
penetration
resistance,
damage
limitation, and
cyber
resiliency by
ensuring
integrity-
assured name
resolution,
protecting
DNS
communicatio
ns, enabling
visibility into
name-
resolution
activity, and—
where DNS-
based
destination
enforcementis
implemented
—preventing
resolution to
malicious or
unauthorized
domains.
These
practices also
support
continuity of
operations for
mission-
critical
systems.
Continuous
monitoring for
and blocking
resolution to




incident
reporting.
These
capabilities
align with DNS
logging and
monitoring
practices
described in SP
800-81r3
sections 2.1.3
and 2.2.1 and
enable
organizations
to identify and
respond to
suspicious
name-
resolution
activity.

By explicitly
referencing SP
800-81r3, SP
800-172r3 can
more
effectively
operationalize
these SP 800-
53r5 controls,
supporting
integrity-
assured name
resolution,
resilient DNS
architectures,
and—where
implemented—
preemptive
destination
enforcement,
while
strengthening
alignment with
Zero Trust and

domains that
impersonate
critical-
infrastructure
operators,
government
entities, or
trusted brands
also disrupts
malicious
infrastructure
before it can
be
weaponized.




supply-chain
risk
management
principles.
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We
recommend an
explicit cross-
reference

to NIST SP 800-
81r3, Secure
Domain Name
System (DNS)
Deployment
Guide, within
SP 800-172r3
to support
alighment
across
foundational
publications
and reinforce
validated
practices for
authenticated
DNS security
and resiliency
practices

NIST SP 800-
81r3: Secure
DNS
Deployment
Guide -
provides
modern
guidance on
secure DNS
operations,
including
Protective
DNS, DNSSEC,
encrypted DNS
protocols, and
DNS
logging/teleme
try. These
controls
reinforce the
enhanced
protection
pillars of SP
800-172r3






